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SJ Games vs. the Secret Service

On March 1 1990, the offices of Steve Jackson Games, in Austin, Texas, were raided by the U.S. Secret Service as part of a
nationwide investigation of data piracy. The initial news stories simply reported that the Secret Service had raided a suspected
ring of hackers. Gradually, the true story emerged.

More than three years later, afederal court awarded damages and attorneys fees to the game company, ruling that the raid had
been careless, illegal, and completely unjustified. Electronic civil-liberties advocates hailed the case as alandmark. It was the
first step toward establishing that online speech IS speech, and entitled to Constitutional protection . . . and, specifically, that
law-enforcement agents can't seize and hold a BBS with impunity.

The Raid

On the morning of March 1, without warning, aforce of armed Secret Service agents - accompanied by Austin police and at
least one civilian "expert" from the phone company - occupied the offices of Steve Jackson Games and began to search for
computer equipment. The home of Loyd Blankenship, the writer of GURPS Cyberpunk, was also raided. A large amount of
equipment was seized, including four computers, two laser printers, some |oose hard disks and a great deal of assorted
hardware. One of the computers was the one running the Illuminati BBS.

The only computers taken were those with GURPS Cyberpunk files; other systems were left in place. In their diligent search
for evidence, the agents also cut off locks, forced open footlockers, tore up dozens of boxes in the warehouse, and bent two of
the office |etter openers attempting to pick the lock on afile cabinet.

The next day, accompanied by an attorney, Steve Jackson visited the Austin offices of the Secret Service. He had been
promised that he could make copies of the company'sfiles. Asit turned out, he was only alowed to copy afew files, and only
from one system. Still missing were all the current text files and hard copy for this book, as well as the files for the Illuminati
BBS with their extensive playtest comments.

In the course of that visit, it became clear that the investigating agents considered GURPS Cyberpunk to be "a handbook for
computer crime." They seemed to make no distinction between a discussion of futuristic credit fraud, using equipment that
doesn't exist, and modern real-life credit card abuse. A repeated comment by the agents was "Thisis real."

Over the next few weeks, the Secret Service repeatedly assured the SJ Games attorney that complete copies of the files would
be returned "tomorrow." But these promises weren't kept; the book was reconstructed from old backups, playtest copies, notes
and memories.

On March 26, almost four weeks after the raid, some (but not al) of the files were returned. It was June 21, nearly four months
later, when most (but not al) of the hardware was returned. The Secret Service kept one company hard disk, all Loyd's
personal equipment and files, the printouts of GURPS Cyberpunk, and several other things.

The raid, and especially the confiscation of the game manuscript, caused a catastrophic interruption of the company's business.
SJ Games very nearly closed its doors. It survived only by laying off half its employees, and it was years before it could be
said to have "recovered."

Why was SJ Games raided? That was a mystery until October 21, 1990, when the company finally received a copy of the
Secret Service warrant affidavit - at their request, it had been sealed. And the answer was . . . guilt by remote association.
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While reality-checking the book, Loyd Blankenship corresponded with avariety of people, from computer security experts to
self-confessed computer crackers. From his home, he ran alegal BBS which discussed the "computer underground,” and he
knew many of its members. That was enough to put him on afederal List of Dangerous Hoodlums! The affidavit on which SJ
Games were raided was unbelievably flimsy . . . Loyd Blankenship was suspect because he ran atechnologically literate and
politically irreverent BBS, because he wrote about hacking, and because he received and re-posted a copy of the /Phrack
newsletter. The company was raided simply because Loyd worked there and used its (entirely different) BBS!

Asfor GURPS Cyberpunk, it had merely been atarget of opportunity . . . something "suspicious’ that the agents picked up at
the scene. The Secret Service allowed SJ Games (and the public) to believe, for months, that the book had been the target of
theraid.

The one bright spot in this whole affair was the creation of the Electronic Frontier Foundation. In mid-1990, Mitch Kapor,
John Barlow and John Gilmore formed the EFF to address this and similar outrages. It's a nonprofit organization dedicated to
preserving the Constitutional rights of computer users. (For more information, look at the EFF web site, or write them at 1550
Bryant Street, Suite 725, San Francisco, CA 94103-4832.) The EFF provided the financial backing that made it possible for SJ
Games and four Illuminati users to file suit against the Secret Service.

Two active electronic-civil-liberties groups also formed in Texas: EFF-Austin and Electronic Frontiers Houston, which have
since merged to become Electronic Frontiers Texas.

And science fiction writer Bruce Sterling turned his hand to journalism and wrote The Hacker Crackdown about this and other
cases where the law collided with technology. A few months after it was published in hardback, he released it to the Net, and
you can read it online.

In early 1993, the case finally cameto trial. SJ Games was represented by the Austin firm of George, Donaldson & Ford. The
lead counsel was Pete Kennedy.

And we won. The judge gave the Secret Service a tongue-lashing and ruled for SJ Games on two out of the three counts, and
awarded over $50,000 in damages, plus over $250,000 in attorney's fees. In October 1994, the Fifth Circuit turned down SJ
Games appeal of the last (interception) count . . . meaning that right now, in the Fifth Circuit, it is not "interception™ of your e-
mail messages when law enforcement officials walk out the door with the computer holding them.

Case Documents

. The affidavit under which the Secret Service obtained its warrant to raid SJ Games. (This was first made public in issue
2.11 of the Computer Underground Digest, which we have reproduced herein its entirety to recognize the work of the
CuD editors.)

. The complaint filed by SJ Games against the Secret Service.

. Thefinal judge's decision in the case.

. TheFifth Circuit opinion on the "interception” question.

Articles and Commentary on Privacy, Search and Seizure, Etc.

. Bruce Sterling's Speech to the High Technology Crime Investigation Association (Lake Tahoe, November, 1994).
Sterling tells the cops not to be pawns. . .

. Chilling Effect of BBS Raids on Electronic Speech. An example of self-censorship by a sysop group afraid of
retaliation.
Crime and Puzzlement (John Perry Barlow). The seminal article that launched the modern electronic civil liberties
movement.

. CyberLaw Report on the SJ Games Case (Jonathan Rosenoer). The relevant issue of CyberLaw.
Formulating A Company Policy on Access to and Use and Disclosure of Electronic Mail on Company Computer
Systems (David R. Johnson and John Podesta)

. Practical Privacy Protection (Unless Congress Prohibits It) (Jim Warren). Electronic mail, cryptography and privacy.
Press releases issued by SJ Games and the EFF after their victory in court.

. Steve Jackson Gamesv. U.S. Secret Service (Peter D. Kennedy). Analysis and discussion of the case, by one of the
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attorneys who won it.
. The Constitution in Cyberspace (Laurence H. Tribe). A noted legal scholar calls for explicit Constitutional protection

for electronic speech and writing.
. The Top Ten False Facts About The Secret Service Raid (Steve Jackson). A lot of things that the media "knows," that

aen'tso. ..
. The EFF'sten-year-later recap of the story.

Computer Law

. Texas Penal Code provisionsregarding "computer crime." Updated 1994 . . .

Articles and Commentary on Censorship and Freedom of the Press

. Mike Godwin's speech against Usenet censorship at Carnegie-Mellon University.

Other Sources

. The Electronic Frontier Foundation
. Computer Underground Digest

STEVE JACKSON GAMES
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A Brief History of the llluminati BBS

Illuminati Online hit the Internet in 1993. But its roots go back to the dawn of Austin BBSing. It was originally the Illuminati
BBS, a customer-support board for Steve Jackson Games.

The Illuminati BBS officially went online on April 1, 1986. It ran on T-Net software (written in BASIC) on an Apple ][+, with
a screaming 300-baud modem. Our first hardware upgrade was a lower-case chip for the Apple. . .

The sysop was Fearless Leader. The actual identity of Fearless Leader was officialy a secret. It wasn't Steve. Who was it?
Good question.

The board's original purpose was game playtesting, discussion, and customer support. But soon it was clear that the
I1luminati‘s online community was interested in much more than just games. Over the next few years, the user base grew to
more than 1,000 - most of them paying long-distance rates to call - to discuss everything related to science fiction, fantasy,
comics, gaming and general High Weirdness.

Asthe years went by and the Illuminati community grew, we upgraded both software and hardware. Our first changeover was
to Joe-Net, a homebrew system written by local programmer Joe DiMaggio. Joe-Net was easy to use, full of features, and ran
on aMS-DOS system, giving us alot more speed. We loved it. But eventualy, Joe didn't have the time to maintain the system.
(He'd written it for fun, and in the history of the world as we know it there have only been three Joe-Net systems. Too bad.
Best software we ever had.)

Fun with the Secret Service . .. Not!

Late in 1989, we switched to WWIV, a popular commercial software package which promised the capability to link to other
BBSs nationwide. But that was not to be . . . On March 1, 1990, the SJ Games offices were raided by the Secret Service, in a
now-famous "hacker hunt." They took the Illuminati computer (among other things) and loads of software, including our

WWIV disks.

The old Apple][+ and T-Net were dragged out of the closet and pressed into service as an "answering machine" to tell callers
what had happened - or as much as we knew. But Illuminati was down, and stayed down for a month.

We're Baaaaaaaaa-aaaack!

When we came back up, it was as a two-line system, on new hardware (some of it donated by our supporters). We were now
running MCD-2, alocally written multiline package. We continued to use MCD-2 until 1993.

The system continued to grow, now with a strong added interest in civil liberties of computer users. When the search warrant
was finally unsealed, it showed that the original raid had been a groundless fishing expedition, based on ignorance.

In 1992 we switched to an Amiga, running a multiline package called DLG. This gave us alot more capabilities, but still
wasn't enough . . . which was why we decided to go to the Internet and create this system.

Victory In Court

With the help of the newly-formed Electronic Frontier Foundation, SJ Games and several users filed suit and won substantial
awards. In early 1993, afederal judge ruled that the Secret Service had to pay for the mail it had taken and read, the equipment
it had damaged, and other harm to SJ Games.
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And Now, The Internet

In August of 1993, the system added more than a dozen direct-dial linesand a T1 connection to the Internet, alowing for
hundreds of simultaneous calls. Many new services were also added, including full Internet access for local callers and a vastly
expanded conferencing system.

As of thiswriting (October 1998) we have more than 360 incoming linesin Austin, and a separate 48-line POP in Houston.
We have 2 T1 lines, and a T3 to The Data Place, which has T3 connections to Sprint, MCI, AT& T and AlterNet, giving usa

total of 48MB of bandwidth right out of out office. Illuminati Online has spun off as a separate company with its own offices
on south IH-35 in Austin. We are adding more equipment constantly, and support over 7000 paying users.



http://www.sjgames.com/
http://www.sjgames.com/

SECRET SERVICE SEARCH WARRANT AFFADAVIT

( COVPUTER UNDERGROUND DI GEST | SSUE 2. 11)

This is the affidavit submtted by the Secret Service in order to get
permssion to raid the SJ Ganes offices on March First. Al so included
here is the relevant section of the Phoenix Project log - the materi al
on which the Secret Service agent based his allegation of "conspiracy".
[ Note that the Secret Service did NOT append the actual |og material to
the affidavit the judge saw - but we're including it so YOU can see it.
It's interesting that they chose to omt it. It's interesting that the
magi strate granted the warrant anyway. ]

The noderators of Conputer Underground Digest re-typed all this materia
from a photocopy supplied by SJ Ganes. To acknow edge their effort, we are
reproducing their issue 2.11 in the formthey distributed it, conplete
with their editorial comments, rather than just publishing the affidavit
itself.

Correspondence about CuD should go directly to its noderators.
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COMPUTER UNDERGROUND
DI GEST
*** \olunme 2, |Issue #2.11 (Novenber 13, 1990) **
*** SPECI AL | SSUE: SEARCH AFFI DAVI T FOR STEVE JACKSON GAMES ***
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MODERATORS: Jim Thomas / Gordon Meyer (TKOJUT2@N U. bit net)
ARCHI VI STS: Bob Krause / Alex Smith / Brendan Kehoe
USENET readers can currently receive CuD as alt.society.cu-digest.

COMPUTER UNDERGROUND DI GEST is an open forum dedi cated to sharing

i nformati on anong conputerists and to the presentation and debate of

diverse views. CuD material nmay be reprinted as |long as the source is

cited. It is assuned that non-personal mail to the noderators nay be

reprinted, unless otherw se specified. Readers are encouraged to submt

reasoned articles relating to the Conputer Underground.

++++++++++++HH

DI SCLAI MER. The views represented herein do not necessarily represent the
views of the noderators. Contributors assune all responsibility
for assuring that articles submtted do not violate copyright

protections.
++++++++++++++HH A

The application and affidavit for the search warrant for Steve Jackson



Ganmes (Case #A-90-54m, dated February 28, 1990, and signed by U S

Magi strate Stephen H. Capelle in Austin Texas and Special Agent Tinothy M
Foley of the U S. Secret Service, has been released. The application

al l eges violations of Title 18 USC Sections 2314 and 1030 and was issued in
the U S. District Court (Western District of Texas).

We have retyped it, and there may be sone typographical errors, but we have
done our best to recreate it as is.

There are several features about the affidavit. First, the bulk of it is
repititious and sinply establishes the credentials of the investigators,
summari zes basic terns, and provides general background that seens

i nconsequential in linking the persons to be searched to any substantive
crimnal activity. It should also be renenbered that the "$79, 449. 00"
docunent in question was shown to contain nothing of substance that is not
avail able to the general public for under $14. Further, to our know edge,
there is no evidence, contrary to suggestions, that E911 software was
obt ai ned.

Most troublesone is the interpretation given to attached |ogs from The
Phoeni x Project that creates a conspiratorial scenario froma few anbi guous
nmessages. Wil e imginative use of narrative is admrable in fiction, its
use as a weapon of power is dangerous. At root, Steve Jackson Ganes was
rai ded because an enpl oyee ran a BBS that nmade avail able, as did perhaps

t housands of others BBSs nationw de, Phrack. The enpl oyee was al so accused
of being part of a "fraud scheme" because he had the tenerity to explain
what a Kermt protocol is in a tw |ine nessage.

Per haps Agent Foley is conpetent, but in reviewing this warrant questions
arise regarding the raid on SJG that should not go unanswer ed.

++++++++++
ATTACHMENT A

2700 "A" Metcalfe Road is located in the city of Austin, State
of Texas, County of Travis. Said address is a two-story square
bui | di ng measuring approxi mtely 50 feet on a side |ocated on the
south side of Metcalfe Street.

The bottom story is multi-colored brick face and the upper
story is white wood frame construction.

A bal cony surrounds the upper story. The address "2700A" is
on two sides in white letters, and the nunbers are approxi nately
ten inches high. An outside wooden stairway connects the floors
on the south side of the building. The driveway is of gravel. A
| arge all-netal warehouse-type building is imediately behind the



addr ess.

(End Attachment A)

+++++++++H
ATTACHVENT B

Comput er hardware (including, but not limted to, central
processing unit(s), nonitors, nenory devices, noden(s), progranmm ng
equi pnent, communi cation equi pnent, disks, and prints) [sic] and conputer
software (including but not Iimted to, nenory disks, floppy
di sks, storage nedia) and witten material and docunents rel ating
to the use of the conputer system (including networking access
files), docunentation relating to the attacking of conputers and
advertising the results of conputer attacks (including telephone
nunbers and |icensing docunentation relative to the conputer prograns and
equi pnent at the business known as Steve Jackson Ganes whi ch
constitute evidence, instrunentalities and fruits of federal
crimes, including interstate transportation of stolen property (18
USC 2314) and interstate transportation of conputer access
information (18 USC 1030 (a)(6)). This warrant is for the seizure
of the above descri bed conputer and conputer data and for the
authorization to read informati on stored and contai ned on the above
descri bed conputer and conputer data.

(End Attachment B)

+++++++++H

State of Texas )
) Ss
County of Travis )
AFFI DAVI T
1. I, Tinothy Foley, ama Special Agent of the United States

Secret Service and have been so enpl oyed for the past two years.

| am presently assigned to the United States Secret Service in
Chicago. Prior to that I was enployed as an attorney practicing
inthe City of Chicago and admitted to practice in the State of
I[1linois. | amsubmtting this affidavit in support of the search
warrants for the prem ses known as: (a) the residence of Loyd Dean
Bl ankenshi p, 1517G Summer stone, Austin, Texas; (b) the enpl oynent

| ocati on of Bl ankenship, the business known as Steve Jackson Ganes,
2700- A Metcal fe Road, Austin Texas; and (c) the residence of Chris
Goggans, 3524 Graystone #192, Austin, Texas.



SOURCES OF | NFORMATI ON

2. This affidavit is based on ny investigation and
informati on provided to nme by Special Agent Barbara Gol den of the
Comput er Fraud Section of the United States Secret Service in
Chi cago and by other agents of the United States Secret Service.

3. | have also received technical information and
I nvestigative assistance fromthe experts in the fields of
t el ecomruni cati ons, conputer technol ogy, software devel opnent and
conputer security technol ogy, including:

a. Reed Newin, a Security Oficer of Southwestern
Bel |, who has nunerous years of experience in operations,

-1 -

mai nt enance and admi ni stration of tel ecomruni cati ons systens as an
enpl oyee of the Sout hwestern Bell Tel ephone Conpany.

b. Henry M Kl uepfel, who has been enpl oyed by the Bel
Systemor its divested conpanies for the [ast twenty-four years.
M. Kluepfel is presently enployed by Bell Conmmuni cations Research,
(Bellcore) as a district nmanager responsible for coordinating
security technology and consultation at Bellcore in support of its
owners, the seven regional telephone conpanies, including Bel
Sout h Tel ephone Conpany and Sout hwestern Bell Tel ephone Conpany.
M. Kluepfel has participated in the execution of nunerous Federal
and State search warrants relative to tel econmuni cati ons and
conputer fraud investigations. In addition, M. Kluepfel has
testified on at | east twelve occasions as an expert witness in
t el ecomruni cati ons and conputer-fraud rel ated cri nes.

c. David S. Bauer, who has been enpl oyed by Bell
Communi cati ons Research (Bellcore) since April 1987. M. Bauer is
a menber of the technical staff responsible for research and
devel opnent in conputer security technology and for consultation
in support of its owners, the seven regional telephone conpanies,
including Bell South. M. Bauer is an expert in software
devel opnment, comruni cati ons operating systens, telephone and
related security technol ogies. M. Bauer has conducted the review
and anal ysis of approxinmately el even conputer hacking
i nvestigations for Bellcore. He has over nine years professional
experience in the conputer related field.

-2 -
Vi ol ati ons | nvol ved
4. 18 USC 2314 provides federal crimnal sanctions agai nst

i ndi vi dual s who knowi ngly and intentionally transport stolen
property or property obtained by fraud, valued at $5,000 or nore



ininterstate comerce. My investigation has reveal ed that on or
about February 24, 1989, Craig Neidorf transported a stolen or
fraudul ently obtai ned conputerized text file worth approxi mately
$79, 000. 000 from Col unbi a, M ssouri, through Lockport, Illinois to
Austin, Texas to Loyd Bl ankenship and Chris Goggans.

5. 18 USC 1030 (a)(6) and (b) provide federal crim nal
sanctions agai nst individuals who knowi ngly and with intent to
defraud traffic or attenpt to traffic, in interstate comerce, in
passwords or simlar information through which a conputer may be
accessed wi thout authorization. My investigation has reveal ed that
on or about January 30, 1990, Loyd Bl ankenship and Chris Goggans
attenpted to traffic in illegally obtained encrypted passwords
recei ved from other conputer hackers. My investigation has further
reveal ed that, through the use of sophisticated decryption
equi pnent and software, they planned to decrypt the encrypted
passwords provided by the hackers. They then planned to provide
the original hackers with the decrypted passwords which they in
turn could use to illegally access previously guarded conputers.

DEFI NI TI ONS

6. COVWPUTER HACKERS/ | NTRUDERS - Conputer hackers or
intruders are individuals involved with the unauthorized access of
conputer systens by various neans. The assuned nanes used by the

- 3 -

hackers when contacting each other are referred to as "hacker
handl es. "

7. BULLETI N BOARD SYSTEM (BBS) - A bulletin board system
(also referred to as a "Bulletin board" or "BBS") is an electronic
bull etin board accessi ble by conputer. Users of a bulletin board
may | eave nessages, data, and software readable by others with
access to the bulletin board. Bulletin board readers nmay copy, or
"downl oad," onto their own machi nes material that appears on a
bull etin board. Bulletin boards typically are created and
mai nt ai ned by "systens operators" or "system adm nistrators".
Hackers frequently use bulletin boards to exchange infornmation and
data relating to the unauthorized use of conputers.

8. E911 - E911 neans the enhanced 911 tel ephone service in
uni versal use for handling energency calls (police, fire,
anbul ance, etc.) in nunicipalities. Dialing 911 provi des the
public with direct access to a nunicipality's Public Safety
Answering Point (PSAP). Logistically, E911 runs on the public
t el ephone network with regul ar tel ephone calls into the tel ephone
conpany sw tch. However, incomng 911 calls are given priority
over all other calls. Then the 911 call travels on specially
dedi cated tel ephone lines fromthe tel ephone conpany's swtch to



the fire, police and energency reaction departnments in the city
closest to the location of the caller. It is essential for the
energency unit to know the location of the caller, so one of the
nost inportant parts of the systemis the Automatic Location
Identifier (ALI), which automatically | ocates where the

- 4 -

t el ephone call originates, and the Autonataic Nunber ldentification
(ANI'), which holds the tel ephone nunber of the calling party even
if the caller hangs up. The E911 system of Bell South is described
in the text of a conputerized file programand is highly
proprietary and closely held by its owner, Bell South. The file
descri bes the conmputerized control, operation and mai nt enance of
the E911 system
9. ELECTRONIC MAIL - Electronic mail, also known as
e-mail, is a comon form of comuni cation between individuals on
the sanme or on separate conputer systens. Persons who may send or
receive electronic mail are identified by an el ectronic nai
address, simlar to a postal address. Al though a person nmay have
nore than one electronic mail address, each nmail address
identifies a person uniquely.
10. LEGON OF DOOM - At all tines relevant herein, the Legion

of Doom (LOD), was a closely knit group of conputer hackers
i nvol ved i n:

a. Disrupting tel econmmunications by entering tel ephone
switches and changing the routing on the circuits of the conputers.

b. Stealing propriety (sic) conmputer source code and
information fromindividuals that owned the code and information

c. Stealing credit information on individuals from
credit bureau conputers.

d. Fraudul ently obtaining noney and property from
conpanies by altering the conputerized information used by the
compani es.

-5 -

e. Dissemnating information with respect to their
nmet hods of attacking conputers to other conputer hackers in an
effort to avoid the focus of | aw enforcenent agencies and
t el econmuni cati on security experts.

11. PASSWORD ENCRYPTION - A password is a security device
that controls access to a conputer, (log on privileges) or to
speci al portions of a conputer's nenory. Encryption further limts
access to a conputer by converting the ordinary |anguage and/ or
nuneri cal passwords used on a conputer into cipher or code.
Decryption is the procedure used to transform coded text into the
original ordinary |anguage and/or nunerical format.



12. TRANSFER PROTOCOL - transfer protocol is a nethod of

transferring large files of information fromone conputer to

anot her over tel ephone Iines. Using a transfer protocol a file is
upl oaded (sent) and downl oaded (received). This transfer procedure
breaks bl ocks of data into snaller packages for transm ssion and

i nsures that each block of data is an error free copy of the
original data. Transfer protocols may al so encode and decode
transm ssions to insure the privacy of the transferred information.

I NVESTI GATI ON OVERVI EW

13. My investigation to date has disclosed that conputer
hacker Robert Riggs of the Legion of Doom (LOD), stole the highly
proprietary and sensitive Bell South E911 Practice text file from
Bell South in Atlanta, CGeorgia in about Decenber, 1988 and that

- 6 -

this stol en docunent was distributed in "hacker" newsletters

t hrough the use of e-mail. These newsletters included the "Phrack"
newsl etter issue #24 distributed in February, 1989 by Crig Neidorf
to LOD nenbers, including Loyd Bl ankenship and Chris Goggans

of Austin, Texas. The E911 Practice was posted on the "Phoeni X
Project” BBS, in January, 1990, so that anyone with access to the
BBS coul d downl oad a copy of the E911 Practice onto any ot her
conputer. The "Phoenix Project” BBS is run jointly by co-systens
operators Loyd Bl ankenshi p, (hacker handle, The Mentor), and Chris
Goggans, (hacker handle, Eric [sic] Bloodaxe), who both have sent e-mai
comruni cations identifying thensel ves as nenbers of LOD. MWy

i nvestigation has al so disclosed that Loyd Bl ankenship and Chris
Goggans, through their hacker BBS "Phoeni x Project," have
establ i shed a password decryption service for hackers who had
obt ai ned encrypted passwords from conputers they had been

at t acki ng.

THEFT OF E911 TEXT FI LE

14. In March, 1988, Bell South devel oped a sophisticated new
program whi ch describes in great detail the operation of the E911
system and the 911 support conputer in Sunrise, Florida that
controls ALl and ANl information. This program which was
engi nered at a cost of $79,449.00, was | ocked in a secure conputer
(AIMBX) in Bell South's corporate headquarters in Atlanta, Georgia.
The docunent was and is highly proprietary and contai ned the
fol | owi ng war ni ng:



NOTI CE: NOT FOR USE OR DI SCLOSURE OUTSI DE
BELL SOUTH OR ANY OF | TS SUBSI DI ARI ES EXCEPT
UNDER WRI TTEN AGREEMENT.

15. In July, 1989, Robert Riggs apartnent in Decatur, Georgia
was searched by United States Secret Service agents fromAtlanta
pursuant to a federal search warrant.

16. At the time of the search, R ggs, (hacker handle, The
Prophet), was interviewed by Special Agent Janmes Cool of the USSS-
Atl anta and representatives of Bell South from Atlanta. During
this extensive interview, Riggs admtted that he illegally gained
renote access into Bell South's Al MSX conputer through an account
to which access was not secured by a password, and that once on the
machi ne he executed a program designed to search for passwords and
to obtain other account nanmes on the conputer. He stated that once
he was on the conputer, he found the E911 protocol docunent and
downl oaded it fromthe Bell South conputer to his honme conputer.
He subsequently upl oaded the E911 file from his hone conputer to
a conputer bulletin board. (He did not give the agents the nane
of the bulletin board).

17. Riggs' adm ssions were corroborated by interviews with
Rich Andrews, the operator of the conputer bulletin board known as
JOLNET BBS in Lockport, Illinois. Andrews disclosed that in about
January, 1989, a hacker known to him by the handl e PROPHET upl oaded
an E911 programw th bell South proprietary markings onto his BBS.
This program was then downl oaded fromthe BBS to anot her hacker
known to himby the handl e Knight Lightning (Craig Neidorf).

- 8 -

PHRACK PUBLI CATI ON

18. On January 18, 1990, pursuant to a federal grand jury
subpoena, | received docunents fromthe adm nistration of the
University of M ssouri regarding conputer publications of Craig
Nei dorf, a student at University of Mssouri and Randly Tishler, a
former student at University of Mssouri, (hacker handle, Taran
Ki ng), which showed that Neidorf and Tishler were publishing the
conput er hacker newsletter entitled "Phrack” which they were
distributing to conputer hackers around the United States through
the use of the University of Mssouri account on a
t el ecommuni cati on network call ed Bitnet.

19. On January 18, 1990, Security Oficer Reed New in of
Sout hwestern Bell Tel ephone and | interviewed Craig Neidorf at the
Zeta Beta Tau Fraternity House at Col unbia, M ssouri. During the
course of the interview, Neidorf admtted to ne and Security
Oficer Newin that he used the hacker handl e Kni ght Lightning;
that he and Randy Tishler were the publishsers of two hacker
newsl etters entitled "Phrack” and "Pirate."

20. Also during the course of this interview, Neidorf



admtted that he had a copy of a hacker tutorial regarding the
operation of the E911 systemin his room He admted that he had
edited the E911 Practice into a hacker tutorial. He also admtted
that he knew that the E911 Practice had been stolen froma

t el econmmuni cati ons conmpany by Robert J. Riggs and that the
tutorial, (the edited E911 Practice File), had been published in
the Phrack newsletter issue 24. At this point of the interview,
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Nei dorf excused hinself, saying he was going to his room and he
returned nonments later with a floppy disk containing the copy of
the E911 docunent published in Phrack nagazi ne.

21. In addition to Neidorf's adm ssion that he knew the E911
tutorial had been stolen, nmy investigation has reveal ed other facts
reflecting that Neidorf was aware that the E911 data received from
Riggs in Atlanta was stolen. In July, 1989, | revi ewed
docunent ati on received from R ch Andrews, the system adm ni strator
of the JOLNET BBS. Included in the docunentation was an edited
version of the E911, the docunent received from Neidorf, dated
January 23, 1989, which included the follow ng notation on his
ver si on:

NOTI CE: NOT FOR USE OR DI SCLOSURE OUTSI DE
BELLSOUTH OR ANY OF I TS SUBSI DI ARI ES EXCEPT
UNDER WRI TTEN AGREEMENT. (VWHOOPS)

22. Distribution records of Phrack 24 recovered from R chard
Andrews in Lockport in July 1989 reflect that copies of this
newsl etter containing the proprietary E911 information and the
proprietary markings fromBell South were forwarded from Neidorf's
conmputer in Colonmbia [sic], Mssouri to Loyd Bl ankenship's conputer in
Austin, Texas on or about February 24, 1989.

23. | have personally exam ned the Phrack newsl etter nunber
24 and observed that the newsletter does in fact contain a slightly
edited copy of the stolen Bell South E911 Practice text file with
t he war ni ng:

NOTI CE: NOT FOR USE OR DI SCLOSURE OUTSI DE
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BELLSOUTH OR ANY OF I TS SUBSI DI ARI ES EXCEPT
UNDER WRI TTEN AGREEMENT. (VAHOOPS)

REPUBLI CATI ON OF E911 BY PHOEN X PRQJECT
24. On February 26, 1990, Hank Kl uepfel of Bellcore advised
nme that the Phoenix Project BBS run by Loyd Bl ankenship and Chris
Goggans was in operation on January 15, 1990. M. Kluepfel advised
that he had made this determ nation by successfully |logging on to
Phoeni x Project at tel ephone nunber 512-441-0229 on about January



30, 1990 and observing nmessages dated from January 15, 1990 to
January 30, 1990, on the BBS. M. Kluepfel also advised ne that the
BBS systeminformation identified the Mentor and Eri k Bl oodaxe as
the system adm ni strators on the BBS.

25. On February 14, 1990, M. Kluepfel advised ne that after
accessi ng the Phoeni x Project BBS, he had gone to the Phrack sub-
menu of the BBS and observed Phrack 24 on the nenu. M. Kl uepfel
further advised ne that upon review of Phrack 24, he observed that
the Bell South E911 Practice text file was still in the edition
carried by the Phoeni x Project BBS.

26. On February 14, 1990, M. Kluepfel advised ne that he had
downl oaded a copy of Phoenix Project's user list (its electronic
mailing list) and that it reflected that seeral of the hackers on
the list of users were |located in the Northern District of
I1l1inois.

PHOENI X PRQJECT DECRYPTI ON SERVI CE
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27. On February 14, 1990, M. Kluepfel advised ne that on
January 23, 1990, the co-systens adm nistrator on the Phoeni x
Project BBS, Erik Bl oodaxe, had published a notice that the BBS was
begi nni ng a new decryption service. Bloodaxe invited the readers
of the newsletter to send the BBS encrypted passwords for any UN X
or Prime conputer system and the system adm nistrators would
decrypt the passwords and return them Bloodaxe al so indicated that
the systenes adm nistrators woul d probably access the conputer using
the password as well. In a |ater nessage on January 26, 1990, The
Ment or responded to a question about a transfer protocol that had
been set out, but not explained in Bl oodaxe's notice, indicating
his involvenment in the decryption schene.

28. On February 14, 1990, M. Kluepfel advised ne that the
password file decryption service offered by the Phoeni x Project
provi ded conmput er hackers with information through which a conputer
coul d be acessed w thout authorization under the neaning of 18 USC
1030 (a)(6) and (b) and constituted a threat to Bellcore's client
conpani es i ncluding Bell South.

| DENTI FI CATI ON OF BLANKENSHI P AND GOGGANS

29. Anong the docunents that had been printed out fromthe
University of Mssouri conputers, which | received fromthe
University of M ssouri conputers, which | received fromthe
admnistration of the University of Mssouri, were |ists of hackers
and their corresponding real nanes. On that |ist were the nanes
of Loyd Bl ankenshi p and Chris Goggans and their respective hacker
handl es of The Mentor and Eri k Bl oodaxe.

- 12 -
30. Anong the docunents seized in the search of Neidorf's



house were phone lists which included the full nanes of Loyd
Bl ankenshi p and Chris Goggans and identified themas The Mentor and
Eri k Bl oodaxe, respectively.

31. On February 6, 1990, M. Kl uepfel provided ne with
copi es of a Phrack newsl etter which contained a Septenber 23, 1989,
profile of conputer hacker Erik Bl oodaxe. The profile indicated
that the Erik Bl oodaxe's real nanme was Chris, that he was 20 years
old, 5" 10", 130 pounds, that he had blue eyes, brown hair and that
he used various conputers including an Atari 400, various conputer
termnals wwth limted conputing capability that are or can be
linked to a central conputer, and a ConpuAid Turbo T. The profile
reflects that Erik Bl oodaxe was a student in conputer science at
the University of Texas in Austin.

32. On February 6, 1990, M. Kluepfel provided ne with a copy
of Phrack containing a January 18, 1989 profile of the conputer
hacker known as The Mentor. The profile indicated that the
Mentor's real nane was Loyd, that he was 23 years old, 120 pounds,
5'10", that he had brown hair, brown eyes and that he had owned a
TRS-80, an Apple Ile, an Am ga 1000, and a PC AT.

33. The identification of Loyd Bl ankenship as The Mentor in
the Phrack profile was corroborated on February 22, 1990, by
information provided by Larry Coutorie an inspector w th canpus
security at the University in Austin, Texas who advi sed
me that his review of |locator information at the University of
Texas in Austin disclosed current drivers license information on
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Loyd Dean Bl ankenship reflecting that Bl ankenship resides at 1517G
Summer stone, in Austin, Texas, telephone nunber 512-441-2916 and
is described as a white, male, 5" 10", wth brown hair and brown
eyes. He further advised that Bl ankenship is enployed at Steve
Jackson Ganes, 2700-A Metcal fe Road, Austin, Texas where he is a
conmput er programrer and where he uses a bulletin board service
connected to tel ephone nunber 512-447-4449.

34. According to tel ephone conpany records the tel ephone
nunber 512-441-0229, the nunber for the Phoenix Project BBS, is
assigned to the address 1517 G Sumrerstone, Austin, Texas, which is
t he residence of Loyd Bl ankenship.

35. Hank Kl uepfel has advised ne that he has |oged on to the
BBS at 512-447-4449 and that The Mentor is listed as the systens
operator of the BBS. M. Kluepfel further advised ne that the user
list of that BBS contains the nane of Loyd Bl ankenshi p and ot hers
known to M. Kluepfel has hackers. Also, M. Kluepfel observed that
Loyd Bl ankenship is a frequent user of the BBS.

36. Simlarly, the identification of Chris Goggans as the
Eri k Bl oodaxe described in the Phrack profile was corroborated on
February 22, 1990, by Larry Coutorie who advised ne that his



review of locator information at the University of Texas with
respect to Chris Goggans di scl osed that Goggans resides at 3524
Graystone #192, in AUstin, Texas and that his full name is Erik
Chri stian Goggans. Goggans, who goes by the nanme Chris, is a white,
mal e, with blond hair and blue eyes date of birth 5/5/69, 59",

120 pounds.
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37. On February 19, 1990, | was advised by Mrgaret Knox,
Assi stant Director of the Conputation Center, University of Texas,
Austin, Texas, that a young man presented hinself to her as Chris
Goggans in response to the University sending a notification of the
Grand Jury subpoena for University records pertaining to Chris
Goggans to Chris Goggans at 3524 G aystone #192, Austin, Texas. The
young man al so told her that he was Erik Bl oodaxe of the Legi on of
Doom

Locati ons to be Searched

38. Based on the above information and nmy own observati ons,
| believe that the E911 source code and text file and the
decryption software programare to be found in the conputers
| ocated at 1517G Summer stone, Austin, Texas, or at 2700-A Metcal fe
Road, Austin, Texas, or at 3524 G aystone #192, Austin, Texas, or
in the conputers at each of those | ocations.

39. The locations to be searched are described as: the
prem ses known as the residence of Loyd Dean Bl ankenship, 1517G
Summer st one, Austin, Texas; the enploynent |ocation of Bl ankenship,
t he busi ness known as Steve Jackson Ganmes, 2700-A Metcal fe Road,
AUstin, Texas; and the residence of Chris Goggans, 3524 G aystone
#192, Austin, Texas. Those |ocations are further described in
Attachnment A to this Affidavit for Search Warrant.

Evi dence To Be Found

40. On February 2, 1990, Jerry Dalton of AT&T advi sed ne that

based upon his background, experience and investigation in this
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case and investigating approximtely 50 other incidents this year

i nvol vi ng the unaut hori zed use of other conputer systens, including

i ndividuals that run conputer bulletin boards, these individuals

typically keep and use the foll ow ng types of hardware, software

and docunents to execute their fraud schenes and operate their

conput ers and conputer bulletin boards:

a. Hardware - a central processing unit, a nonitor, a nodem

a key board, a printer, and storage devices (either
cartridge tapes, 9-track magnetic tapes, floppy disks or
axillary [sic] disk units), tel ephone equi prent (i ncluding)
automatic dialing equipnent, cables and connectors), tape



drives and recordi ng equi pnent.

b. Software - hard di sks and fl oppy di sks contai ni ng
conputer prograns, including, but not limted to software
data files, electronic mail files, UN X software and
ot her AT&T proprietary software.

c. Docunments - conputer related nmanuals, conputer rel ated
t ext books, | oosel eaf binders, tel ephone books, conputer
printout, cassette tapes, videotapes and ot her docunents
used to access conputers and record information taken
fromthe conputers during the above referred breakins.
Fi nancial and licensing information with respect to the
conmput er hardware and software.

41. Based on the above information and nmy own observati on,
| believe that at the prem ses known as the residence of Loyd Dean
Bl ankenshi p, 1571G Sumrer stone, Austin, Texas; the enpl oynent
| ocati on of Bl ankenshi p, the business known as Steve Jackson Ganes,
2700- A Metcal fe Road, Austin, Texas; and the residence of Chris
Goggans, 3524 Graystone, #192, Austin Texas there is conputer
hardware (including central processing unit(s), nonitors, nenory
devi ces, (nodem(s), progranm ng equi pnment, comruni cation equi pnent,
di sks, prints and conputer software (including but not limted to
menory di sks, floppy disks, storage nedia) and witten nmaterial and
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docunents relating to the use of the conmputer system (including
net wor ki ng access files, docunmentation relating to the attacking
of conputer and advertising the results of the conputer attack
(i ncluding tel ephone nunbers and | ocation information). This
affidavit is for the seizure of the above described conputer and
conput er data and for the authorization to read i nformation stored
and cont ai ned on the above descri bed conputer and conputer data
whi ch are evidence of violations of 18 USC 2314 and 1030, as well
as evidence, instrunentalities or fruits of the fraud schene being
conducted by the operator of the conputer at that | ocation.

42. Request is made herein to search and seize the above
descri bed conputer and conputer data and to read the information
contained in and on the conputer and conputer data.

(signature of) Tinothy M Fol ey
Speci al Agent Ti nothy Fol ey
United States Secret Service



Sworn and Subscri bed to before
nme this 28th day of February, 1990

(signature of) Stephen H Capelle
UNI TED STATES MAG STRATE
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(END OF SEARCH AFFI DAVI T)

++++++++++
+++++++H++H

A docunent attached to the search affidavit reproduced 17 nessages from The
Phoeni x Project witten fromJan. 23 - Jan. 29, 1990. W have retyped
messages 13/17, but substituted the original posts (18/29) from TPP | ogs we
have obtai ned. The differences in nmessage nunbers (eg 13/58 from Henry

Kl uepfel's logs, or our source's logs, eg, 22/47) reflect that the notes
were captured on different days. W have conpared the | ogs from both our
source and the docunment, and they are identical. Hence, the difference in
capturing dates is of no consequence.

There are several points that should be considered in reading the |ogs:

1. The affidavit clains that the | ogs substantiate the claimthat an
encryption service existed. In fact, they do no such thing. The claimis
based primarily on nessage 13 (Jan 23), which includes the comment "Wat do
you people think? Bad idea? Good idea? Hell...It is just another attenpt by
nme to piss everyone off."

2. The bul k of these nessages are inconsequential general discussions, and
i nclude brief discussion of transfer protocols.

3. Tinothy Foley's "evidence" that The Mentor is involved in the situation
is message 23, in which The Mentor is "guilty" of saying that Kermt is a
7-bit transfer protocol, is found on mainfranmes, and works through
outdials. Fromthis, Foley says:

In a later nmessage on January 26, 1990, the Mentor responded to a
question about a transfer protocol that been set out, but not
expl ai ned in Bl oodaxe's notice, indicating his involvenent in the
decryption schene (#27, p. 12).

4. The nessages before and after these dates are general, and there is
little substantive discussion of the "decryption service."



It appears that Loyd Bl ankenship is "quilty" of posting phracks on The
Phoeni x Project, as are perhaps thousands of other sysops across the
country, and of the "crimnal act" of summarizing Kermt.

W will leave it to others to judge and comment upon the logic and quality
of the docunent(s).

++++++++++ b

(The followng is the first page of a 3 page docunent attached to
the affidavit. It has been retyped fromthe original).
++++++++++++

New user pw= GUNSHI P

13/58: things...

Nanme: Erik Bl oodaxe #2

Date: Tue Jan 23 22:57:29 1990

| think it's tinme for your friend at The Legion of Doomto start a new
service...(wth great help fromfriends)

Decryption service! On any unix or Prime, send the etc/passwd file, or the
UAF file to the sysop directory, and you will be nmail ed back the encrypted
UAF file to the sysop directory, and you will be mailed back the encrypted
passwords...(on UNI X any pw that the deszip could bust)

The Prinme UAF nust be in binary, so kermt it fromthe site, and xnodemit
her e.

In return, we will not distribute any information gained fromyour site, but
we w Il probably | ook around it anyway...but it will remain between you and
us.

What do you peopl e think? Bad i dea? Good idea? Hell...It is just another
attenpt by ne to piss everyone off.

- >MVE

14/ 58: aha. .!

Nane: Phoeni x #17

Date: Wed Jan 24 01: 30: 35 1990
umm . . hnmm

(doesn't know what to say..)

15/ 58: Heck

Nane: The Parnaster #21

Dat e: Wed Jan 24 07:48:01 1990
Personally i like it :-)

Jason.

16/ 58: Decryption
Nanme: G ey OM #10
Date: Wed Jan 24 19:10:52 1990



| think it's a great idea. | get a whole shitload of passwd files and sone
UAF fil es too. [ __got!
grey ow

17/58: Just a couple of questions..

Nanme: Koni ca #47

Date: Wed Jan 24 23:41:13 1990

Wel |l since the feds know this is a hacker board whats stopping themfrom
tracing every incomng call to Pheonix Project and getting all the # s, then
monitoring then for illegal activity?

And just say | was calling through ny personal calling card....Wat would
they get as the incomm ng #?

If I had a DNR on ny line is there any way | could find out?

Sorry about this but | amnot as good as npbst of you (except for the guy that
keeps posting codes) and the only way | amgoing to learn is by trying shit
out and aski ng questions...

Hope this is the right sub for these questions...

+++++++H++H+ e+

(The following are the actual |ogs; Typos were not renobved)
++++++++++++HH+

18/ 47: vv
Nane: Dtnf #27
Date: Thu Jan 25 03:22:29 1990

RE: Just a couple of questions...

To check the DNR the best bet woud be to call bell security, or the SCC

19/ 47: well ..
Nane: Phoeni x #17
Date: Thu Jan 25 07:27:43 1990

not hi ng stops themfromtracing..
| dont know how it works there.. but down here all traces are illegal unless
they are for drug/nurder reasons.. (well not traces, but taps are..)

20/ 47: Feds. ..
Nane: Eri k Bl oodaxe #2
Date: Thu Jan 25 17:05:35 1990

Absol utely nothing would stop themfromcollecting all local calls, and/or any
| ongdi stance conpany records of calls comng into this nunber...in fact, |



kind of expect themto at |least get all local calls here...hell Austin is all
ess...nost of them5's... (Il think...mybe 1's)

However, | doubt that tapping the data line is worth their while...especially
when they can just |1og on and read everything anyway. And the mail just isn't
t hat spectacul ar. ..

In any case, all calls here made by | egal neans are |egaal, so don't worry
about it. Just because tee nature of this bbs isn't that of your average

mai nstream bbs, doesn't negate its legality. |Information posted here is kept
| egal .

| f you are truly worried about it, don't call, and sit hone being paranoid.
Hell, I'"'mlocal...l call direct...and now!l do it at 300 baud. Hell, 1 can

al nost tell what's being typed at 300 baud while listening to it...forget the
data tap! Hehe, although a 300 baud data tap is SO sinple to playback
conpletely error free...at 1200 or 2400 you kind of have to get the recording
| evel s just right...but 300 gives you plenty of roomfor error..

21/ 47: ess 1,5
Name: Dark Sun #11
Date: Thu Jan 25 20:14:00 1990

hey, whats the diff??? :-)

DS
22/ 47: decryption
Nanme: Silencer #31
Date: Thu Jan 25 23:35:01 1990
hmm .. .like...you nean once you have an account...read the user file and then
you wi Il deencrypt all the passcodez...sounds good....but what the fuck is

kermt...
- Silencer

23/ 47: kerm't
Nane: The Mentor #1
Date: Fri Jan 26 10:11:23 1990

Kermt is a 7-bit transfer protocol that is used to transfer files to/from
machines. It is nostly found on mainfranes (it's a standard command on VAX,



for instance). Kermt has the added advantage of being able to work through an
outdi al (because it is 7-bit).

Ment or

24/ 47: Kerm 't
Nane: Sicilumn Thorne #28
Date: Fri Jan 26 11:20:10 1990

Kermit is nerely another transfer protocol |ike Sealink, Xnmodem Modenv,
Znodem et cetera.

Its relatively slow, but was thought to be better than Xnbodem due to its
capabilties. (Don't remenber what they are, | use Znoden).

Si c.

25/ 47: nmy kerm t
Nanme: Ravage #19
Date: Fri Jan 26 12:24:21 1990

lets me set it at 8 bits also. just another trivial note.

26/ 47: fromwhat | know. ..
Nane: Dark Sun #11
Date: Fri Jan 26 16:26:55 1990

kermt was originally designed to allow transm ssion of data across 2
conputers running with different parity settings.
DS

27/ 47: and. .
Nane: Phoeni x #17
Date: Sat Jan 27 07:28:45 1990



as a mmjor disadvantage.. it is dam sl ow

Phoeni x

28/ 47 Well. ...
Name: Johnny Hi cap #45
Date: Sat Jan 27 21:28:18 1990

No one answered that question (forget who posted it) that if he was calling
through a calling card is it possible to get the nunber of the person who

call ed even he was calling through hs calling card? What would they get as the
nunber comming in? Wuld they get the card? O course then they would just see
who owns it.

JH!

29/ 47: nore Kermt BS
Nanme: G ey OM #10
Date: Sat Jan 27 23:53:57 1990

Kermt is slower than Xnodem BTW The packets are smaller (usually 64 bytes)

and the error-checking is shot to hell with any line noise. |It's better than
ASClI | t hough!
grey ow
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** END OF CQuD #2. 11 **
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Steve Jackson Games | SJ Games vs. the Secret Service



http://www.sjgames.com/

Formation documents and mission statement for the
EFF

ELECTRONIC FRONTIER FOUNDATION INTRODUCED IN
WASHINGTON 7-10-90

10 July 90 --- Mtch Kapor, the founder of Lotus Devel opnent Corp.
announced at a news conference this norning that his newy forned

El ectronic Frontier Foundation is giving $275,000 to Conputer Profes-
sionals for Social Responsibility to expand their programon conputers and
civil liberties.

CPSR wi Il host a series of policy round-tables in Washi ngton during the
next two years, to bring together |awrakers, conputer users, industry
representatives, and | aw enforcenent officials "to ensure that our civil
liberties protections are not |ost am dst policy confusion about the use
of new conputer technol ogies,” according to a press rel ease.

"CPSR al so plans to devel op policy papers on conputer and civil |iberties,
to oversee the Governnent's handling of conputer crinme investigations, and
to act as an information resource for organi zations and i ndividuals
interested in civil liberties issues."

I n addition, Kapor said EFF will foot the |legal costs to recover a
conmput er bulletin-board system sei zed about 4 nonths ago from Steve
Jackson Ganmes of Austin, Texas. Reasons for the seizure are stil

uncl ear, since no charges have yet been filed, and the warrant for the
sei zure was seal ed by the court.

During the raid the Secret Service also confiscated drafts of a role-

pl ayi ng gane that SJG was about to release, believing it to be a training
manual for conputer crine. The ganme - GURPS Cyber punk - has since been
publ i shed (with nodifications), but this norning Jackson asserted that the
del ay and the work needed to reconstruct the gane cost his conpany sone
$125, 000.

“I ama horror story," he began. Picking up on netaphors used by John
Perry Barl ow, who preceded himto the m crophone, Jackson called hinself
"one of the honesteaders on the electronic frontier... One day | cane
home to find the barn burned down, the horses set |loose...and the culprits
who did it weren't desperados. They were the cavalry!”

Jackson's |l awer, Harvey Silverglate, added that taking the BBS that SJG



used for custoner support was anal ogous to sei zing presses fromthe New
York Tinmes. Terry &Goss, a lawer for Craig Neidorf, pressed the point
further as he told of his client's problens. Neidorf, a college student
who edits an electronic newsletter called "Phrack," has been charged with
perpetrating a "wre fraud schene" by electronically receiving "stol en
goods" (a Bell South internal neno describing 911 system features) and
transmtting a digest of the neno as an article in Phrack.

"This is like prosecuting the New York Tinmes or the Washi ngton Post for
wire fraud for publishing the Pentagon Papers,” G oss argued. These
charges woul dn't have been brought if Phrack were published on paper, he
added. Sone of the charges agai nst Neidorf are specific to electronic
transm ssi on.

I n thanki ng EFF for the grant, Marc Rotenberg, CPSR s spokesnman in

Washi ngton, said the Jackson and Nei dorf cases epitom ze the tough noral
and | egal issues we'll be grappling with for years to cone. G o0ss,
Silverglate and Rotenberg agreed that these early cases are especially

I nportant because they nay set precedents.

Kapor repeatedly enphasi zed that the El ectronic Freedom Foundation isn't a
"hackers defense fund." "Unauthorized intrusion into conputer systens is
i nproper behavior and should be illegal," he declared. EFF s purpose is
to see that First Amendnent rights aren't tranpled in overreaction to real
or imaginary threats posed by conputer crackers.

A basic feature of today's "information society" is anxiety about our
dependence on el ectroni c nmedi a whose wor ki ngs we don't understand, Kapor
expl ai ned. Barlow added that we're on "the | earning curve of Sisyphus":
technol ogy is evolving faster than we can understand, and it always w ||
be.

Kapor suggested that hackers are increasingly portrayed as threatening
sorcerers mai nly because they don't share nost people's anxiety and

i gnorance about conputer technol ogy. He described the current anti-hacker
hysteria in terms of the sci-fi novie classic, "The Forbi dden Pl anet":

the nonsters, it turns out in the end, were all Dr. Morbius' projections.

"Hacker" used to be a termof high praise, Kapor pointed out. Hackers al so
created the nulti-billion dollar personal conmputer industry, so it is
appropriate that EFF is funded by Kapor, Apple co-founder Steve Wzni ak,
and a "Silicon Valley pioneer" who wi shes to renai n unnaned.

Kapor warned that "pol arization and m sunderstandi ng" of hackers could

sl ow public acceptance of conputer networks as a valuable tool in everyday
life. If we want useful nets for everyone, he said, we nust nake them
bot h open AND secure - a programm ng feat that calls for hacker-type

i ngenuity.



To i nprove public understandi ng of el ectronic networks and the resources
t hey provide, Kapor announced that EFF will sponsor the devel opnent of
"intelligent front-ends" for UNNX e-mail, to be used on Appl e/ Mac and DOS
machi nes. This software would be available at little or no cost, and so
easy to use that even a "hacker's nother" won't find it intimdating.
Maki ng networks nore accessible will greatly expand the market for

har dware and software, he concl uded.

The El ectronic Frontier Foundation can be contacted at One Canbri dge
Center, Suite 300, Canbridge, MA 02142 (617-577-1385; fax 617-225-2347,
Internet eff @well.sf.ca. us.

FOR | MVEDI ATE RELEASE July 10, 1990
CPSR TO UNDERTAKE EXPANDED CI VIL LI BERTI ES PROGRAM
Contact: Marc Rotenberg (202) 775-1588

Washi ngton, D.C., July 10, 1990 -- Conputer Professionals for Soci al
Responsibility (CPSR), a national conputing organi zati on, announced
today that it would receive a two-year grant in the anount of $275, 000
for its Conmputing and G vil Liberties Project. The Electronic Frontier
Foundati on (EFF),founded by Mtchell Kapor, nmade the grant to expand
ongoi ng CPSR work on civil liberties protections for conputer users.

At a press conference in Washington today, M. Kapor praised CPSR s
wor k, "CPSR plays an inportant role in the conputer community. For the
| ast several years, it has sought to extend civil liberties protections
to new i nformati on technol ogies. Now we want to hel p CPSR expand t hat
wor k. "

Marc Rot enberg, director of the CPSR Washington Ofice said, "W are
obvi ously very happy about the grant fromthe EFF. There is a lot of
work that needs to be done to ensure that our civil liberties
protections are not |ost am dst policy confusion about the use of new
conmput er technol ogi es. ™

CPSR said that it will host a series of policy round tables in

Washi ngton, DC, during the next two years with | awrakers, conputer

users, including (hackers), the FBI, industry representatives, and
menbers of the conputer security conmmunity. M. Rotenberg said that the
pur pose of the neetings will be to "begin a dial ogue about the new uses
of electronic nmedia and the protection of the public interest."”

CPSR al so plans to devel op policy papers on conputers and civil



liberties, to oversee the Governnent's handling of conputer crine
i nvestigations, and to act as an information resource for organizations
and individuals interested in civil liberties issues.

The CPSR Conputing and G vil Liberties project began in 1985 after

Presi dent Reagan attenpted to restrict access to governnent conputer
systens through the creation of new classification authority. |n 1988,
CPSR prepared a report on the proposed expansion of the FBI's conputer
system the National Crine Information Center. The report found serious
threats to privacy and civil liberties. Shortly after the report was

i ssued, the FBI announced that it would drop a proposed conputer feature
to track the novenents of people across the country who had not been
charged with any cri ne.

"We need to build bridges between the technical comrunity and the policy
community,” said Dr. Eric Roberts, CPSR president and a research
scientist at Digital Equipnent Corporation in Palo Alto, California.
"There is sinply too much m sinformation about how conputer networks
operate. This could produce terribly m sguided public policy."

CPSR representatives have testified several tinmes before Congressional

commttees on matters involving civil |iberties and conputer policy.
Last year CPSR urged a House Committee to avoid poorly conceived
conmputer activity. "In the rush to crimnalize the malicious acts of

the few we nmay di scourage the beneficial acts of the many," warned
CPSR. A House subconmmttee recently foll owed CPSR s reconmendati ons on
conputer crinme anmendnents.

Dr. Ronni Rosenberg, an expert on the role of conputer scientists and

public policy, praised the newinitiative. She said, "It's clear that
there is an information gap that needs to be filled. This is an
i nportant opportunity for conputer scientists to help fill the gap.”

CPSR is a national nenbership organi zati on of conputer professionals,
based in Palo Alto, California. CPSR has over 20,000 nenbers and 21
chapters across the country. In addition to the civil liberties project,
CPSR conducts research, advises policy nakers and educates the public
about conputers in the workplace, conputer risk and reliability, and

i nternational security.

For nore infornation contact:

Mar ¢ Rot enber g

CPSR Washi ngton O fice

1025 Connecticut Avenue, NW Suite 1015
Washi ngt on, DC 20036 202/ 775- 1588

Gary Chapman



CPSR National O fice
P.O Box 717
Palo Alto, CA 94302
415/ 322- 3778

ELECTRONI C FRONTI ER FOUNDATI ON - M SSI ON STATEMENT July 10, 1990

A newworld is arising in the vast web of digital, electronic nedia
whi ch connect us. Conputer-based communication nmedia |like electronic
mai | and conputer conferencing are becom ng the basis of new forns of
community. These communities wi thout a single, fixed geographical

| ocation conprise the first settlenents on an electronic frontier.

Wil e well -established | egal principles and cultural norns give
structure and coherence to uses of conventional nedia |ike newspapers,
books, and tel ephones, the new digital nedia do not so easily fit into
exi sting frameworks. Conflicts cone about as the |aw struggles to
define its application in a context where fundanental notions of speech,
property, and place take profoundly new fornms. People sense both the
prom se and the threat inherent in new conputer and conmunications

t echnol ogi es, even as they struggle to master or sinply cope with them
in the workpl ace and the hone.

The El ectronic Frontier Foundation has been established to help civilize
the electronic frontier; to make it truly useful and beneficial not just
to a technical elite, but to everyone; and to do this in a way which is
in keeping with our society's highest traditions of the free and open
flow of information and communi cati on.

To that end, the Electronic Frontier Foundation wll:

1. Engage in and support educational activities which increase
popul ar under st andi ng of the opportunities and chal |l enges posed by
devel opnents in conputing and tel econmuni cati ons.

2. Devel op anong policy-nmakers a better understandi ng of the issues
underlying free and open tel ecomruni cati ons, and support the creation of
| egal and structural approaches which will ease the assim /|l ation of

t hese new t echnol ogi es by society.

3. Raise public awareness about civil liberties issues arising from
the rapid advancenent in the area of new conputer-based communi cations
medi a. Support litigation in the public interest to preserve, protect,
and extend First Anmendnment rights within the real mof conputing and

t el econmuni cati ons technol ogy.

4. Encourage and support the devel opnent of new tools which wll



endow non-technical users with full and easy access to conputer-based
t el ecomruni cati ons.

The El ectronic Frontier Foundation
One Canbridge Center, Canbridge, MA 02142
(617) 577-1385

eff@wel | .sf.ca.us

ACRCSS THE ELECTRONI C FRONTI ER

by: M tchell Kapor and John Perry Barl ow
El ectronic Frontier Foundation
Washi ngton, D.C.
July 10, 1990

Over the last 50 years, the people of the devel oped world have begun to
cross into a | andscape unli ke any which humanity has experienced before.

It is a region w thout physical shape or form It exists, like a
standi ng wave, in the vast web of our electronic comunication systens.
It consists of electron states, mcrowaves, magnetic fields, |ight

pul ses and t hought itself.

It is famliar to nost people as the "place" in which a | ong-distance

t el ephone conversation takes place. But it is also the repository for
all digital or electronically transferred information, and, as such, it
is the venue for nost of what is now conmerce, industry, and broad-scal e
human interaction. WIIliam G bson called this Platonic realm
"Cyberspace,"” a nane which has sone currency anong its present

i nhabi t ant s.

Whatever it is eventually called, it is the honeland of the Information
Age, the place where the future is destined to dwell.

In its present condition, Cyberspace is a frontier region, popul ated by
the few hardy technol ogi sts who can tolerate the austerity of its savage
conputer interfaces, inconpatible conmunications protocols, proprietary
barri cades, cultural and | egal ambiguities, and general |ack of useful
maps or metaphors.

Certainly, the old concepts of property, expression, identity, novenent,
and context, based as they are on physical manifestation, do not apply
succinctly in a world where there can be none.

Sovereignty over this newwrld is also not well defined. Large
institutions already lay claimto large fiefdons, but nost of the actual



natives are solitary and i ndependent, sonetines to the point of
sociopathy. It is, therefore, a perfect breeding ground for both

outl aws and vigilantes. Mst of society has chosen to ignore the

exi stence of this arising domain. Every day mllions of people use

ATM s and credit cards, place tel ephone calls, nmake travel reservations,
and access information of limtless variety. . . all wthout any
perception of the digital machinations behind these transactions.

Qur financial, legal, and even physical |ives are increasingly dependent
on realities of which we have only di mest awareness. W have entrusted
t he basic functions of nodern existence to institutions we cannot nane,
using tools we've never heard of and could not operate if we had.

As comruni cations and data technol ogy continues to change and devel op at
a pace many tines that of society, the inevitable conflicts have begun
to occur on the border between Cyberspace and the physical world.

These are taking a wide variety of forns, including (but hardly limted
to) the foll ow ng:

| . Legal and Constitutional Questions

What is free speech and what is nerely data? Wat is a free press

wi t hout paper and ink? What is a "place” in a world without tangible
di mensi ons? How does one protect property which has no physical form
and can be infinitely and easily reproduced? Can the history of one's
personal business affairs properly belong to soneone el se? Can anyone
norally claimto owmn know edge itself?

These are just a few of the questions for which neither |aw nor custom
can provide concrete answers. In their absence, | aw enforcenent
agencies like the Secret Service and FBI, acting at the disposal of

| arge information corporations, are seeking to create | egal precedents
which would radically Iimt Constitutional application to digital

medi a.

The excesses of Operation Sun Devil are only the beginning of what
threatens to becone a long, difficult, and phil osophically obscure
struggl e between institutional control and individual |iberty.

1. Fut ure Shock

| nformati on workers, forced to keep pace with rapidly changi ng

t echnol ogy, are stuck on "the |earning curve of Sisyphus."

I ncreasingly, they find their hard-acquired skills to be obsol ete even
before they've been fully mastered. To a | esser extent, the sanme applies
to ordinary citizens who correctly feel a lack of control over their own
lives and identities.



One result of this is a neo-Luddite resentnment of digital technol ogy
fromwhich little good can cone. Another is a decrease in worker
productivity ironically coupled to tools designed to enhance it.
Finally, there is a spreading sense of alienation, dislocation, and
hel pl essness in the general presence of which no society can expect to
remai n heal t hy.

[11. The "Knows" and t he " Know- Not s"

Modern econonies are increasingly divided between those who are
confortable and proficient with digital technology and those who neither
understand nor trust it. In essence, this devel opnent disenfranchises
the latter group, denying themany possibility of citizenship in
Cyberspace and, thus, participation in the future.

Furthernore, as policy-nmakers and el ected officials remain relatively

i gnorant of conputers and their uses, they unknow ngly abdi cate nost of
their authority to corporate technocrats whose jobs do not include
general social responsibility. Elected governnment is thus replaced by
institutions wwth little real interest beyond their own quarterly
profits.

We are founding the Electronic Frontier Foundation to deal with these
and rel ated challenges. While our agenda is anbitious to the point of
audacity, we don't see nmuch that these issues are being given the broad
social attention they deserve. W were forced to ask, "If not us, then
who?"

In fact, our original objectives were nore nodest. Wen we first heard
about Operation Sun Devil and other official adventures into the digital
realm we thought that remedy could be derived by sinply unleashing a
few highly conpetent Constitutional |awers upon the Governnent. In
essence, we were prepared to fight a fewcivil libertarian brush fires
and go on about our private work.

However, exam nation of the issues surroundi ng these governnment actions
reveal ed that we were dealing with the synptons of a much | arger nal ady,
the collision between Society and Cyberspace.

We have concluded that a cure can lie only in bringing civilization to
Cyberspace. Unless a successful effort is nade to render that harsh and
mysterious terrain suitable for ordinary inhabitants, friction between
the two worlds will worsen. Constitutional protections, indeed the
perceived | egitinmacy of representative governnent itself, m ght
gradual Il y di sappear.

We could not allow this to happen unchal |l enged, and so arises the



El ectronic Frontier Foundation. |In addition to our |egal interventions
on behalf of those whose rights are threatened, we wll:

. Engage in and support efforts to educate both the general public
and policymakers about the opportunities and chal | enges posed by
devel opnents in conputing and tel econmuni cati ons.

. Encour age commruni cati on between the devel opers of technol ogy,
governnent, corporate officials, and the general public in which we
m ght define the appropriate netaphors and | egal concepts for life in
Cyber space.

. And, finally, foster the devel opnent of new tools which will endow
non-technical users wth full and easy access to conputer-based
t el ecommuni cati ons.

One of us, Mtch Kapor, had al ready been a vocal advocate of nore
accessi bl e software design and had gi ven consi derabl e thought to sone of
t he chal |l enges we now intend to neet.

The other, John Perry Barlow, is a relative newconer to the world of
conputing (though not to the world of politics) and is therefore

wel | - equi pped to act as an em ssary between the nmgi ci ans of technol ogy
and the wary popul ace who nmust incorporate this magic into their daily
lives.

Whil e we expect the Electronic Frontier Foundation to be a creation of
sone | ongevity, we hope to avoid the sclerosis which organizations
usually develop in their efforts to exist over tine. For this reason we

wi |l endeavor to remain light and flexible, marshalling intellectual and
financial resources to neet specific purposes rather than finding
purposes to match our resources. As is appropriate, we will comunicate

bet ween ourselves and with our constituents largely over the electronic
Net, trusting self-distribution and self-organization to a nuch greater
extent than woul d be possible for a nore traditional organization.

W readily admt that we have our work cut out for us. However, we are
greatly encouraged by the overwhel m ng and positive response which we
have received so far. W hope the Electronic Frontier Foundation can
function as a focal point for the many people of good will who wsh to
settle in a future as abundant and free as the present.

The El ectronic Frontier Foundation
One Canbridge Center, Suite 300
Canbridge, MA 02142

(617) 577-1385
eff@wel | .sf.ca.us
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Complaint in SJ Games v. Secret Service

Text of the original conplaint in Steve Jackson Ganes vs. U.S. Secret
Service, as filed in U S. Federal Court on May 1, 1991.
Yes, there do seemto be two Roman Nunmeral 111 sections. Fnord.

UNI TED STATES DI STRI CT COURT

VESTERN DI STRI CT OF TEXAS

AUSTI N DI VI SI ON

STEVE JACKSON GAMES | NCORPORATED, STEVE JACKSON, ELIZABETH McCOY, WALTER
M LLI KEN, and STEFFAN O SULLI VAN, Plaintiffs,

v. UNI TED STATES SECRET SERVI CE, UNI TED STATES OF AMERI CA, WLLIAMJ. COXK
TI MOTHY M FOLEY, BARBARA GCLDEN, and HENRY M KLUEPFEL, Defendants.

COVPLAI NT AND DEMAND FOR JURY TRI AL
. I NTRODUCTI ON AND SUMMARY

This is a civil action for danages to redress violations of the
Privacy Protection Act of 1980, 42 U S.C. 2000aa et seq; the Electronic
Communi cations Privacy Act, as anmended, 18 U S.C. 2510 et seq and 2701 et seq;
and the First and Fourth Anmendnents to the United States Constitution.

Plaintiffs are Steve Jackson Ganes |Incorporated ("SJG'), an
awar d-w nni ng publisher of books, magazi nes, and ganes; its president and sole
owner Steve Jackson; and three other users of an electronic bulletin board
system operated by SJIG

Def endants are the United States Secret Service, the United States of
America, an Assistant United States Attorney, Secret Service agents, and a
private individual who acted at the direction of these federal officers and
agents and under col or of federal authority.

Al t hough neither Steve Jackson nor SJG was a target of any crim nal
I nvestigation, defendants caused a general search of the business prem ses of
SJG and t he whol esal e sei zure, retention, and conversi on of conputer hardware
and software and all data and communi cations stored there. Defendants seized
and retai ned work product and docunentary materials relating to SJG books,
ganmes, and nagazi nes, thereby inposing a prior restraint on the publication of
such materials. Defendants al so seized and retained an entire el ectronic
bul  etin board system including all conputer hardware and software used to
operate the systemand all data and conmuni cations stored on the system
causing a prior restraint on the operation of the system Defendants al so
sei zed and retai ned conputer hardware and software, proprietary information
records, and communi cations used by SJGin the ordinary course of operating
Its publishing business.

The search of this reputable publishing business and resulting
sei zures constituted a blatant violation of clearly established |aw. The
search and seizure violated the Privacy Protection Act of 1980, which strictly
prohi bits | aw enforcenent officers fromusing search and seizure procedures to
obtai n work product or docunmentary materials froma publisher, except in



narrow circunstances not applicable here. The seizure and retention of SJG s
wor k product and bulletin board system as well as the seizure and retention
of the conputers used to prepare SJGublications and to operate the bulletin
board system violated theFirst Amendnent. The search and sei zure, which
enconpassed proprietary business information and private electronic
comruni cations as well as naterials protected by the First Amendnent, al so
viol ated the Fourth Amendnent. Defendants conducted an unconstituti onal
general search pursuant to a facially invalid, general warrant. The warrant
was i ssued w thout probable cause to believe that any evi dence of crim nal
activity would be found at SJG and was i ssued on the basis of false and
m sl eadi ng i nformati on supplied by the defendants. Defendants al so i nvaded
plaintiffs' privacy by seizing and intercepting the plaintiffs' private
el ectronic comuni cations in violation of the El ectronic Comruni cations
Privacy Act.

Def endants' wrongful and unl awful conduct anmpbunted to an assault by
t he government on the plaintiffs, depriving themof their property, their
privacy, their First Amendnent rights and inflicting humliation and great
enotional distress upon them

1. DEFI N TI ONS

When used in this conplaint, the follow ng words and phrases have the
fol |l owi ng nmeani ngs:

Conput er Hardware: Conputer hardware consists of the nechani cal,
magnetic, electronic, and electrical devices nmaking up a conputer system such
as the central processing unit, conputer storage devices (disk drives, hard
di sks, floppy disks), keyboard, nonitor, and printing devices.

Conmput er Software: Conputer software consists of conputer prograns and
rel ated instructions and docunentati on.

Conmput er Program A conputer programis a set of instructions that,
when executed on a conputer, cause the conputer to process data.

Source Code: Source code is a set of instructions witten in conputer
programm ng | anguage readabl e by humans. Source code nust be "conpiled,"
"assenbled," or "interpreted" with the use of a conputer program before it is
execut abl e by a conputer.

Text File: A conputer file is a collection of data treated as a unit
by a conputer. Atext file is a nenorandum letter, or any other al phanuneric
text treated as a unit by a conputer. Atext file can be retrieved from
storage and viewed on a conputer nonitor, printed on paper by a printer
conpatible wth the conputer storing the data, or transmtted to anot her
comput er .

Modem A nodem or nodul ator-denpdul ator, is an el ectroni c device that
makes possible the transm ssion of data to or froma conputer over
comuni cati ons channel s, including tel ephone I|ines.

Electronic mail: Electronic mail (e-mail) is a data conmuni cation
transmtted between users of a conputer systemor network. E-mail i1s addressed
to one or nore accounts on a conputer system assigned to specific users and is
typically stored on the system conputer until read and del eted by the
addressee. The privacy of electronic mail is typically secured by neans of a
password, so that only individuals with know edge of the account's password



can obtain access to nmail sent to that account.

Electronic Bulletin Board System (BBS): A BBS is a conputerized
conferencing systemthat permts communi cati on and associ ati on between and
anong its users. A system operator ("sysop") nanages the BBS on a conputer
systemthat is equipped with appropriate hardware and software to store text
files and communi cati ons and nake them accessible to users. Users of the BBS
gain access to the systemusing their own conputers and nodens and nor nal
t el ephone |i nes.

ABBSis simlar to a traditional bulletin board in that it allows
users to transmt and "post" information readable by other users. Conmon
features of a BBS incl ude:

(1) Conferences in which users engage in an ongoi ng exchange of
i nformati on and i deas. Conferences can be |imted to a specific group of
users, creating an expectation of privacy, or open to the general public.

(2) Archives containing electronically stored text files accessible
to users;

(3) Electronic mail service, in which the host conmputer facilitates
the delivery, receipt, and storage of electronic mail|l sent between users.

Bul l etin board systens may be maintained as private systens or permt
access to the general public. They range in size fromsnall systens operated
by i ndividual s using personal conputers in their hones, to nmedi umsized
syst ensoper ated by groups or conmercial organizations, to worl d-w de networks
of interconnected conputers. The subject matter and nunber of topics discussed
on a BBS are limted only by the choices of the system s operators and users.
I ndustry estimates indicate that well over a mllion people in the United
States use bulletin board systens.

[11. PARTIES

1. Plaintiff SIGis a corporation duly organized and exi sting under
the laws of the State of Texas. At all relevant tinmes, SJG was engaged in the
busi ness of publishing adventure ganes and rel ated books and magazi nes. Its
pl ace of business is 2700-A Metcal fe Road, Austin, Texas.

2. Plaintiff Steve Jackson ("Jackson"), the president and sol e owner
of SJG is an adult resident of the State of Texas.

3. Plaintiffs Elizabeth McCoy, Walter MIIliken, and Steffan O Sullivan
are adult residents of the State of New Hanpshire. At all relevant tines, they
were users of the electronic bulletin board system provi ded and operated by
SJG and known as the "lIllumnati Bulletin Board Systeni ("Illum nati BBS").

4. The United States Secret Service, an agency within the Treasury
Departnent, and the United States of Anmerica sued in Counts I, 1V, and V.

5. Defendant WIlliamJ. Cook ("Cook") is an adult resident of the
State of Illinois. At all relevant tines, Cook was enpl oyed as an Assi st ant
United States Attorney assigned to the United States Attorney's office in
Chicago, Illinois. Cook is sued in Counts II-V.

6. Defendant Tinothy M Foley ("Foley") is an adult resident of the
State of Illinois. At all relevant tines, Foley was enployed as a Speci al
Agent of the United States Secret Service, assigned to the office of the
United States Secret Service in Chicago, Illinois. At all relevant tines,
Fol ey was an attorney licensed to practice lawin the State of Illinois. Foley



Is sued in Counts |-V,
7. Defendant Barbara Gol den ("Golden") is an adult resident of the

State of Illinois. At all relevant tinmes, Golden was enployed as a Speci al
Agent of the United States Secret Service assigned to the Conputer Fraud
Section of the United States Secret Service in Chicago, IIlinois.

8. Defendant Henry M Kluepfel ("Kluepfel") is an adult resident of
the state of New Jersey. At all relevant tinmes, Kl uepfel was enployed by Bel
Communi cati ons Research as a district nanager. Kl uepfel is sued in Counts
[1-V.

[11. JURI SDI CTI ON AND VENUE

9. This Court's jurisdiction is invoked pursuant to 28 U S. C. 1331 and
42 U. S.C. 2000aa-6(h). Federal question jurisdiction is proper because this is
a civil action authorized and instituted pursuant to the First and Fourth
Amendnents to the United States Constitution, 42 U S. C. 2000aa-6(a) and 6(h),
and 18 U.S.C. 2707 and 2520.

10. Venue in the Western District of Texas is proper under 28 U.S. C
1391(b), because a substantial part of the events or omssions giving rise to
the clainms occurred within this District.

| V. STATEMENT OF CLAI M5
FACTUAL BACKGROUND

St eve Jackson Ganes

11. SJG established in 1980 and incorporated in 1984, is a publisher
of books, magazi nes, and adventure ganes.

(a) SJG books and ganes create inmagi hary worl ds whose settings range
fromprehistoric to futuristic times and whose form enconpass various literary
genres.

(b) The magazi nes published by SJG contain news, information, and
entertai nment relating to the adventure ganme industry and related literary
genres.

12. SJG ganes and publications are carried by whol esale distributors
t hroughout the United States and abroad.

13. SJG books are sold by national retail chain stores including B
Dal t on, Bookstop, and \Wal denbooks.

14. Each year from 1981 through 1989, and again in 1991, SJG board
ganes, gane books, and/or nagazi nes have been nom nated for and/or received
the Origins Award. The Oigins Awnard, adm nistered by the Gane Manufacturers'
Associ ation, is the adventure gane industry's npbst prestigi ous award.

15. SJGis not, and has never been, in the business of selling
comput er ganmes, conputer progranms, or other conputer products.

16. On March 1, 1990, SJG had 17 enpl oyees.

St eve Jackson Ganes Conputer Use

17. At all relevant tines, SJG relied upon conputers for nmany aspects
of its business, including but not limted to the follow ng uses: (a) Like
ot her publishers of books or magazi nes, and |ike a newspaper publisher, SJG
used conputers to conpose, store, and prepare for publication the text of its



books, magazi nes, and ganes.

(b) SJG stored notes, source materials, and other work product and
docunentary nmaterials relating to SJG publications on its conputers.

(c) Like many busi nesses, SJG used conputers to create and store
busi ness records including, but not limted to, correspondence, contracts,
address directories, budgetary and payroll information, personnel infornation,
and correspondence.

18. Since 1986, SJG has used a conputer to operate an electronic
bul  etin board system (BBS) dedicated to comuni cation of information about
adventure games, the gane industry, related literary genres, and to
associ ation anong i ndi viduals who share these interests.

(a) The BBS was naned "Il lumnati," after the conpany's awar d-w nni ng

boar d
garne.

(b) At all relevant tines, the Illumnati BBS was operated by neans of
a conputer |ocated on the business prenises of SJG The conputer used to run
the Illumnati BBS (hereafter the "lIllum nati conputer”) was connected to the
t el ephone nunber 512-447-4449. Users obtai ned access to conmuni cations and
i nformation stored on the Illumnati BBS fromtheir own conputers via
t el ephone |i nes.

(c) The I'llum nati BBS provided a forumfor communi cati on and

associ ation anong its users, which included SJG enpl oyees, custoners,
retailers, witers, artists, conpetitors, witers of science fiction and
fantasy, and others with an interest in the adventure gane industry or rel ated
literary genres.

(d) SJG Jackson, and SJG enpl oyees al so used the Illumnati BBS in
the course of business to communicate wth custoners, retailers, witers, and
artists; to provide custoner service; to obtain feedback on ganes and new gane
| deas; to obtain general marketing information; to advertise its ganes and
publications, and to establish good will and a sense of community with others
who shared conmon interests.

(e) As of February 1990, the Illum nati BBS had over 300 users
residing throughout the United States and abroad.

(f) At all relevant tines, plaintiffs SJG Jackson, MCoy, MIIliken
and O Sul livan were active users of the Illum nati BBS.

(g) Each user account was assigned a password to secure the privacy of
t he account.

(h) The I'llum nnati BBS gave users access to general files of
electronically stored information. CGeneral files included, but were not
limted to, text files containing articles on adventure ganmes and gane-rel ated
hunmor, including articles published in SJG magazines and articles contri buted
by users of the BBS, and text files containing gane rules. These general files
were stored on the Illumnati conputer at SJG

(i) The I'llum nati BBS provided several public conferences, in which
users of the BBS could post information readabl e by other users and read
i nformati on posted by others. The di scussions in the public conferences
focused on SJG products, publications and related literary genres. Al
comruni cations transmtted to these conferences were stored in the Illumnati



conmputer at SJG

(j) SIJGinfornmed users of the Illumnati BBS that "any opinions
expressed on the BBS, unless specifically identified as the opinions or policy
of Steve Jackson Ganes | ncorporated, are only those of the person posting
them SJ Ganes will do its best to renove any fal se, harnful or otherw se
obnoxi ous material posted, but accepts no responsibility for material placed
on this board without its know edge.

(k) The I'llum nnati BBS al so provided private conferences that were
accessible only to certain users authorized by SJG and not to the genera
public. Al comunications transmtted to these conferences were stored in the
[1lumnati conputer at SJIG

(1) The I'llum nati BBS provided a private electronic mail (e-mail)
service, which permtted the transm ssion of private comuni cati ons between
users on the systemas foll ows:

(i) EEmail transmtted to an account on the Illumnati BBS was stored
on the BBS conputer until deleted by the addressee.

(ii1) The privacy of e-mail was secured by the use of passwords.

(ii11) The privacy of e-mail was al so secured by conputer software that

prevented the system operator fromreading e-nail inadvertently.

(iv) The privacy of e-mail was al so secured by SJG policy. SIG
I nformed users of the Illumnati BBS that "[e]lectronic nmail is private." (v)
As a matter of policy, practice, and custoner expectations, SJG did not read
e-mai |l addressed to Illumnati users other than SJIG

(vi) At all relevant tines, all plaintiffs used the e-mail service on
the I'llum nati BBS.

(vii) On March 1, 1990, the Illum nati conputer contained stored
e-mail sent to or fromeach of the plaintiffs. The Illegal Warrant and
Appl i cation

19. On February 28, 1990, defendant Foley filed an application with
this Court, for a warrant authorizing the search of the business prem ses of
SJG and sei zure of "[c]onputer hardware (including, but not limted to,
central processing unit(s), nonitors, nenory devices, noden(s), progranm ng
equi pnent, conmuni cati on equi pnent, disks, and prints) and conputer software
(including, but not limted to, nenory disks, floppy disks, storage nedia) and
witten material and docunents relating to the use of the conputer system
(i ncl udi ng networking access files), docunentation relating to the attacking
of conputers and advertising the results of conputer attacks (including
t el ephone nunbers and | ocation information), and financial docunments and
| i censi ng docunentation relative to the conputer prograns and equi pnent at the
busi ness known as Steve Jackson Games which constitute evidence,
instrumentalities and fruits of federal crines, including interstate
transportation of stolen property (18 USC 2314) and interstate transportation
of conputer access information (18 USC 1030(a)(6)). This warrant is for the
sei zure of the above described conputer and conputer data and for the
aut hori zation to read information stored and contai ned on the above descri bed
conmputer and conputer data."A copy of the application and supporting affidavit
of defendant Foley (hereafter "Foley affidavit") are attached as Exhibit "A"
and i ncorporated herein by reference.

20. The search warrant was sought as part of an investigation being



conducted jointly by defendant Cook and the United States Attorney's office in
Chi cago; defendants Fol ey, Golden, and the Chicago field office of the United
States Secret Service; and defendant Kl uepfel.

21. On information and belief, neither SJG nor Jackson nor any of the
plaintiffs were targets of this investigation

22. The Foley affidavit was based on the investigation of defendant
Fol ey and on information and investigative assistance provided to hi m by
ot hers, including defendants Gol den and Kl uepfel and unnamed agents of the
United States Secret Service. Foley Affidavit para. 3.

23. The Foley affidavit alleged that defendant Kl uepfel had parti pated
In the execution of nunmerous federal and state search warrants. 1d.

24. On information and belief, Defendant Cook participated in the
drafting, review, and subm ssion of the warrant application and supporting
affidavit to this Court.

25. The warrant application and supporting affidavit were placed under
seal on nmotion of the United States.

26. On February 28, 1990, based on the Foley affidavit, a United
States Magistrate for the Western District of Texas granted defendant Foley's
warrant application and i ssued awarrant authorizing the requested search and
sei zure described in paragraph 19 above. A copy of the search warrant is
attached as Exhibit B.

27. The warrant was facially invalid for the foll ow ng reasons:

(a) It was a general warrant that failed to describe the place to be
searched with particularity.

(b) It was a general warrant that failed to describe things to be
seized with particularity.

(c) It swept within its scope handwitten, typed, printed, and
el ectronically stored conmmuni cations, work product, docunents, and
publ i cations protected by the First Anmendnent.

(d) I't swept within its scope SJG proprietary information and busi ness
records relating to activities protected by the First Anendnent.

(e) It swept within its scope a BBS that was a forum for speech and
associ ation protected by the First Anendnent.

(f) I't swept within its scope conputer hardware and software that were
used by SJIG to publish books, nagazi nes, and ganes.

(g) It swept within its scope conputer hardware and software used by
SJG to operate a BBS.

28. The warrant was also invalid in that it authorized the seizure of
wor k product and docunentary materials froma publisher "reasonably believed
to have a purpose to disseninate to the public a newspaper, book, broadcast,
or other simlar formof public communication, in or affecting interstate or
foreign comerce,” which is generally prohibited by 42 U. S.C. 2000aa(a) and
(b), without showi ng the existence of any of the narrow statutory exceptions
I n which such a search and seizure is permtted. Specifically, the Fol ey
affidavit did not establish the existence of any of the follow ng
ci rcunstances: (a) The Foley affidavit did not establish probable cause to
believe that SJIG or any enployee in possession of work product materials at
SJG had committed or was commtting a crimnal offense to which such
materials rel at ed.



(b) The Foley affidavit did not establish probable cause to believe
that SJG or any enpl oyee of SJG in possession of work product materials at
SJG had committed or was commtting a crimnal offense to which such
materials related consisting of other than the recei pt possession,
communi cation, or wthholding of such materials or the information contained
t herein.

(c) The Foley affidavit did not establish probable cause to believe
that SJG or any enployee of SJG in possession of work product materials at
SJG had committed or was commtting a crimnal offense consisting of the
recei pt, possession, or comunication of information relating to the nationa
defense, classified information, or restricted data under the provisions of 18
US. C 793, 794, 797, or 798 or 50 U S.C 783.

(d) The Foley affidavit did not establish reason to believe that
I mredi at e sei zure of work product materials from SJG was necessary to prevent
the death of, or serious bodily injury to, a human bei ng.

(e) The Foley affidavit did not establish probable cause to believe
that SJG or any enployee of SJG in possession of docunentary materials at
SJG had committed or was commtting a crimnal offense to which the materials
rel at ed.

(f) The Foley affidavit did not establish probable cause to believe
that SJG or any enpl oyee of SJIG in possession of docunentary materials at SJG
had committed or was comritting a crimnal offense to which the naterials
rel ated consisting of other than the recei pt, possession, conmunication, or
wi t hhol ding of such materials or the information contained therein.

(g) The Foley affidavit did not establish probable cause to believe
that SJG or any enployee of SJG in possession of docunentary materials at
SJG had committed or was commtting an of fense consisting of the receipt,
possessi on, or conmunication of infornmation relating to the national defense,
classified information, or restricted data under the provisions of 18 U. S. C
793, 794, 797, or 798 or 50 U. S.C 783.

(h) The Foley affidavit did not establish reason to believe that the
I mredi at e sei zure of such docunentary materials was necessary to prevent the
death of, or serious bodily injury to, a human bei ng.

(i) The Foley affidavit did not establish reason to believe that the
gi ving of notice pursuant to a subpoena duces tecumwould result in the
destruction, alteration, or conceal nent of such docunentary materi al s.

(j) The Foley affidavit did not establish that such docunmentary
mat eri al s had not been produced in response to a court order directing
conpliance wth a subpoena duces tecumand that all appellate renedi es had
been exhausted or that there was reason to believe that the delay in an
I nvestigation or trial occasioned by further proceedings relating to the
subpoena woul d threaten the interests of justice.

29. The warrant was invalid because the warrant application and
supporting affidavit of defendant Foley did not establish probable cause to
bel i eve that the business prem ses of SJG was a pl ace where evidence of
crimnal activity would be found, in that:

(a) The Foley affidavit did not allege that evidence of crimnal
activity would be found at SIG Rather, the affidavit alleged that "E911
source code and text file" and a "decryption software progranm would be "found



in the conmputers | ocated at 1517G Summer st one, Austin, Texas, or at 2700-A
Met cal fe Road, Austin, Texas [SJG, or at 3524 G aystone #192, or in the
conputers at each of those locations." Foley Affidavit para. 30 (enphasis
added) .

(b) The Foley affidavit did not establish probable cause to believe
that E911 source code would be found at the business prem ses of SJG

(c) The Foley affidavit did not establish probable cause to believe
that an E911 text file would be found at the business prem ses of SJIG

(d) The Foley affidavit did not establish probable cause to believe
that a decryption software program woul d be found at the business prem ses of
SJG

30. Even assum ng, arguendo, that the warrant affidavit denonstrated
probabl e cause to believe that "E911 source code and text file" and a
"password decryption program' woul d be found at the business prem ses of SJG
the warrant was still invalid because its description of itens to be seized
was broader than any probabl e cause shown, in that:

(a) The warrant authorized the seizure of conputer hardware, software,
and docunentation that did not constitute evidence, instrunentalities, or
fruits of crimnal activity;

(b) The warrant authorized the seizure and reading of electronically
stored data, including publications, work product, proprietary infornmation,
busi ness records, personnel records, and correspondence, that did not
constitute evidence, instrunentalities, or fruits of crimnal activity;

(c) The warrant authorized the seizure and reading of electronically
stored comruni cations that were not accessible to the public, including
private electronic mail, and that did not constitute evidence,
Instrunmentalities, or fruits of crimnal activity.

31. The warrant is invalid because there is nothing in the Fol ey
affidavit to show that the information provided by defendant Kl uepfel
regarding the BBS at SJG was not stale.

32. The warrant was invalid because the Foley affidavit was materially
fal se and m sl eadi ng, and because defendants submtted it knowing it was false
and m sleading or wwth reckless disregard for the truth, as set forth in
par agr aphs 33-40 bel ow.

33. The Foley affidavit did not informthe Magistrate that SIG was a
publ i sher of ganes, books, and magazi nes, engaged in the business of preparing
such materials for public dissemnation in or affecting interstate comerce;

(a) This om ssion was nmaterial;

(b) Defendants omtted this material information fromthe warrant
application knowingly or with reckless disregard for the truth or falsity of
t he application.

34. The Foley affidavit did not informthe Magistrate that SJG used
conputers to conpose and prepare publications for public dissemnation;

(a) This om ssion was nmaterial;

(b) Defendants omtted this material information fromthe warrant
application knowingly or with reckless disregard for the truth or falsity of
t he application.

35. The Foley affidavit did not informthe Magistrate that the
conmputer at SJG used to operate the BBS contained electronically stored texts,



wor k product, docunentary materials, and comruni cati ons stored for the purpose
of public dissemnation in or affecting interstate conmerce; (a) This om ssion
was material;

(b) Defendants omtted this material information fromthe warrant
application knowingly or with reckless disregard for the truth or falsity of
the application.

36. The Foley affidavit did not informthe Magistrate that a conputer
used to operate the BBS at SJG operated a forumfor constitutionally protected
speech and associ ati on regardi ng adventure ganes and related literary genres;

(a) This om ssion was material;

(b) Defendants omtted this material information fromthe warrant
application knowngly or wiwth reckless disregard for the truth or falsity of
t he application.

37. The Foley affidavit did not informthe Magistrate that the
conputer used to operate the BBS at SJG contained stored private electronic
communi cat i ons;

(a) This om ssion was material;

(b) Defendants omtted this material information fromthe warrant
application knowingly or with reckless disregard for the truth or falsity of
t he application.

38. The Foley affidavit falsely alleged that the E911 text file was a
"program" Foley Affidavit paras. 8, 14, 17;

(a) This false allegation was nmaterial ;

(b) Defendants nmade this naterial false allegation knowngly or with
reckl ess disregard for its truth or falsity;

(c) Defendants Cook and Fol ey have acknow edged that the E911 text
file is not a program

39. The affidavit of defendant Foley falsely alleges that the
information in the E911 text file was "highly proprietary” and "sensitive".
Fol ey Affidavit paras. 13, 14, 22;

(a) This false allegation was naterial ;

(b) Defendants nade this nmaterial false allegation knowingly or with
reckl ess disregard for its truth or falsity;

(c) Defendant Cook has acknow edged that nmuch of the information in
the E911 text file had been disclosed to the public.

40. The affidavit of defendant Foley falsely alleges that the E911
text file was "worth approxi mately $79, 000.00," para. 4, and "engineered at a
cost of $79,449.00," para. 14;

(a) This false allegation was materi al ;

(b) Defendants made this material false allegation knowingly or with
reckl ess disregard for its truth or falsity;

(c) Defendant Cook has acknow edged that the value of the nondi scl osed
information in the E911 text file was |ess than the $5000. 00 juri sdictional
m nimum for Interstate Transportation of Stolen Property, 18 U S.C. 2314.

41. Reasonabl e persons in defendants' position would have known that
the warrant was invalid for the reasons given in paragraphs 27-40 and woul d
not have requested or relied on the warrant. The Search and Sei zure:

42. Neverthel ess, on March 1, 1990, defendant Col den, other agents of
the United States Secret Service, and others acting in concert with them



conducted a general search of the SJG of fi ce and war ehouse.

43. The searching officers prevented SJG enpl oyees fromentering their
wor kpl ace or conducting any business from8:00 a.m until after 1:00 p.m on
March 1, 1990.

44. The agents sei zed conputer hardware and rel ated docunentati on,

I ncluding, but not limted to, the follow ng:

(a) three central processing units;

(b) hard drives;

(c) hundreds of disks;

(d 2 nmonitors;

(e) 3 keyboards;

(f) 3 noderns;

(g) a printer;

(h) electrical equipnent including, but not limted to, extension
cords, cables, and adapters;

(i) screws, nuts, and other small parts.

45. The agents seized all conmputer hardware, conputer software, and
supporting docunentation used by SJGto run the Illumnati BBS, thereby
causing the follow ng to occur:

(a) the seizure of all prograns, text files, and public conmunications
stored on the BBS conputer;

(b) the seizure of all private el ectronic comunications stored on the
system including electronic mail;

(c) preventing plaintiffs fromoperating and using the BBS.

46. The agents sei zed conputer software and supporting docunentation
that SJG used in the ordinary course of its business including, but not
limted to, word processing software.

47. The defendants seized all data stored on the seized SJG conputers
and di sks, including, but not limted to, the foll ow ng:

(a) SJG work product, including drafts of forthcom ng publications and
ganes;

(b) Communi cations fromcustoners and others regarding SJG s ganes,
books, and nmagazi nes;

(c) SJG financial projections;

(d) SJG contracts;

(e) SJG correspondence;

(f) SJG editorial manual, containing instructions and procedures for
witers and editors;

(g) SJG address directories, contacts lists, and enpl oyee information,
i ncl udi ng the hone tel ephone nunbers of SJG enpl oyees.

48. The defendants seized all current drafts - both electronically
stored copies and printed ("hard") copies - of the book GURPS Cyberpunk, which
was scheduled to go to the printer later that week. (a) GURPS Cyberpunk was
part of a series of fantasy rol epl ayi ng gane books published by SJG cal l ed the
Ceneric Universal Rol eplaying System

(b) The term "Cyberpunk” refers to a science fiction literary genre
whi ch becane popular in the 1980s. The Cyberpunk genre is characterized by the
fictional interaction of humans with technology and the fictional struggle for



power between i ndividuals, corporations, and governnment. One of the nost
popul ar exanpl es of the Cyberpunk genre is WIlliam G bson's critically
accl ai med science fiction novel Neuromancer, which was published in 1984.

(c) GURPS Cyberpunk is a fantasy rol epl ayi ng gane book of the
Cyber punk genre.

(d) SJG eventual |y published the book GURPS Cyberpunk in 1990.

(e) The book has been distributed both nationally and internationally.

(f) To date SJG has sold over 16,000 copies of the book.

(g) The book has been nomnated for an Origins Award for Best
Rol epl ayi ng Suppl enent .

(h) The book is used in at |east one college |literature course as an
exanpl e of the Cyberpunk genre.

49. The search and sei zure exceeded the scope of the warrant, in that
the searching officers seized conputer hardware, conputer software, data,
docunent ati on, work product, and correspondence that did not constitute
evi dence, instrunentalities or fruits of any crinmne.

50. The search was conducted in a reckless and destructive fashion, in
that the searching officers caused damage to SJG property and left the SIG
of fi ce and warehouse in disarray. Post-seizure Retention of Property

51. Plaintiffs Jackson and SJG put defendants on i mmedi ate notice that
they had seized the current drafts of the about-to-be-published book GURPS
Cyberpunk and the conputer hardware and software necessary to operate a BBS
and requested i medi ate return of these materials.

52. SJG and Jackson nmade diligent efforts to obtain the return of the
sei zed equi prent and data, including but not Iimted to, retention of | egal
counsel, nunerous tel ephone calls to defendants Cook and Fol ey by Jackson and
SJG counsel, a trip to the Austin Secret Service office, and correspondence
wi t h defendants Cook and Foley and with other federal officials.

53. On March 2, 1990, Jackson went to the Austin office of the Secret
Service in an unsuccessful attenpt to obtain the return of seized docunents
and conputer data, including the drafts of the forthcom ng book GURPS
Cyberpunk and the software and files stored on the IIlum nati BBS.

54. On March 2, 1990, the Secret Service refused to provide Jackson
with the files containing current drafts of GURPS Cyberpunk, one agent calling
t he book a "handbook for conputer crine."

55. On March 2, 1990, the Secret Service also refused to return copies
of the software used to run the Illumnati BBS and copies of any of the data
or communi cations stored on the BBS.

56. In the nonths follow ng the seizure, defendant Cook repeatedly
gave Jackson and his counsel false assurances that the property of SJG would
be returned within days.

57. In May of 1990, Jackson wote to Senators Philip G amm and LI oyd
Bent sen and Congressman J. J. Pickle, regarding the search and seizure
conducted at SJG and requesting their assistance in obtaining the return of
SJG property.

58. On June 21, 1990, the Secret Service returned nost, but not all,
of the conputer equi pnent that had been seized from SJG over three nonths
earlier.

59. The Secret Service did not return sonme of SJG s hardware and dat a.



60. The Secret Service did not return any of the printed drafts of
GURPS Cyber punk.

61. In July 3, 1990, letters to Senator Bentsen and Congressnman J. J.
Pickl e, Robert R Snow of the United States Secret Service falsely stated that
all of the itens seized from SJG had been returned to Jackson

62. In his July 16, 1990, letter to Senator G amm Bryce L. Harl ow of
the United States Departnent of Treasury falsely stated that all of the itens
sei zed from SJG had been returned to Jackson.

63. Through counsel, SJG wote to defendant Foley on July 13, 1990,
requesting, inter alia, a copy of the application for the search warrant and
return of the property the governnent had not returned. A copy of this letter
was nmail ed to Defendant Cook. Though the letter requested a response by August
1, 1990, neither defendant responded.

64. Through counsel, plaintiff SJIG again wote to defendant Cook on
August 8, 1990, requesting, inter alia, a copy of the application for the
search warrant and return of the property the governnment had not returned.
Copies of this letter were sent to other Assistant United States Attorneys in
Chi cago, nanely Thomas Durkin, Dean Pol al es, and M chael Shepard.

65. Defendant Cook responded to this request with an unsigned letter
dated August 10, 1990. The letter enclosed a nunber of docunents that had not
previously been returned to SJG The letter further stated that "the
application for the search warrant is under seal with the United States
District Court in Texas since it contains information relating to an ongoi ng
federal investigation."

66. On Septenber 17, 1990, the warrant affidavit was unseal ed by the
United States Magistrate for the Western District of Texas on the notion of
the United States Attorney for the Northern District of Illinois.

67. The United States Attorney's office did not provide Jackson, SJG
or their counsel with notice of its notion to unseal the warrant affidavit or
of this Court's order granting its notion.Prior Restraint on Publication and
O her Danmages:

68. Defendants' seizure and retention of the conputer hardware and
software used to operate the Illumnati BBS prevented and interfered with
plaintiffs' operation and use of the Illum nati BBS, including the foll ow ng:

(a) In an attenpt to mnimze the damge caused by defendants
conduct, SJG purchased repl acenent conputer hardware and software to operate
the Illumnati BBS;

(b) As a result of defendants' conduct, SJG was unable to operate or

use the Illumnati BBS for over a nonth;

(c) As a result of defendants' conduct, plaintiffs were deprived of
the use of the Illumnati BBS for over a nonth;

(d) Defendants seized and intercepted electronic nmail in which

plaintiffs had a reasonabl e expectation of privacy;

(e) Users of the BBS were substantially chilled in their exercise of
their constitutionally protected rights of freedom of speech and associ ati on;

(f) Sone of the data previously available to users of the Illum nati
BBS was | ost or destroyed.

69. Defendants' conduct caused a prior restraint of the publication of
t he book GURPS Cyberpunk, in that:



(a) On March 1, 1990, the book GURPS Cyberpunk was nearly conpl eted
and scheduled to be sent to the printer the foll ow ng week;

(b) On March 1, 1990, defendants caused the illegal seizure of all of
the current drafts of GQURPS Cyberpunk, including both printed drafts and
el ectronically stored drafts.

(c) On March 1, 1990, Defendants caused the illegal seizure of
el ectroni c comuni cations stored on the Illumnati BBS containing conments on
GURPS Cyber punk.

(d) Defendants unreasonably refused for weeks to return the
electronically stored drafts of GURPS Cyber punk.

(e) Defendants have not yet returned the printed drafts of GURPS
Cyber punk.

(f) Defendants refused to return electronically stored coments
regardi ng GURPS Cyber punk for over three nonths.

(g) By their conduct, defendants prevented SJG from delivering GURPS
Cyberpunk to the printer on schedule, and caused SIGto mss its publication
deadl i ne.

(h) As a result of defendants' conduct, and in an attenpt to mnimze
damages, SJG and its enpl oyees reconstructed and rew ote GURPS Cyberpunk from
ol der drafts.

(i) As a result of defendants' conduct, the publication of GURPS
Cyber punk was del ayed for six weeks.

70. Defendants' conduct caused substantial delay in the publication
and delivery of other SJG publications.

71. As a result of defendants' conduct, SJG suffered substanti al
financial harmincluding, but not limted to, |ost sales, lost credit |ines,

I nterest on |oans, |ate paynent penalties, and attorney's fees and costs.

72. As a result of defendants' conduct, SJG was forced to lay off 8 of
Its 17 enpl oyees.

73. As a result of defendants' conduct, SJG suffered damage to its
busi ness reputation.

74. As a result of defendants' conduct, SJG has suffered | oss of,
damage to, and conversion of conputer equi pnent and data, including, but not
limted to, the follow ng:

(a) loss of and danage to conputer hardware;

(b) loss and destruction of seized data;

75. Defendants have retained copies of data seized from SJIG

76. As a result of defendants' conduct, plaintiff Steve Jackson has
suffered additional harmincluding, but not limted to, |ost incone, danage to
professional reputation, humliation, invasion of privacy, deprivation of
constitutional rights, and enotional distress.

77. As a result of defendants' conduct, plaintiffs McCoy, MIIiken,
and O Sul l'ivan have suffered additional harmincluding, but not limted to,
damages resulting fromthe seizure of their private electronic mail and the
interference with, and tenporary shut down of, the Illumnati forumfor speech
and associ ation, deprivation of their constitutional rights, invasion of their
privacy, and enotional distress.

COUNT | :



PRI VACY PROTECTI ON ACT OF 1980,
42 U. S.C. 2000aa et seq
Agai nst the United States Secret Service and the United States of Anerica

78. The allegations in paragraphs 1-77 are incorporated herein by
ref erence.

79. At all relevant tines, SJG and its enpl oyees were persons
"reasonably believed to have a purpose to disseninate to the public a
newspaper, book, broadcast, or other simlar formof public conmunication, in
or affecting interstate or foreign conmmerce"” within the neaning of 42 U S. C
2000aa(a) and (b).

80. At all relevant tinmes, SJG and its enpl oyees possessed work
product and docunentary materials in connection with a purpose to dissenm nate
to the public a newspaper, book, broadcast, or other simlar formof public
communi cation, in or affecting interstate or foreign conmerce.

81. Defendants caused the subm ssion of an application for a warrant
to search the business prem ses of SJG and to seize work product materials
therefrom in violation of 42 U S.C. 2000aa, in that:

(a) The Foley affidavit did not informthe Magistrate that SJIG and its
enpl oyees were persons "reasonably believed to have a purpose to dissenm nate
to the public a newspaper, book, broadcast, or other simlar formof public
conmuni cation, in or affecting interstate or foreign conmerce” wthin the
meani ng of 42 U. S.C. 2000aa(a) and (b).

(b) The Foley affidavit did not informthe Magistrate that SJG and its
enpl oyees possessed work product materials and docunentary materials in
connection with a purpose to dissemnate to the public a newspaper, book,
broadcast, or other simlar formof public conmunication, in or affecting
Interstate or foreign commerce.

(c) The Foley affidavit did not establish that any of the exceptions
to the statutory prohibition of searches and seizures set out in 42 U S. C
2000aa(a) and (b) existed.

82. Defendants caused the March 1, 1990, search of the business
prem ses of SJG and sei zure of work product and docunentary nmaterials
therefromin violation of 42 U S. C. 2000aa et seq.

83. Defendants Cook, Foley, and CGol den were federal officers and
enpl oyees acting within the scope or under color of federal office or
enpl oynent .

84. Defendant Kluepfel acted in concert with federal agents under
col or of federal office.

85. Plaintiffs SJG Jackson, McCoy, MIIliken, and O Sullivan are al
persons aggrieved by defendants' conduct, having suffered danmages, attorney's
fees, and costs, as a direct result of defendants' conduct.

86. The United States of Anerican and the United States Secret Service
are liable to plaintiffs for damages, attorney's fees and costs caused by
def endant s’ conduct.

COUNT 1|1 :
FI RST AMENDMENT
Agai nst Def endants Cook, Foley, Golden & Kl uepf el
87. The allegations in paragraphs 1-86 are incorporated herein by



r ef erence.

88. Defendants violated plaintiffs' rights to freedom of speech,
freedom of the press, and freedom of association as guaranteed by the First
Anmendnent, in that:

(a) At all relevant tinmes SJG was a publisher of books, magazi nes, and
ganes protected by the First Anendnent;

(b) At all relevant tinmes SJG was the operator of a BBS that was a
forum for speech and association protected by the First Amendnent;

(c) At all relevant tines, plaintiffs SJG Jackson, MCoy, MIIiken
and O Sullivan used the Illum nati BBS for speech and associati on protected by
the First Anendment;

(d) At all relevant tines, plaintiff SJG used conputers to publish
books, nmgazi nes, and ganmes and to operate the Illum nati BBS;

(e) The search, seizure, and retention of SJG work product - both
printed and electronically stored - caused a prior restraint on SJG
publications in violation of plaintiffs' First Amendnent rights of freedom of
speech and of the press;

(f) The search and seizure of the Illumnati BBS constituted a prior
restraint on plaintiffs' exercise of their First Amendnent rights of freedom
of speech, of the press, and of association;

(g) The seizure and retention of conputer hardware and software used
by SJG to publish books, nagazi nes, and ganes violated plaintiffs' rights to
freedom of speech and of the press;

(h) The seizure and retention of conputer hardware and software used
by SJGto operate a BBS violated plaintiffs' First Amendnent rights to freedom
of speech, of the press, and of association.

89. Defendants knew or reasonably should have known that their conduct
violated plaintiffs' clearly established First Anendnent rights of freedom of
speech, freedom of the press, and freedom of associ ation.

90. Defendants acted with intent to violate, or with reckl ess
indifference to, plaintiffs' clearly established First Amendnent rights to
freedom of speech, freedom of the press, and freedom of association

91. Defendants Cook, Foley, and Gol den acted as federal agents and
under col or of federal |aw

92. Defendant Kluepfel acted in concert with the federal defendants
under col or of federal |aw

93. As a direct result of the defendants' conduct, plaintiffs have
suf fered danmges.

COUNT 111
FOURTH AMENDVENT
Agai nst Defendants Cook, Fol ey, Gol den, and Kl uepf el
94. The allegations in paragraphs 1-93 are incorporated herein by
ref erence.
95. The defendants, by their actions, violated plaintiffs' clearly
established right to be free from unreasonabl e searches and sei zures as
guar anteed by the Fourth Anendnent to the United States Constitution, in that:
(a) Plaintiffs SJG and Jackson had a reasonabl e expectation of privacy
in the business prem ses of SJGand in all SJG work product, SJG records, and



SJG docunents kept there, including in all data stored in the conputers at
SJG

(b) Al plaintiffs had a reasonabl e expectation of privacy in private
el ectroni c comuni cations stored on the Illumnati BBS at SJG

(c) The search and seizure at SJG ganes was a general search;

(d) The search and seizure at SJG was not authorized by a valid
warrant particularly describing the place to be searched and the things to be
sei zed;

(e) The search and seizure at SJG was conducted w t hout probabl e cause
to believe that evidence of crimnal activity would be found at SJG

(f) The search and seizure at SJG was based on information that was
not shown to be current;

(g) Defendants' warrant application was materially fal se and
m sl eadi ng, and was submtted by defendants with know edge of its fal se and
m sl eadi ng nature or with reckless disregard for its truth or falsity.

96. The defendants knew, or reasonably shoul d have known, that their
conduct violated plaintiffs' clearly established constitutional right to be
free fromunreasonabl e searches and sei zures.

97. The defendants acted with intent to violate, or with reckl ess
indifference to, plaintiffs' clearly established Fourth Amendnent rights.

98. Defendants Cook, Foley, and Golden acted as federal agents and
under col or of federal |aw

99. Defendant Kluepfel acted in concert with the federal defendants
and under col or of federal |aw.

100. As a direct result of the defendants' actions, plaintiffs
suf fered danages, attorney's fees and costs.

COUNT 1 V:
ELECTRONI C COMMUNI CATI ONS PRI VACY ACT, 18 U.S.C. 2707
Sei zure of Stored El ectronic Communi cations Agai nst Al Defendants

101. The allegations in paragraphs 1-100 are incorporated herein by
ref erence.

102. At all tines relevant tines, plaintiff SJG was the provider of an
el ectroni ¢ comuni cation service within the neaning of 18 U. S.C. 2510(15) and
2707.

103. At all relevant tines, plaintiffs SJG Jackson, MCoy, MIIliken
and O Sul l'ivan were subscribers to or custoners of the electronic
communi cati on service provided by SIGwithin the nmeaning of 18 U S. C. 2510(15)
and 2707.

104. At all relevant tines, plaintiffs had el ectronic conmunications
in electronic storage on the comuni cati onservice provided by SIG that were
not accessible to the general public.

105. Defendants applied for a warrant to search and seize the conputer
operating the el ectronic comruni cati on service provided by SJIG and all data
stored thereon, but failed to informthe Magistrate that the conputer
contai ned stored el ectronic conmmuni cati ons that were not accessible to the
general public.

106. Defendants, acting without a valid warrant, required SIGto



di scl ose the contents of electronic comrunications that were not accessible to
the general public and that were in electronic storage for 180 days or |ess,
in violation of 18 U S. C. 2703(a).

107. Defendants disrupted the normal operations of the communication
service operated by SJG without conpensation to plaintiffs in violation of 18
U S.C 2706(a).

108. Defendants Cook, Foley, and CGol den acted as federal agents and
under col or of federal |aw.

109. Defendant Kl uepfel acted in concert wth the federal defendants
and under color of federal |aw

110. Defendants acted knowi ngly and intentionally.

111. Defendants did not act in good faith.

112. Plaintiffs were aggrieved by defendants' conduct, and suffered
damages, attorney's fees and costs.

COUNT V:

ELECTRONI C COVMUNI CATI ONS PRI VACY ACT, 18 U.S.C. 2510 et seq.
I nterception of Electronic Comuni cations

Agai nst All Defendants

113. The allegations in paragraphs 1-112 are incorporated herein by
ref erence.

114. Defendants intercepted, disclosed, or intentionally used
plaintiffs' electronic conmunications in violation of 18 U S. C. 2510 et seq
and 2520.

115. Defendants intentionally intercepted, endeavored to intercept, or
procured others to intercept or endeavor to intercept, plaintiffs' electronic
conmmuni cations in violation of 18 U S. C. 2511(1)(a).

116. Defendants did not conply with the standards and procedures
prescribed in 18 U S. C. 2518.

117. The warrant application was not authorized by the Attorney
General, Deputy Attorney General, Associate Attorney General, or any Assistant
Attorney general, acting Assistant Attorney General, or any Deputy Assi stant
Attorney General in the Crimnal D vision specially designated by the Attorney
General, in violation of 18 U S. C. 2516.

118. Defendants Cook, Foley, and CGol den acted as federal agents and
under col or of federal |aw

119. Defendant Kl uepfel acted in concert with the federal defendants
and under col or of federal |aw.

120. Defendants did not act in good faith.

121. Defendants did not conpensate plaintiffs for reasonabl e expenses
I ncurred by defendants' seizure of the Illumnati BBS, in violation of 18
U S.C 2518(4).

122. As a direct result of defendants' conduct, plaintiffs suffered
damages, attorney's fees and costs.Prayers for Relief

WHEREFORE, plaintiffs SJG Jackson, McCoy, MIliken, and O Sullivan
pray that this Court:

1. Assune jurisdiction of this case.

2. Enter judgnent against defendants and in favor of plaintiffs.

3. Enter an order requiring defendants to return all property and data



seized fromthe prem ses of SIJG and all copies of such data, to SJIG

4. Award plaintiffs damages.

5. Award plaintiffs punitive and |iqui dated damages.

6. Award plaintiffs all costs incurred in the prosecution of this
action, including reasonable attorney's fees.

7. Provide such additional relief as may appear to the Court to be
j ust.

PLAI NTI FFS DEMAND A JURY TRI AL ON ALL CLAI M5 TRI ABLE BY JURY
Dated: May 1, 1991
Respectfully submtted by their attorneys,

Sharon L. Becknan
Harvey A. Silverglate
Andr ew Good

SI LVERGLATE & GOOD

89 Broad St., 14th fl oor
Boston, MA 02110

(617) 542-6663

Fax: (617) 451-6971

Eric M Lieberman

Ni chol as E. Poser

Rabi now tz, Boudin, Standard, Krinsky & Lieberman, P.C
740 Broadway, at Astor Place

New Yor k, NY 10003-9518

(212) 254-1111

Fax: (212) 674-4614

R Janes Ceorge, Jr.

Graves, Dougherty, Hearon & Mody
2300 NCNB Tower

515 Congress Street

Austin, Texas 78701

(512) 480-5600

Fax: (512) 478-1976
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JUDGE'S DECISION IN SJ GAMES VS. SECRET
SERVICE

UNI TED STATES DI STRI CT COURT
WESTERN DI STRI CT OF TEXAS
AUSTI N DI VI SI ON
STEVE JACKSON GAMES
| NCORPORATED, et al.
Plaintiffs,
V.
UNI TED STATES SECRET SERVI CE, UNI TED STATES OF AMERI CA, et al., Defendants
_Opinion_

| . Facts

The issues remaining at trial in this lawsuit involves the Plaintiffs
St eve Jackson Ganes, Incorporated, Steve Jackson, Elizabeth McCoy, Walter

MIliken, and Steffan O Sullivan's causes of action against the United
States Secret Service and the United States of America pursuant to three
statutes, "Private Protection Act", 42 U S.C. 2000aa _et seq_.; "Wre and

El ectroni ¢ Communi cations Interception and Interception of Oal

Communi cation' Act, 18 U S.C. 2510, et seq.; and "Stored Wre and

El ectroni ¢ Communi cations and Transacti onal Records Access" Act, 18 U S.C
2701, _et seq_. Al other issues and parties have been w thdrawn by
agreenent of these remmining parties.

The individual party plaintiffs are residents of the states of Texas and
New Hanpshire, and the corporate plaintiff is a Texas corporation with its
princi pal place of business in Austin, Texas.

The Plaintiff Steve Jackson started Steve Jackson Ganes in 1980 and
subsequent |y incorporated his business. Steve Jackson Ganes, | ncor porated,
publ i shes books, magazi nes, box ganmes, and rel ated products (F1l.) Mre than
50 percent of the corporation's revenues are derived fromits

publications. In addition, Steve Jackson Ganes, |ncorporated, beginning in
the m d-1980s and continuing through this litigation, operated from one of
its conputers an electronic bulletin board systemcalled Illumnati. This
bul l etin board posts information to the inquiring public about Steve
Jackson Ganes' products and activities; provides a nediumfor receiving

and passing on information fromthe corporation's enpl oyees, witers,



custoners, and its gane enthusiasts; and, finally, affords its users

el ectronic mail whereby, wth the use of selected passwords, its users can
send and receive electronic mail (E-mail) in both public and private
nodes. In February of 1990, there were 365 users of the Illum nati
bul l etin board.

St eve Jackson was both the owner and enpl oyee of Steve Jackson Ganes,

| ncor porated, and authored many of its publications; he used both

Il lumnati's public and private progranms for electronic mail and his use
ranged from busi ness records of the corporation, contracts with his
witers, comunication with his witers regarding articles which were

i ntended to be published by the corporation, to private conmunications

Wi th his business associates and friends. Elizabeth McCoy's use of the
Illum nati bulletin board involved her participation as a ganme player, her
critiques as to the ganmes and publications of the corporation, and her
private comruni cations with associates and friends. WlliamMIIliken's use
of the Illumnati bulletin board was apparently limted to private

communi cates to associates and friends. Steffan O Sullivan's use of the

[l lum nati bulletin board included witings for publication by Steve
Jackson Ganes, Inc., his business dealings with the corporation, and
public and private conmunications with associ ates and friends.

| mportantly, prior to March I, 1990, and at all other tines, there has
never been any basis for suspicion that any of the Plaintiffs have engaged
in any crimnal activity, violated any |law, or attenpted to conmuni cate,

publish, or store any illegally obtained informati on or ot herw se provide
access to any illegally obtained information or to solicit any information
whi ch was to be used illegally.

In Cctober of 1988, Henry Kl uepfel, Director of Network Security
Technol ogy (an affiliate Bell Conpany), was advised a sensitive,
proprietary conputer docunment of Bell South relating to Bell's "911
progrant had been nmade available to the public on a conputer bulletin

board in Illinois. Kl uepfel reported this information to Bell South and
requested instructions, but received no response. In April of 1989,
Kl uepfel confirmed the 911 Bell docunment was available on the Illinois

conputer bulletin board and | earned the docunent was additionally
avai |l abl e without any proprietary notice on at | east another conputer
bul l etin board and had been or was being published in a conputer bulletin
board newsletter in edited form In July of 1989, Kl uepfel was finally
instructed by Bell South to report the "intrusion of its conputer

network to the Secret Service and that the docunent taken was "sensitive"
and "proprietary. Kluepfel had previously worked with the Secret Service
and was known as an expert and reliable informant on conmputer "hacking."
(F2) Thereafter, Kluepfel net Assistant U S. Attorney WIIliam Cook in
Chi cago and thereafter communi cated with Cook and Secret Service Agent Tim
Fol ey. Agent Foley was in charge of this particular investigation.



Around February 6, 1990, Kl uepfel |earned that the 911 docunent was
avai |l abl e on a conputer billboard entitled "Phoeni x" which was operated by
Loyd Bl ankenship in Austin, Texas. Kluepfel "downl oaded" the docunent to
put in readable formand then advised these facts to the Secret Service.
Prior to February 26, 1990, Kluepfel |earned that Bl ankenship not only
operated the Phoenix bulletin board, but he was a user of the Illinois
bull etin board wherein the 911 docunent was first disclosed, was an

enpl oyee of Steve Jackson Ganes, Inc., and a user of the Steve Jackson
Ganes, Inc.'s bulletin board "Illumnati." Kluepfel's investigation also
determ ned that Bl ankenship was a 'co-sysop” of the Illumnati bulletin
board, which nmeans that he had the ability to review anything on the
II'lum nati bulletin board and, inportantly, maybe able to del ete anyt hing
on the system Blankenship's bulletin board Phoeni x had published "hacker"
information and had solicited "hacker” information relating to passwords,
ostensi bly to be analyzed in sone type of decryption schene. By February
26, 1990, Kluepfel determ ned that the Phoenix bulletin board was no

| onger accessible as he could not "dial" or "log into" it. He reported
this to Agent Foley. Wiile Kl uepfel advised Agent Fol ey that Bl ankenship
was an enpl oyee of Steve Jackson Ganes, Inc., and was a user and coO-sSysop
of Illumnati, Kluepfel never had any informati on whereby he was

suspi cious of any crimnal activity by any of the Plaintiffs in this
cause. Kluepfel was, and is, know edgeable in the operation of conputers,
conputer bulletin boards, the publishing of materials and docunent by
conputers, the conmunications through conputer bulletin boards (both
public and private conmunications), and could have "l ogged" into the
II'lum nati bulletin board at any tinme and reviewed all of the information
on the bulletin board except for the private comrunications referred to by
the Plaintiffs as el ectronic conmunications or electronic mail, but did
not do so. Kluepfel had legitinmte concerns, both about the 911 docunent
stolen fromBell South and the possibility of a decryption system which
could utilize passwords in rapid fashion and could result in intrusions of
conmput er systens, including those of the Bell System

In February of 1990, Agent Fol ey was al so knowl edgeabl e about conputer
bul l etin boards and he too could have "logged" into Illumnati, becone a
user and reviewed all public communications on the bulletin board, but did
not do so.

By February 28, 1990, when the search warrant affidavit was executed,

Agent Fol ey had received information fromreliable sources (Kl uepfel,

Wl lians, Spain, Kibbler, Coutorie, and N edorf, and possibly others (F3))
t here had been an unlawful intrusion on the Bell South conputer program
the 911 Bell South docunment was a sensitive and proprietary docunent, and
t hat conputer hackers were attenpting to utilize a decryption procedure
wher eby unl awful intrusions could be made to conputer prograns including

t he Defense Departnent, and these hackers were soliciting passwords so
that the decryption procedure could becone operational. In addition, Agent
Fol ey was advi sed Loyd Bl ankenshi p had operated his Phoenix bulletin board



from his hone, had published the 911 Bell South docunent in edited form
and had published and communi cated that a decryption strategy was
avai |l abl e and ot her "hackers" should submt selective passwords to
finalize the decryption schene for intrusions into conputer systens by
using a rapid deploynment of passwords. Agent Foley was al so advised that
Bl ankenshi p was an enpl oyee of Steve Jackson Ganes and had access to the
Illum nati bulletin board as a user and a co-sysop and he may well (and in
fact did) have the ability to delete any docunents or information in the
St eve Jackson Ganes conputers and Illumnati bulletin board. The only

i nformati on Agent Fol ey had regardi ng Steve Jackson Ganes, Inc. and Steve
Jackson was that he thought this was a conpany that put out ganes, but he
al so reviewed a printout of Illumnati on February 25, 1990, which read,
"Greetings, Mdrtal! You have entered the secret conputer system of the
Illum nati, the on-line home of the world' s ol dest and | argest secret
conspiracy. 5124474449300/ 1200/ 2400BAUD fronted by Steve Jackson Ganes,

| ncorporated. Fnord." The evidence in this case strongly suggests Agent
Fol ey, without any further investigation, msconstrued this information to
believe the Illumnati bulletin board was simlar in purpose to

Bl ankenshi p' s Phoeni x bulletin board, which provided information to and
was used by "hackers." Agent Foley believed, in good faith, at the tine of
t he execution of his affidavit on February 28, 1990, there was probable
cause to believe Bl ankenship had the 911 Bell South docunent and
information relating to the decryption schenme stored in his conputer at
honme or perhaps in conputers, disks, or inthe Illumnati bulletin board
at his place of enploynent at Steve Jackson Ganes, Inc.; that these
materials were involved in crimnal activities; and that Bl ankenship had
the ability to delete any information stored on any of these conputers
and/ or di sks.

Unfortunately, although he was an attorney and expressly represented this
fact in his affidavit, Agent Foley was not aware of the Privacy Protection
Act, 42 U.S.C. 2000aa _et seq._, and he conducted no investigation about
St eve Jackson Ganes, |ncorporated, although a reasonable investigation of
only several hours would have reveal ed Steve Jackson Ganes, Inc. was, in
fact, a legitimate publisher of information to the public and M. Jackson
woul d have cooperated in the investigation. Agent Foley did not know the

i ndi vidual Plaintiffs but did know they were users of Illumnati as he had
a list of all users prior to February 28, 1990. Agent Foley did know and
understand the Illumnati bulletin board woul d have users and probably

woul d have stored private el ectroni c communi cati ons between users.

Not wi t hstanding the failure of any investigation regarding Steve Jackson
Ganes, Agent Foley and Assistant U S. Attorney Cook intended to seize and
review all of the information and docunents in any conputer accessible to
Bl ankenshi p, regardl ess of what other incidental information would be

sei zed. These intentions were expressly stated in their application for a
search warrant and the warrant itself. (F4)

Foley's affidavit, executed on February 28, 1990, was sufficient under the



| aw for the issuance of a search warrant by the United States Magi strate
Judge. The Court does not find froma preponderance of the evidence that
the admtted errors in Foley's affidavit were intentional and so nateri al
to make the affidavit and issuance of the warrant legally inproper. _See,
Franks v. Delaware_, 438 U. S. 154, 98 S.C. 2674 (1978). The factual
errors in the affidavit include the Bell 911 docunent was a conputer
program the Bell 911 docunent was engi neered at a cost of $79,449; the
Bel | 911 document had been "slightly" edited; articles in _Phrack_ were
descri bed as "hacker tutorials;" the Bell 911 docunent published in Phrack
contained a proprietary notice; Blankenship was a conputer progranmrer for
St eve Jackson Ganes, Inc.; Blankenship's alias "Mentor" was |listed as an
IIlum nati bulletin board user; Coutorie, prior to February 28, 1990,
provi ded Foley with informati on on Steve Jackson Ganes, Inc.; and that

Kl uepfel had "logged" into Illumnati. The affidavit and warrant
preparation was sinply sloppy and not carefully done. Therefore, the Court
denies the Plaintiff's contentions relating to the alleged inproprieties

i nvolved in the issuance of the search warrant.

On March 1, 1990, Agents Fol ey and Gol den executed the search warrant. At
the time of the execution, each agent had avail abl e conputer experts who
had been flown to Austin to advise and review the stored information in
the conputers, the bulletin boards, and di sks seized. These conputer
experts certainly had the ability to review the stored i nfornmation and,
inportantly, to copy all information contained in the conputers and disks
wi t hi n hours.

During the search of Steve Jackson Ganes and the seizure of the three
conputers, over 300 conputer disks, and other materials, Agent Gol den was
orally advised by a Steve Jackson Ganes, Inc. Enployee that Steve Jackson
Ganmes, Inc. was in the publishing business. Unfortunately, Agent Gol den,
i ke Fol ey, was unaware of the Privacy Protection Act and apparently
attached no significance to this informati on. The evidence is undi sputed
that Assistant U S. Attorney Cook woul d have stopped the search at the
time of this notification had he been contacted.

By March 2, 1990, Agent Foley knew Steve Jackson Ganes, Inc. was in the
publ i shi ng busi ness and the sei zure included docunents intended for
publication to the public, including a book and other forns of
information. He al so knew or had the ability to | earn the seizure of the
Il lumnati bulletin board included private and public electronic

comuni cations and E-nmail. By March 2, 1990, Agent Fol ey knew that Steve
Jackson Ganes, Incorporated, and its attorneys in Dallas and Austin, were
requesting the inmmediate return of the properties and information seized,
that transcripts of publications and the back-up materials had been
seized, and that the seizure of the docunents, including business records
of Steve Jackson Ganes, Inc., and their back-up was certain to
econom cal |y damage Steve Jackson Ganes, Inc. While Agent Foley had a

| egitimate concern there m ght be sone type of program designed to delete



the materials, docunments, or stored information he was seeking, he admts
there was no valid reason why all information seized could not have been
duplicated and returned to Steve Jackson Ganes w thin a period of hours
and no nore than eight days_ fromthe seizure. In fact, it was nonths
(late June 1990) before the majority of the seized materials was returned.
Agent Fol ey sinply was unaware of the | aw and erroneously believed he had
substantial crimnal information which obviously was not present, as to
date, no arrests or crimnal charges have ever been filed agai nst anyone,
i ncl udi ng Bl ankenshi p.

I n addition, Agent Foley nust have known his seizure of conputers,
printers, disks and other materials and his refusal to provide copies
represented a risk of substantial harmto Steve Jackson Ganes, Inc. --
under circunstances where he had no reason to believe the corporation or
its owner was involved in crimnal activity.

The Secret Service denies that its personnel or its delegates read the
private el ectronic conmunications stored in the seized materials and
specifically allege that this informati on was revi ewed by use of key
search words only. Additionally, the Secret Service denies the deletion of
any information seized with two exceptions of sensitive" or "illegal"
information, the deletion of which was consented to by Steve Jackson.
However, the preponderance of the evidence, including coomon sense (F5),
establishes that the Secret Service personnel or its delegates did read
all el ectronic conmunications seized and did delete certain infornmation
and communi cations in addition to the two docunents adm tted del eted. The
del etions by the Secret Service, other than the two docunents consented to
by Steve Jackson, were done w thout consent and cannot be justifi ed.

By March 2, 1990, Agent Foley, Agent CGol den, and the Secret Service, if
aware of the Privacy Protection Act, would have known that they had, by a
search warrant, seized work products of naterials froma person or entity
reasonably believed to have a purpose to dissemnate to the public a
"book" or "simlar formof public comrunication.”

The failure of the Secret Service after March 1, 1990, to -- pronptly --
return the seized products of Steve Jackson Ganes, |ncorporated cannot be
justified and unquesti onably caused econon c danage to the corporation.

By March 1, 1990, Steve Jackson Ganes, |ncorporated was apparently
recovering fromacute financial problens and suffering severe cash flow
probl ens. The seizure of the work product and del ays of publication,

whet her by three weeks or several nonths, directly inpacted on Steve
Jackson Ganes, |ncorporated. Ei ght enpl oyees were term nated because they
could not be paid as revenues fromsales cane in nuch |ater than expected.
However, it is also clear froma preponderance of the evidence that after
t he cal endar year 1990, the publicity surrounding this seizure and the
nature of the products sold by Steve Jackson Ganes, |ncorporated had the



ef fect of increasing, not decreasing, sales. In fact, Steve Jackson Ganes,
| ncor porated devel oped a specific gane for sale based upon the March 1,
1990, seizure. The Court declines to find froma preponderance of the

evi dence there was any econom ¢ damage to Steve Jackson Ganes,

| ncorporated after the cal endar year 1990 as a result of the seizure of
March 1, 1990. (F6)

As a result of the seizure of March 1, 1990, and the retention of the

equi pnment and docunents sei zed, Steve Jackson Ganes, |ncor porated
sust ai ned out - of - pocket expenses of $8, 781.00. The personnel at this
corporation had to regroup, rewite, and duplicate substantial prior
efforts to publish the book _Gurps Cyberpunk_ and ot her docunents stored
in the conputers and the Illumnati bulletin board, explain to their
clientele and users of the bulletin board the difficulties of their
continuing business to maintain their clientele, to purchase or |ease
substitute equi pnment and supplies, to re-establish the bulletin board, and
to get the business of Steve Jackson Ganes, Inc. back in order. The Court
has revi ewed t he evidence regardi ng annual sales and net incone of Steve
Jackson Ganes, Incorporated for 1990 and the years before and after and
finds froma preponderance of the evidence there was a 6 percent |oss of
sales in 1990 due to the seizure and rel ated problens. The evi dence was
undi sputed that there was a 42 percent profit on sales of publications of
St eve Jackson Ganes, |ncorporated. Thus, Steve Jackson Ganes, |ncorporated
sust ai ned danmages in |l oss of sales in 1990 of $100,617.00 for a | oss of
profit of $42,259.00 as a direct and proximate result of the seizure of
March 1, 1990, and the retention of the docunents seized. After 1990, the
net sales of Steve Jackson Ganes, |ncorporated continued to increase
annually in a traditional proportion as the sales had been increasing from
1988. Thus, from a preponderance of the evidence, the |oss of $42, 259. 00
is consistent with the net incone figures of Steve Jackson Ganes,

| ncorporated in the years immedi ately follow ng and precedi ng 1990.

Regar di ng damages to Steve Jackson, personally, his own testinony is that
by 1990 he was becom ng nore active in the nmanagenent of Steve Jackson
Ganes, Incorporated, and spending less tinme in creative pursuits such as
witing. Steve Jackson Ganes, I|ncorporated was in such financial condition
t hat Chapter 11 proceedings in bankruptcy were contenpl ated. Thereafter,
the testinony clearly established that Steve Jackson Ganes reasserted

hi nsel f in managenent and was spendi ng substantial tinme nmanagi ng the
corporation. The Court declines to find from a preponderance of the

evi dence that Steve Jackson personal |y sustained any conpensatory damages
as a result of the conduct of the United States Secret Service.

El i zabeth McCoy, Walter MIliken and Steffan O Sullivan also allege
conpensatory damages. These Plaintiffs all had stored el ectronic

communi cations, or E-mail, on the Illumnati bulletin board at the tinme of
seizure. Al three of these Plaintiffs testified that they had public and
private conmunications in storage at the tinme of the seizure. Steve



Jackson, Elizabeth McCoy, Walter MIliken and Steffan O Sullivan al
testified that follow ng June of 1990 sone of their stored electronic
communi cations, or E-mail, had been deleted. It is clear, as hereinafter
set out, that the conduct of the United States Secret Service violated two
of the three statutes which the causes of action of the Plaintiffs are
based and, therefore, there are statutory danmages invol ved, but the Court
declines to find froma preponderance of the evidence that any of the

i ndividual Plaintiffs sustained any conpensatory damages.

1.
a.

PRI VACY PROTECTI ON ACT
(First Amendnent Privacy Protection)
42 U. S. C. 2000aa et seq.

The United States Secret Service, by Agent Foley and Assistant United
States Attorney Cox, sought and obtained an order froma United States
Magi strate Judge to _search_ for and _seize_ and thereafter _read_ the
informati on stored and contained in "conputer hardware (including, but not
limted to, central processing unit(s) nonitors, nenory devices, noden(s),
progranm ng equi pnment, conmmuni cation equi pnent, disks, and printers) and
conmput er software (including, but not limted to) nenory disks, floppy

di sks, storage nedia) and witten material and docunents relating to the
use of the conmputer system (including network access files), docunentation
relating to the attacking of conputers and advertising the results of
conputer attacks (including telephone nunbers and | ocation i nformation),
and financial docunents and |icensing docunentation relative to the
conpute prograns and equi pnent at the business known as Steve Jackson
Ganmes which constitute evidence, instrumentalities, and fruits of federal
crimes, including interstate transportation of stolen property (18 U S. C
2314) and interstate transportation of conmputer access information (18

U S C 1030(a)(6)).' See, Warrant Application and Order.

On March 1, 1990, the Secret Service seized the follow ng property on the
prem ses of Steve Jackson Ganes, Inc.: Conpuadd keyboard; Packard- Bel

noni tor; DKT conputer; cardboard box containing disks, mscellaneous
papers and circuit boards; Splat Master gun with "Mentor"™ on barrel;

Hew ett - Packard | aser jet printer; BTC keyboard with cover; |BM persona
conputer 5150 (disassenbl ed); Seagate Tech hard di sk; 2400 nodem 1649- 1795
wi th power supply and disk; |BM keyboard; Andek node 310A; bulletin board
back-up files (approximately 150); Enpac International Corporation XT
conmputer; "WNV' users manual; red box of floppy disks; m scellaneous
papers and notes from desk; floppy disk entitled "Phoenix setup." _See_,
Warrant Return.



The evi dence establishes the actual information seized, including both the
primary source and back-up materials of the draft of _QGurps Cyberpunk , a
book i ntended for imrediate publication (within days to weeks), drafts of
magazi ne and nagazine articles to be published, business records of Steve
Jackson Ganes, Incorporated (including contracts and drafts of articles by
witers of Steve Jackson Ganes, Incorporated), the Illumnati bulletin
board and its contents (including public announcenents, published

newsl etter articles submtted to the public for review, public comment on
the articles submtted and el ectronic mail containing both private and
public comuni cations). Notw thstandi ng over 300 fl oppy di sks being

sei zed, the evidence introduced during trial was not clear as to what

addi tional information was seized during the search warrant execution
However, the evidence is clear that on March 1, 1990, "work product
materials,” as defined in 42 U . S.C. 2000aa-7(b), was obtained as well as
materials constituting "docunentary materials" as defined in the sane
provi sion. (F7)

The Privacy Protection Act, 42 U S.C. 2000aa, dictates: "Notw thstanding
any other law, it shall be unlawful for a governnent officer or enployee,
in connection with the investigation . . . of a crimnal offense to search
for or seize any work product materials possessed by a person reasonably
believed to have a purpose to dissenm nate to the public a newspaper,
broadcast, or other simlar formof public comrunication . " _See_,
42 U. S. C. Sec. 2000aa(a).

Assum ng Agent Fol ey was knowl edgeabl e of the Privacy Protection Act
(which he was not), neither he nor Assistant United States Attorney Cox
had any information which would | ead themto believe that Steve Jackson
Ganes, | ncorporated published books and materials and had a purpose to

di ssemnate to the public its publications. Their testinony is sinply they
t hought it a producer of ganes. As heretofore stated, the Court feels
Agent Foley failed to nake a reasonabl e investigation of Steve Jackson
Ganes, Incorporated when it was apparent his intention was to take
substantial properties belonging to the corporation, the renoval of which
coul d have a substantial effect on the continuation of business. Agent
Foley, it appears, in his zeal to obtain evidence for the crimnal

i nvestigation, sinply concluded Steve Jackson Ganes, I|ncorporated was
sonehow i nvol ved in Bl ankenship's alleged activities because of the
wording of the Illumnati bulletin board nenu. In any event, the Court
declines to find froma preponderance of the evidence that on March 1,
1990, Agent Fol ey or any other enployee or agent of the United States had
reason to believe that property seized would be the work product materials
of a person believed to have a purpose to dissenminate to the public a
newspaper, book, broadcast or other simlar formof public comrunication. (F8)

During the search on March 1, and on March 2, 1990, the Secret Service was
specifically advised of facts that put its enpl oyees on notice of probable
violations of the Privacy Protection Act. It is no excuse that Agents



Fol ey and Gol den were not know edgeable of the law. On March 2, 1990, and
thereafter, the conduct of the United States Secret Service was in
violation of 42 U S.C. 2000aa _et seq . It is clear the Secret Service
continued the seizure of property of Steve Jackson Ganes, |ncorporated

i ncluding informati on and docunents through |ate June of 1990. |medi ate
arrangenents could and shoul d have been nade on March 2, 1990, whereby
copies of all information seized could have been nade. The governnent
coul d and shoul d have requested Steve Jackson as chief operating officer
of the corporation to cooperate and provide the information avail abl e
under the |aw. The Secret Service's refusal to return information and
property requested by M. Jackson and his |lawers in Dallas and Austin
constituted a violation of the statute. Regarding any information seized
that would constitute "docunentary material s" (whereby the defensive
theory of 42 U . S.C. 2000aa(b)(3) m ght apply) there would have been no
probl em as the property was in the possession of the United States Secret
Service and their experts and Steve Jackson were present to ensure no
destruction, alteration or conceal nent of information contained therein.
In any event, it is the seizure of the "work product material s" that |eads
to the liability of the United States Secret Service and the United States
in this case. Pursuant to 42 U S.C. 2000aa-6, the Court finds froma
preponderance of the evidence that Steve Jackson Ganes, Incorporated is
entitled to judgnent against the United States Secret Service and the
United States of Anerica for its expenses of $8,781.00 and its economnic
danmages of $42,259.00. The Court declines to find froma preponderance of
t he evi dence ot her damages of Steve Jackson Ganes, |ncorporated or
liability of the United States Secret Service or the United States of
Anerica to any other Plaintiff under the provisions of the Privacy
Protection Act.

b.

W RE AND ELECTRONI C COVMUNI CATI ONS | NTERCEPTI ON
AND | NTERCEPTI ON OF ORAL COMMUNI CATI ONS
18 U. S.C. 2510 et seq.

The Plaintiffs allege the United States Secret Service's conduct al so
violated 18 U. S.C. 2510, et seq., as it constituted intentional

i nterceptions of "electronic comunication.”™ They allege the interception
occurred at the tinme of seizure or, perhaps, at the tine of review of the
communi cati on subsequent to the seizure. There is no question the

i ndividual Plaintiffs had private communications stored in Illumnati at
the tinme of the seizure and the court has found from a preponderance of

t he evidence the Secret Service intended not only to seize and read these
communi cations, but, in fact, did read the comruni cati ons and thereafter
del eted or destroyed sonme conmuni cations either intentionally or
accidentally. The Defendants contend there is no violation of this
particul ar statute under the facts of this case because there never was
any unlawful "interception" wthin the neaning of the statute.



Al ternatively, the Defendants contend that the "good faith reliance" on
the search warrant issued by the United States Magi strate Judge is a
conpl ete defense under Section 2520.

The Governnent relies on the 1976 Fifth Grcuit case of the United States
v. Turk_, 526 F.2d 654 (5th Cr. 1976), _cert denied_, 429 U S. 823, 97
S.CG. 74 (1976), and its interpretation of the statutory definition of
"interception.” In Turk , police officers listened to the contents of a
cassette tape without first obtaining a warrant. The court concluded this
was not an "interception"” under 18 U.S.C. Sec. 2510 et seq.

>>\Whet her the seizure and replaying of the cassette tape by the officers
was al so an "interception" depends on the definition to be given "aural
acquisition.' Under one conceivable reading, and 'aural acquisition" could
be said to occur whenever soneone physically hears the contents of a
communi cation, and thus the use of the tape player by the officers to hear
the previously recorded conversation mght fall within the definition set
out above. No explicit limtation of coverage to contenporaneous

"acqui sitions" appears in the Act.

>>We believe that a different interpretation -- one which would excl ude
fromthe definition of "intercept"” the replaying of a previously recorded
conversation -- has a nuch firmer basis in the | anguage of Sec. 2510(4)
and in logic, and corresponds nore closely to the policies reflected in
the legislative history. The words acquisition... through the use of any
devi ce" suggest that the central concern is with the activity engaged
in athe time of the oral conmmunication which causes such conmunication to
be overheard by uninvited listeners. If a person secrets a recorder in a
room and t hereby records a conversation between two others, an
"acqui sition" occurs at the tine the recording is made. This acquisition
itself mght be said to be "aural" because the contents of the
conversation are preserved in 2 formwhich permts the |later aural
di scl osure of the contents. Alternatively, a court facing the issue m ght
conclude that an "aural acquisition"” is acconplished only when two steps
are conpleted -- the initial acquisition by the device and the hearing of
t he communi cation by the person or persons responsi ble for the recording.
Ei ther of these definitions would require participation by the one charged
wWth an "interception” in the contenporaneous acquisition of the
comuni cation through the use to the device. The argunent that a new and
di fferent aural acquisition” occurs each tinme a recording of an oral
communi cation is replayed i s unpersuasive. That woul d nean that
i nnunmer able "interceptions,” and thus violations of the Act, could foll ow
froma single recording .

ld. , at 657-658 (footnotes omtted). While the Fifth Crcuit authority
relates to the predecessor statute, Congress intended no change in the
existing definition of '"intercept” in anending the statute in 1986. _See_,



S. Rep. No. 541, 99th Cong., 2nd Sess. 13 (1986), reprinted in_ 1986

U S CC AN 3555 3567 ("Section 101(a)(3) of the ELECTRONI C
COMMUNI CATI ONS PRI VACY ACT anends the definition of the term"intercept"
in current section 2510(4) of electronic comunications. The definition of
"intercept” under current lawis retained with respect to wire and oral
comruni cati ons except that the term"or other"” is inserted after "aural ."
This anendnent clarifies that it is illegal to intercept the non-voice
portion of a wre communication."). The Court finds this argunent

per suasi ve when consi dering the Congressional enactnent of the Stored Wre
and El ectroni ¢ Conmuni cati ons and Transacti onal Records Access Act, 18
US C 2701, _et seq_.

The Court declines to find liability for any Plaintiff against the

Def endants pursuant to the Wre and El ectronic Comuni cations Interception
and Interception of Oral Comrunications Act, 18 U.S.C. 2510, et seq., and
specifically holds that the alleged "interceptions" under the facts of
this case are not 'interceptions contenplated by the Wre and El ectronic
Communi cations Interception and Interception of Oral Communi cati ons Act.

It sinply has no applicability to the facts of this case.

C.

STORED W RE AND ELECTRONI C COVMUNI CATI ONS
AND TRANSACTI ONAL RECORDS ACCESS
18 U . S.C. Sec. 2701 et seq.

Prior to February 28, 1990, Agent Foley, Assistant United States Attorney
Cox, and the conputer consultants working with them were cogni zant of
public conmputer bulletin boards and the use of electronic conmunications
and E-mail through them Each of the persons involved in this

i nvestigation, including Agent Foley, had the know edge and opportunity to
log into the Illumnati bulletin board, review its nenu and user |ists,
obtai n passwords, and thereafter review all information available to the
public. In fact, Agent Fol ey erroneously thought Kl uepfel had done this
when a printout of Illumnati docunents dated February 25, 1990, was

reci eved. Wien Foley applied for the search warrant on February 28, 1990,
he knew the Illumnati bulletin board provided services to the public
whereby its users could store public and private electronic

communi cations. Wiile Foley admts no know edge of the Privacy Protection
Act and its provisions protecting publishers of information 'o the public,
he testified he was know edgeabl e regarding the Wre and El ectronic
Communi cations Interception and Interception of Oral Comruni cations Act.
But, Fol ey never thought of the law s applicability under the facts of
this case. Steve Jackson Ganes, Inc., through its Illumnati bulletin
board services, was a "renpote conputing service" within the definition of
Section 2711, and, therefore, the only procedure available to the Secret
Service to obtain "disclosure" of the contents of electronic

comuni cations was to conply with this statute. See , 18 U S. C 2703.



Agent Fol ey and the Secret Service, however, wanted nore than "discl osure
of the contents of the communication. As the search warrant application
evi dences, the Secret Service wanted _seizure_of all information and the
authority to review and read all electronic communi cations, both public
and private. A court order for such disclosure is only to issue if "there
is a reason to believe the contents of a[n] . . . electronic conmunication
. . . arerelevant to a legitimte | aw enforcenent inquiry." _See , 18

U S C Sec. 2703(d). Agent Foley did not advise the United States

Magi strate Judge, by affidavit or otherwise, that the Illumnati bulletin
board contained private el ectronic communi cati ons between users or how the
di scl osure of the content of these communications could relate to his

i nvestigation. Foley's only know edge was that Bl ankenshi p had publi shed
part of the 911 docunent and decryption information in his Phoenix

bull etin board, was enpl oyed at Steve Jackson Ganmes, Inc., and could have
the ability to store and del ete these all eged unl awful docunents in the
conmputers or Illumnati bulletin board at Steve Jackson Ganes,

| ncor porated. At Agent Foley's specific request, the application and
affidavit for the search warrant were seal ed. The evi dence establishes the
Plaintiffs were not able to ascertain the reasons for the March 1, 1990
seizure until after the return of nost of the property in June of 1990,
and then only by the efforts of the offices of both United States Senators
of the State of Texas. The procedures followed by the Secret Service in
this case virtually elimnated the safeguards contained in the statute.

For exanple, no Plaintiff was on notice that the search or seizure order
was nmade pursuant to this statute and that Steve Jackson Ganes,

| ncorporated could nove to quash or nodify the order or elimnate or
reduce any undue burden on it by reason of the order. See , 18 U.S.C

Sec. 2703(d). The provisions of the statute regarding the preparation of
back-up copies of the docunents or information seized were never utilized
or available. See , 18 U S.C. Sec. 2704. Agent Foley stated his concern
was to prevent the destruction of the docunents' content and for the
Secret Service to take the tinme necessary to carefully review all of the
informati on seized. He feared Bl ankenship coul d possibly delete the
incrimnating docunents or could have progranmed destruction in sone
manner. Notw t hstandi ng that any alteration or destruction by Bl ankenshi p,
St eve Jackson, or anyone el se would constitute a crimnal offense under

this statute, Foley and the Secret Service seized -- not just obtained
di scl osure of the content -- all of the electronic comunications stored
inthe Illumnati bulletin board involving the Plaintiffs in this case.

Thi s conduct exceeded the Governnment's authority under the statute.

The Governnment Defendants contend there is no liability for alleged
violation of the statute as Foley and the Secret Service had a "good
faith" reliance on the February 28, 1990, court order/search warrant. The
Court declines to find this defense by a preponderance of the evidence in
this case.

St eve Jackson Ganes, |ncorporated, as the provider and each individual



Plaintiffs as either subscribers or custoners were "aggrieved" by the
conduct of the Secret Service in the violation of this statute. Wiile the
Court declines to find froma preponderance of the credible evidence the
conpensat ory damages sought by each Plaintiff, the Court wll assess the
statutory damages of $1,000.00 for each Plaintiff.

[11. SUMARY

This is a conplex case. It is still not clear how sensitive and/or
proprietary the 911 docunent. was (2nd is) or how genuinely harnful the
potential decryption schene nay have been or if either were discovered by
the Secret Service in the informati on seized on March 1, 1990. The fact
that no crimnal charges have ever been filed and the investigation
remai ns "on going" is, of course, not conclusive.

The conplexity of this case results fromthe Secret Service's insufficient
i nvestigation and its |ack of know edge of the specific laws that could
apply to their conduct on February 28, 1990 and thereafter. It appears
obvi ous neither the governnent enployees nor the Plaintiffs or their

| awers contenpl ated the statute upon which this case is brought back in
February, March, April, May or June of 1990. But this does not provide
assistance to the defense of the case. The Secret Service and its
personnel are the entities that citizens, |ike each of the Plaintiffs,
rely upon and | ook to protect their rights and properties. The Secret
Service conduct resulted in the seizure of property, products, business
records, business docunents, and el ectronic conmunications of a
corporation and four individual citizens that the statutes were intended
to protect.

It may well be, as the Governnent Defendants contend, these statutes
relied upon by the Plaintiffs should not apply to the facts of this case,
as these holdings may result in the governnent having great difficulties
in obtaining informati on or conputer docunents -representing ill egal
activities. But this Court cannot anend or rewite the statutes invol ved.
The Secret Service nust go to the Congress for relief. Until that tine,
this Court reconmends better education, investigation and strict
conpliance with the statutes as witten.

The Plaintiffs are ordered to submt application for attorney's fees and
costs with appropriate supporting affidavits within ten (10) days of the
date of this order. The Defendants will have ten days thereafter to file
their responses.

SIGNED this the 12 day of March, 1993.

Sam Sparks, United States District Judge




FOOTNOTES

1. Wiile the content of these publications are not simlar to those of
dai l y newspapers, news nmgazi nes, or other publications usually thought of
by this Court as dissemnating information to the public, these products
cone within the literal |anguage of the Privacy Protection Act.

2. A "hacker" is an individual who accesses another's conputer system
W t hout authority.

3. Kluepfel, WIlians, Spain and Ki bbler are enpl oyees of Bell Sout h;
Coutorie is a University of Texas Systens investigator assigned to

i nvestigate conputer hacking; and N edorf is a hacker involved in the
IIlinois bulletin board system

4. The Court does fault Agent Foley and the Secret Service on the failure
to make any investigation of Steve Jackson Ganes, Inc. prior to March 1,
1990, and to contact Steve Jackson in an attenpt to enlist his cooperation
and obtain information fromhimas there was never any basis to suspect

St eve Jackson or Steve Jackson Ganes, Inc. of any crimnal activity, and
there could be no questions the seizure of conputers, disks, and bulletin

board and all information thereon, including all back-up materials would
have an adverse effect (including conpletely stopping all activities) on
t he busi ness of Steve Jackson Ganes, Inc. and the users of |llum nati

bull etin board.

5. The application and the search warrant itself was worded by Fol ey and
Cook so that all information would be "read" by the Secret Service.

6. The Court finds the testinony of Joanne M dw kis, an accountant who
testified on behalf of Steve Jackson Ganes, Inc. and Steve Jackson, on
damages suffered by Steve Jackson Ganes, Inc. and Steve Jackson was not
credi bl e.

7. If the Secret Service, in the performance of executing Court order, had
only obtained and taken the 911 docunent or alleged decryption materials,
application of the definitions of "docunentary materials" and "work
product materials" would logically result in no violation of the statute
under the circunstances of this case. It was the seizing all docunents and
informati on and, thereafter, the failure to pronptly return the

i nformation sei zed which leads to violation of the statute.

8. The legislative history to the Privacy Protection Act states:

...the Conmmttee recognized a problemfor the |aw enforcenent officer, who
seeking to conply with the statute, m ght be uncertain whether the

mat eri al s he sought were work product or nonwork product and that they
were intended for publication. Therefore, in the interests of allow ng for



sonme objective neasure for judgnent by the office, the Commttee has
provi ded that the work product nust be possessed by soneone "reasonably
bel i eved" to have a purpose to comrunicate to the public.

S. Rep. No. 874, 96th Cong., 2nd Sess., 10 (1980), _reprinted in_ 1980

US CCAN 3950, 3957. As the Court has stated, Agent Foley with only a
few hours of investigation would have "reasonably believed" Steve Jackson
Ganes, Incorporated had "a purpose to communicate to the public.”
Therefore, under an objective standard, assum ng a reasonable

I nvestigation, Agent Foley and the Secret Service violated the statute on
March 1, 1990. However, Agent Foley was not aware of the Privacy
Protection Act and was therefore not "seeking to conply" wth its
requi renents. Consequently, the Court found on March 1, 1990 neither Agent
Fol ey or any other enpl oyee or agent of the United States "reasonably
bel i eved" the materials seized were work product or Steve Jackson Ganes,

| ncor porated had a "purpose to dissenmnate to the public.”
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Bef ore H G3 NBOTHAM JONES and BARKSDALE, G rcuit Judges.
RHESA HAVWKI NS BARKSDALE, G rcuit Judge:

The narrow i ssue before us is whether the seizure of a
conputer, used to operate an electronic bulletin board system and
containing private electronic mail which had been sent to (stored
on) the bulletin board, but not read (retrieved) by the intended
reci pients, constitutes an unlawful intercept under the Federal
Wretap Act, 18 U. S.C. s 2510, et seq., as anended by Title | of
t he El ectroni c Communi cations Privacy Act of 1986, Pub.L. No.
99-508, Title I, 100 Stat. 1848 (1986). W hold that it is not,
and therefore AFFI RM



The district court's findings of fact are not in dispute. See
St eve Jackson Ganmes, Inc. v. United States Secret Service, 816
F. Supp. 432 (WD. Tex. 1993). Appellant Steve Jackson Ganes,
| ncorporated (SJG, publishes books, magazi nes, rol e-playing ganes,
and rel ated products. Starting in the m d-1980s, SJG operated an
el ectronic bulletin board system called "Illumnati"™ (BBS), from
one of its conputers. SJG used the BBS to post public information
about its business, ganes, publications, and the rol e-playing
hobby; to facilitate play-testing of ganes bei ng devel oped; and
to comunicate with its custoners and free-lance witers by
electronic mail (E- mail).

Central to the issue before us, the BBS also offered custoners
the ability to send and receive private E-mail. Private E-mail was
stored on the BBS conputer's hard disk drive tenporarily, until the
addressees "called" the BBS (using their conputers and nodens) and
read their mail. After reading their E- nmail, the recipients could
choose to either store it on the BBS conputer's hard drive or
delete it. In February 1990, there were 365 BBS users. Anobng
ot her uses, appellants Steve Jackson, Elizabeth McCoy, WIIliam
MIliken, and Steffan O Sullivan used the BBS for comruni cation by
private E-mail.

In October 1988, Henry Kluepfel, Director of Network Security
Technol ogy (an affiliate Bell Conpany), began investigating the
unaut hori zed duplication and distribution of a conputerized text
file, containing informati on about Bell's energency call system
In July 1989, Kluepfel informed Secret Service Agent Foley and an
Assistant United States Attorney in Chicago about the unauthorized
distribution. 1In early February 1990, Kl uepfel |earned that the
docunent was avail able on the "Phoeni x Project” conputer bulletin
board, which was operated by Loyd Bl ankenship in Austin, Texas;

t hat Bl ankenshi p was an SJG enpl oyee; and that, as a co-systens
operator of the BBS, Bl ankenship had the ability to review and,
per haps, delete any data on the BBS.

On February 28, 1990, Agent Foley applied for a warrant to
search SJG s prem ses and Bl ankenshi p's residence for evidence of
violations of 18 U S.C. ss 1030 (proscribes interstate
transportation of conputer access information) and 2314 (proscribes
Interstate transportation of stolen property). A search warrant
for SJG was issued that sane day, authorizing the seizure of, inter



alia,

[c] onmputer hardware ... and conputer software ... and ...
docunents relating to the use of the conputer system..., and
financial docunents and |icensing docunentation relative to

t he conputer prograns and equi pnent at ... [SJG ... which
constitute evidence ... of federal crines.... This warrant is
for the seizure of the above descri bed conputer and conputer
data and for the authorization to read information stored and
contai ned on the above described conputer and conputer data.

The next day, March 1, the warrant was executed by the Secret
Service, including Agents Fol ey and Golden. Anong the itens seized
was the conputer which operated the BBS. At the tine of the
seizure, 162 itens of unread, private E-nail were stored on the
BBS, including itens addressed to the individual appellants.
Despite the Secret Service's denial, the district court found that
Secret Service personnel or delegates read and deleted the private
E-mail stored on the BBS.

Appel lants filed suit in May 1991 agai nst, anong others, the
Secret Service and the United States, claimng, inter alia,
violations of the Privacy Protection Act, 42 U S.C. s 2000aa, et
seq. [FN1]; the Federal Wretap Act, as anended by Title |I of the
El ectroni ¢ Comruni cations Privacy Act (ECPA), 18 U S.C. ss
2510- 2521 (proscribes, inter alia, the intentional interception of
el ectronic conmunications); and Title Il of the ECPA, 18 U S. C ss
2701- 2711 (proscribes, inter alia, intentional access, wthout
aut horization, to stored electronic comruni cations). [FN2]

The district court held that the Secret Service violated the
Privacy Protection Act, and awarded actual danages of $51,040 to
SJG and that it violated Title Il of the ECPA by seizing stored
el ectroni ¢ conmuni cati ons wi thout conplying with the statutory
provi sions, and awarded the statutory damages of $1,000 to each of
t he individual appellants. And, it awarded appellants $195,000 in
attorneys' fees and approximately $57,000 in costs. But, it held
that the Secret Service did not "intercept” the E-mail in violation
of Title I of the ECPA, 18 U.S.C. s 2511(1)(a), because its
acquisition of the contents of the el ectronic comunications was
not contenporaneous wth the transm ssion of those communi cati ons.



As stated, the sole issue is a very narrow one: whether the
sei zure of a conputer on which is stored private E-mail that has
been sent to an electronic bulletin board, but not yet read
(retrieved) by the recipients, constitutes an "intercept”
proscribed by 18 U S.C. s 2511(1)(a). [FN3] Section 2511 was
enacted in 1968 as part of Title IIl of the Omibus Crine Control
and Safe Streets Act of 1968, often referred to as the Federal
Wretap Act. Prior to the 1986 anendnent by Title | of the ECPA,
it covered only wire and oral comunications. Title |I of the ECPA
extended that coverage to el ectronic comunications. [FNA] In
rel evant part, s 2511(1)(a) proscribes "intentionally
intercept[ing] ... any wire, oral, or electronic conmunication",
unl ess the intercept is authorized by court order or by other
exceptions not relevant here. Section 2520 authorizes, inter alia,
persons whose el ectronic communi cations are intercepted in
violation of s 2511 to bring a civil action against the interceptor
for actual danages, or for statutory damages of $10, 000 per
viol ation or $100 per day of the violation, whichever is greater.
18 U.S.C. s 2520. [FN5]

The Act defines "intercept” as "the aural or other acquisition
of the contents of any wire, electronic, or oral communication
t hrough the use of any el ectronic, nechanical, or other device."
18 U.S.C. s 2510(4). The district court, relying on our court's
interpretation of intercept in United States v. Turk, 526 F.2d 654
(5th Gr.), cert. denied, 429 U S. 823, 97 S.C. 74, 50 L.Ed.2d 84
(1976), held that the Secret Service did not intercept the
comruni cati ons, because its acquisition of the contents of those
comruni cati ons was not contenporaneous with their transmssion. 1In
Turk, the governnent seized froma suspect's vehicle an audi o tape
of a prior conversation between the suspect and Turk. (Restated,
when the conversation took place, it was not recorded
cont enporaneously by the governnent.) Qur court held that
repl ayi ng the previously recorded conversati on was not an
"intercept”, because an intercept "require[s] participation by the
one charged with an '"interception' in the contenporaneous
acqui sition of the comunication through the use of the device".
ld. at 658.

Appel | ants agree with Turk's hol ding, but contend that it is
not applicable, because it "says nothing about governnent action
t hat both acquires the communication prior to its delivery, and



prevents that delivery." (Enphasis by appellants.) Al ong that
| ine, appellants note correctly that Turk's interpretation of
"intercept"” predates the ECPA, and assert, in essence, that the
I nformation stored on the BBS could still be "intercepted" under
the Act, even though it was not in transit. They maintain that to
hol d ot herwi se does violence to Congress' purpose in enacting the
ECPA, to include providing protection for E-nmail and bulletin
boards. For the nost part, appellants fail to even discuss the
pertinent provisions of the Act, nuch | ess address their
application. Instead, they point sinply to Congress' intent in
enacting the ECPA and appeal to logic (i.e., to seize sonething
before it is received is to intercept it).

But, obviously, the | anguage of the Act controls. |In that regard,
appel | ees counter that "Title Il, not Title I, ... governs the
sei zure of stored el ectronic communi cati ons such as unread e-nail
nessages”, and note that appellants have recovered damages under
Title Il. Understanding the Act requires understandi ng and
applying its many technical terns as defined by the Act, as well as
engagi ng i n painstaking, nethodical analysis. As appellees note,
the issue is not whether E-mail can be "intercepted”; it can.

| nstead, at issue is what constitutes an "intercept".

Prior to the 1986 anendnent by the ECPA, the Wretap Act
defined "intercept” as the "aural acquisition” of the contents of
wire or oral communications through the use of a device. 18 U S. C
s 2510(4) (1968). The ECPA anended this definition to include the
"aural or other acquisition of the contents of ... wre,
el ectronic, or oral conmmunications...." 18 U S. C. s 2510(4) (1986)
(enphasi s added for newterns). The significance of the addition
of the words "or other"” in the 1986 anendnent to the definition of
"intercept” becones clear when the definitions of "aural" and
"“el ectroni c conmuni cation"” are exam ned; electronic conmmuni cations
(whi ch include the non- voice portions of wire comruni cations), as
defined by the Act, cannot be acquired aurally.

Webster's Third New International Dictionary (1986) defines
"aural"™ as "of or relating to the ear"” or "of or relating to the
sense of hearing". 1d. at 144. And, the Act defines "aural
transfer” as "a transfer containing the human voice at any point
bet ween and i ncluding the point of origin and the point of
reception.” 18 U S.C. s 2510(18). This definition is extrenely
| nportant for purposes of understanding the definition of a "wire
comruni cation”, which is defined by the Act as



any aural transfer nade in whole or in part through the use of
facilities for the transm ssion of comrunications by the aid
of wre, cable, or other |ike connection between the point of
origin and the point of reception (including the use of such
connection in a switching station) ... and such termincl udes
any el ectronic storage of such communi cati on.

18 U.S.C. s 2510(1) (enphasis added). 1In contrast, as noted, an
"el ectronic comruni cation” is defined as "any transfer of signs,
signals, witing, inages, sounds, data, or intelligence of any
nature transmtted in whole or in part by a wire, radio,

el ectromagneti c, photoel ectronic or photooptical system... but
does not include ... any wire or oral communication...."” 18 U S. C
s 2510(12) (enphasis added).

Critical to the issue before us is the fact that, unlike the
definition of "wire conmunication”, the definition of "electronic
comruni cati on" does not include electronic storage of such
comruni cations. See 18 U.S.C. s 2510(12). See note 4, supra.
[FN6] "Electronic storage"” is defined as

(A) any tenporary, internediate storage of a wire or

el ectroni c comuni cation incidental to the electronic
transm ssion thereof; and

(B) any storage of such communication by an el ectronic
comruni cati on service for purposes of backup protection of
such conmuni cation.. ..

18 U.S.C. s 2510(17) (enphasis added). The E-mail in issue was in
"el ectronic storage". Congress' use of the word "transfer" in the
definition of "electronic conmunication”, and its om ssion in that
definition of the phrase "any el ectronic storage of such

comruni cation” (part of the definition of "wire conmrunication")
reflects that Congress did not intend for "intercept” to apply to
“el ectroni ¢ conmuni cations” when those communications are in

"el ectronic storage". [FN7]

We coul d stop here, because "[i]ndisputably, the goal of
statutory construction is to ascertain legislative intent through
the plain | anguage of a statute--without |looking to |egislative
hi story or other extraneous sources". Stone v. Caplan (Matter of
Stone), 10 F.3d 285, 289 (5th G r.1994). But, when interpreting a



statute as conplex as the Wretap Act, which is famous (if not

i nfanmous) for its lack of clarity, see, e.g., Forsyth v. Barr, 19
F.3d 1527, 1542-43 (5th Cr.), cert. denied, --- US ----, ---
sa. ----, --- L.Ed.2d ---- (1994), we consider it appropriate to
note the |l egislative history for confirmation of our understandi ng
of Congress' intent. See id. at 1544.

As the district court noted, the ECPA's legislative history
makes it crystal clear that Congress did not intend to change the
definition of "intercept” as it existed at the tine of the
anendnment. See 816 F. Supp. at 442 (citing S.Rep. No. 99-541, 99th
Cong., 2d Sess. 13 (1986), reprinted in 1986 U S.C. C. A N 3555,
3567). The Senate Report expl ains: Section 101(a)(3) of the
[ ECPA] anends the definition of the term™"intercept” in current
section 2510(4) of title 18 to cover electronic comrunicati ons.
The definition of "intercept"” under current lawis retained with
respect to wire and oral conmunications except that the term"or

other" is inserted after "aural." This amendnent clarifies that it
is illegal to intercept the nonvoice portion of a wire
comruni cation. For exanple, it is illegal to intercept the data or

digitized portion of a voice conmunication. 1986 U S.C.C A N at
3567.

Qur conclusion is reinforced further by consideration of the
fact that Title Il of the ECPA clearly applies to the conduct of
the Secret Service in this case. Needless to say, when construing
a statute, we do not confine our interpretation to the one portion
at issue but, instead, consider the statute as a whole. See, e.g.,
United States v. MmCord, --- F.3d ----, ----, 1994 W 523211, at *6
(5th Gr.1994) (citing N. Singer, 2A Sutherland Statutory
Construction, s 46.05, at 103 (5th ed. 1992)). Title Il generally
proscri bes unaut hori zed access to stored wire or electronic
comruni cations. Section 2701(a) provides:

Except as provided in subsection (c) of this section whoever--
(1) intentionally accesses w thout authorization a facility
t hrough which an el ectronic comunication service is provided;

or

(2) intentionally exceeds an authorization to access that
facility; and thereby obtains, alters, or prevents



aut hori zed access to a wire or electronic conmmuni cation while
it is in electronic storage in such system shall be
puni shed. . ..

18 U S.C. s 2701(a) (enphasis added).
As stated, the district court found that the Secret Service

violated s 2701 when it intentionally accesse[d] w thout
aut horization a facility [the conputer] through which an el ectronic

comruni cation service [the BBS] is provided ... and thereby
obtai n[ed] [and] prevent[ed] authorized access [by appellants] to
a[n] ... electronic conmunication while it is in electronic storage

in such system 18 U. S.C. s 2701(a). The Secret Service does not
chal | enge this ruling.

W find no indication in either the Act or its legislative
hi story that Congress intended for conduct that is clearly
prohibited by Title Il to furnish the basis for a civil renedy
under Title |I as well. Indeed, there are persuasive indications
that it had no such intention.

First, the substantive and procedural requirenents for
aut horization to intercept electronic conmunications are quite
different fromthose for accessing stored electronic
comruni cations. For exanple, a governnental entity nay gain access
to the contents of electronic comunications that have been in
el ectronic storage for |less than 180 days by obtaining a warrant.
See 18 U. S.C. s 2703(a). But there are nore stringent, conplicated
requirenments for the interception of electronic comunications; a
court order is required. See 18 U S. C. s 2518.

Second, other requirenents applicable to the interception of
el ectroni ¢ conmuni cati ons, such as those governing m nim zation,
duration, and the types of crinmes that may be investigated, are not
| nposed when the comruni cations at issue are not in the process of
being transmtted at the nonent of seizure, but instead are in
el ectronic storage. For exanple, a court order authorizing
i nterception of electronic comunications is required to include a
directive that the order shall be executed "in such a way as to
mnimze the interception of comruni cati ons not otherw se subject
to interception'. 18 U S.C s 2518(5). Title Il of the ECPA does
not contain this requirenent for warrants authorizing access to
stored el ectronic comruni cations. The purpose of the mnim zation



requirenment is to inplenment "the constitutional obligation of
avoiding, to the greatest possible extent, seizure of conversations
whi ch have no relationship to the crinmes being investigated or the
pur pose for which electronic surveillance has been authorized".
James G Carr, The Law of Electronic Surveillance, s 5.7(a) at 5-28
(1994).

Qobvi ously, when intercepting el ectronic comunications, |aw
enforcenent officers cannot know i n advance which, if any, of the
i ntercepted communi cations will be relevant to the crine under
i nvestigation, and often will have to obtain access to the contents
of the communications in order to make such a determ nation.
Interception thus poses a significant risk that officers wll
obtai n access to conmuni cati ons whi ch have no rel evance to the
I nvestigation they are conducting. That risk is present to a
| esser degree, and can be controlled nore easily, in the context of
stored el ectroni c comuni cati ons, because, as the Secret Service
advi sed the district court, technol ogy exists by which rel evant
comruni cations can be | ocated without the necessity of review ng
the entire contents of all of the stored communications. For
exanpl e, the Secret Service clainmed (although the district court
found otherwise) that it reviewed the private E-mail on the BBS by
use of key word searches.

Next, as noted, court orders authorizing an intercept of
el ectroni c conmuni cations are subject to strict requirenents as to
duration. An intercept may not be authorized "for any period
| onger than is necessary to achi eve the objective of the
aut hori zation, nor in any event longer than thirty days". 18 U S. C
s 2518(5). There is no such requirenent for access to stored
communi cati ons.

Finally, as also noted, the limtations as to the types of
crimes that may be investigated through an intercept, see 18 U S. C
s 2516, have no counterpart in Title Il of the ECPA. See, e.g., 18
US C s 2703(d) (court nay order a provider of electronic
comruni cati on service or renote conputing service to disclose to a
governnental entity the contents of a stored electronic
comruni cation on a show ng that the information sought is "rel evant
to alegitimte |aw enforcenent inquiry").

In light of the substantial differences between the statutory
procedures and requirenents for obtaining authorization to



i ntercept el ectronic comuni cati ons, on the one hand, and to gain
access to the contents of stored el ectronic conmuni cations, on the
other, it is nost unlikely that Congress intended to require |aw
enforcenent officers to satisfy the nore stringent requirenents for
an intercept in order to gain access to the contents of stored

el ectroni ¢ conmuni cations. [ FN8]

At oral argunent, appellants contended (for the first tine)
that Title Il1's reference in s 2701(c) to s 2518 (which sets forth
t he procedures for the authorized interception of wre, oral, or
el ectroni c conmuni cations) reflects that Congress intended
consi derabl e overlap between Titles | and Il of the ECPA. [FN9] As
stated, s 2701(a) prohibits unauthorized access to stored wire or
el ectroni ¢ conmuni cations. Subsection (c) of s 2701 sets forth the
exceptions to liability under subsection (a), which include conduct
aut hori zed:

(1) by the person or entity providing a wire or electronic
communi cati ons servi ce;

(2) by a user of that service with respect to a commrunication
of or intended for that user; or

(3) in section 2703, 2704 or 2518 of this title.
18 U.S.C. s 2701(c) (enphasis added). [FN10]

Appel | ant s over enphasi ze the significance of this reference to
s 2518. As discussed in notes 6-7, supra, it is clear that
Congress intended to treat wire communi cations differently from
el ectroni ¢ communi cations. Access to stored electronic
comruni cati ons may be obtained pursuant to a search warrant, 18
US C s 2703; but, access to stored wire conmuni cations requires
a court order pursuant to s 2518. Because s 2701 covers both
stored wire and el ectronic comruni cations, it was necessary in
subsection (c) to refer to the different provisions authorizing
access to each.

L1,
For the foregoing reasons, the judgnent is AFFI RVED.

FN1. Section 2000aa(a) provides that it is unlawful for a



governnment officer or enployee, in connection with the

i nvestigation ... of a crimnal offense, to search for or seize any
wor kK product materials possessed by a person reasonably believed to
have a purpose to dissemnate to the public a newspaper, book,
broadcast, or other simlar formof public communication.... Anpbng
the itens seized was a draft of GURPS Cyberpunk, a book intended by
SJG for imedi ate publication. It was one of a series of fantasy
rol e-pl ayi ng gane books SJG published. "GURPS' is an acronym for
SJG s "Generic Universal Roleplaying Systenm'. "Cyberpunk” refers
to a science fiction literary genre which becane popular in the
1980s, which is characterized by the fictional interaction of
humans with technol ogy and the fictional struggle for power between
i ndi vi dual s, corporations, and governnent.

FN2. Kl uepfel, the Assistant United States Attorney, and
Agents Fol ey and CGol den were also sued. In addition to the
statutory clainms, appellants also clainmed violations of the First
and Fourth Anendnments to the United States Constitution. And, in
Sept enber 1992, they added state | aw clains for conversion and
I nvasi on of privacy. Prior to trial, the clainms against the
I ndi vi dual s were di sm ssed, and appellants withdrew their
constitutional and state |aw cl ai ns.

FN3. Appellants raised two other issues regardi ng damages, but
| at er advi sed that they have been settled. And, prior to briefing,
the Secret Service dismssed its cross-appeal .

FN4A. An "el ectronic comrunication” is defined as: any
transfer of signs, signals, witing, inmges, sounds, data, or
intelligence of any nature transmtted in whole or in part by a
wire, radio, electronmagnetic, photoel ectronic or photooptical
systemthat affects interstate or foreign comrerce, but does not
i nclude-- (A) the radio portion of a cordless tel ephone
comruni cation that is transmtted between the cordl ess tel ephone
handset and the base unit; (B) any wire or oral comunication; (C
any communi cation nmade through a tone-only pagi ng device; or (D)
any communi cation froma tracking device (as defined in section
3117 of this title).... 18 U S.C. s 2510(12).

FN5. Title I of the ECPA increased the statutory danages for
unl awful interception from $1,000 to $10,000. See Bess v. Bess,
929 F. 2d 1332, 1334 (8th Cr.1991). On the other hand, as noted,
Title Il authorizes an award of "the actual danmages suffered by the



plaintiff and any profits made by the violator as a result of the

violation, but in no case ... less than the sum of $1000". 18
US C s 2707(c). As discussed, the individual appellants each
received Title Il statutory damages of $1, 000.

FN6. Wre and el ectronic conmuni cations are subject to
different treatnment under the Wretap Act. The Act's excl usionary
rule, 18 U S.C. s 2515, applies to the interception of wire
comruni cati ons, including such comunications in electronic
storage, see 18 U S.C. s 2510(1), but not to the interception of
el ectronic conmuni cations. See 18 U S.C. s 2518(10)(a); United
States v. Meriwether, 917 F.2d 955, 960 (6th G r.1990); S.Rep. No.
99-541, 99th Cong., 2d Sess. 23 (1986), reprinted in 1986
US CCA N 3555 3577. And, the types of crines that nay be
I nvesti gated by neans of surveillance directed at el ectronic
comruni cations, 18 U S.C. s 2516(3) ("any federal felony"), are not
as limted as those that nay be investigated by neans of
surveillance directed at wwre or oral conmunications. See 18
U S C s 2516(1) (specifically listed felonies).

FN7. Stored wire comruni cations are subject to different
treatnent than stored el ectronic communications. GCenerally, a
search warrant, rather than a court order, is required to obtain
access to the contents of a stored el ectronic communi cation. See
18 U S.C. s 2703(a). But, conpliance with the nore stringent
requi rements of s 2518, including obtaining a court order, is
necessary to obtain access to a stored wire comruni cation, because
s 2703 expressly applies only to stored el ectroni c comruni cati ons,
not to stored wire comruni cations. See Janes G Carr, The Law of
El ectronic Surveillance, s 4.10, at 4-126--4-127 (1994) (citing
H R Rep. No. 99-647, 99th Cong., 2d Sess. 67-68 (1986)).

FN8. The ECPA |l egislative history's explanation of the
prohi bitions regarding disclosure al so persuades us of the
soundness of Turk's interpretation of "intercept"” and our
under st andi ng of the distinctions Congress intended to draw between
comruni cations being transmtted and comuni cations in electronic
storage. In describing Title Il's prohibitions against disclosure
of the contents of stored conmunications, the Senate Report points
out that s 2702(a) (part of Title Il) "generally prohibits the
provider of a wire or electronic comunication service to the
public fromknow ngly divulging the contents of any communi cati on
while in electronic storage by that service to any person ot her



t han the addressee or intended recipient.” S. Rep. No. 99-541, 97th
Cong. 2nd Sess. 37, 1986 U. S.C.C A N 3555, 3591 (enphasis added).
It then goes on to state that s 2511(3) of the Wretap Act, as
anended by Title | of the ECPA, "prohibits such a provider from

di vul ging the contents of a comunication while it is in

transm ssion”. 1d. (enphasis added).

FN9. It goes wi thout saying that we generally will not
consider issues raised for the first time at oral argunent. For
this rare exception, the parties, as ordered, filed suppl enental
briefs on this point.

FN10. Section 2703 sets forth the requirenents for
governnmental access to the contents of electronic (but not wre)
communi cations. For electronic communi cations that have been in
el ectronic storage for 180 days or |ess, the governnent can gain
access to the contents pursuant to a federal or state warrant. 18
U S C s 2703(a). For comrunications that are nmaintai ned by a
renote conputing service and that have been in storage for nore
t han 180 days, the governnent can gain access by obtaining a
warrant, by adm nistrative or grand jury subpoena, or by obtaining
a court order pursuant to s 2703(d). 18 U. S.C. s 2703(b). Section
2704 al so deals only with electronic communications; it provides,
inter alia, that a governnental entity nmay include in its subpoena
or court order a requirenent that the service provider create and
mai ntain a duplicate of the contents of the electronic
comruni cations sought. 18 U. S.C. s 2704.
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Bruce Sterling's Speech to the High Technology
Crime Investigation Association - Lake Tahoe,
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Literary Freeware -- Not for Commercial Use

Good norning, ny nane's Bruce Sterling, and I'ma sonetine conputer
crime journalist and longtinme science fiction witer fromAustin
Texas. |'mthe guy who wote HACKER CRACKDOWN, which is the book

you' re getting on one of those floppy disks that are being distributed
at this gig like party favors.

People in | aw enforcenent often ask ne, M Sterling, if you're a
science fiction witer |like you say you are, then why should you care
about Anerican conputer police and private security? And al so, how
come ny kids can never find any copies of your sci-fi novels? \Wll,
ny publishers do their best. The truth of the matter is that |'ve

survived ny brief career as a conputer-crine journalist. ' m now
back to witing science fiction full tinme, like | want to do and |ike
| ought to do. | really can't help the rest of it.

It's true that HACKER CRACKDOWN is still available on the stands at
your friendly | ocal bookstore --naybe a better chance if it's a
conput er bookstore. In fact it's in its second paperback printing,
whi ch is considered pretty good news in ny business. The critics have
been very kind about that book. But even though I'msure | could
write another book |ike HACKER CRACKDOMWN every year for the rest of ny
life, I'"'mjust not gonna do that.

| nstead, |let nme show you sone itens out of this bag. This is HACKER
CRACKDOWN, the paperback. And see, this is a book of ny short stories
t hat has cone out since | published HACKER CRACKDOWN! And here's a
brand new hardback novel of m ne which cane out just l|last nonth! Hard
physi cal evidence of ny career as a fiction witer! | know these
wacko cyberpunk sci-fi books are of basically zero rel evance to you
guys, but I'm absurdly proud of them so | just had to show them off.

So why did | wite HACKER CRACKDOMN in the first place? Well, |
figured that sonebody ought to do it, and nobody el se was w | ling,
that's why. When | first got interested in Operation Sundevil and



t he Legion of Doom and the raid on Steve Jackson Ganes and so forth,

It was 1990. All these issues were very obscure. It was the mddle
of the Bush Adm nistration. There was no informati on superhi ghway
vice president. There was no WRED magazi ne. There was no El ectronic
Frontier Foundation. There was no Clipper Chip and no Digital

Tel ephony Initiative. There was no PGP and no Wrld Wde Wb. There
were a few books around, and a couple of novies, that glanorized
conputer crackers, but there had never been a popul ar book witten
about Anerican conputer cops.

When | got started researchi ng HACKER CRACKDOW, ny first and only
nonfiction book, | didn't even think | was going to wite any such
book. There were four other journalists hot on the case who were all
rather better qualified than | was. But one by one they all dropped
out. Eventually | realized that either I was going to wite it, or
nobody was ever going to tell the story. Al l those strange events
and peculiar happeni ngs would have passed, and left no public record.
| couldn't help but feel that if | didn't take the trouble and effort
to tell people what had happened, it would probably all have to happen
all over again. And again and again, until people finally noticed it
and were wlling to talk about it publicly.

Nowadays it's very different. There are about a mllion journalists
with Internet addresses now. There are ot her books around, |ike for
| nstance Hafner and Markoff's CYBERPUNK QUTLAWS AND HACKERS, which is
a far better book about hackers than ny book is. Mingo and C ough's
book APPROACHI NG ZERO has a pretty interesting take on the European

virus scene. Joshua Quittner has a book com ng out on the Masters of

Decepti on hacki ng group. Then there's this other very recent book |
have here, CYBERSPACE AND THE LAW by Cavazos and Mrin, which is a
pretty good practical handbook on digital civil liberties issues.

This book explains in pretty good | egal detail exactly what kind of
stunts with your nodemare likely to get you into trouble. This is a
useful service for keeping people out of hot water, which is pretty
much what ny book was intended to do, only this book does it better.
And there have been a | ot of nmgazi ne and newspaper articles
publ i shed.

Basically, I'mno | onger needed as a conputer crinme journalist. The
world is full of conputer journalists now, and the stuff | was witing
about four years ago, is hot and sexy and popul ar now. That's why |
don't have to wite it any nore. | was ahead of ny tine. " m
supposed to be ahead of ny tine. |'ma science fiction witer.



Believe it or not, I"'mneeded to wite science fiction. Taking a
science fiction witer and turning himinto a journalist is like
stealing pencils froma blind man's cup.

So frankly, | haven't been keeping up with you guys, and your odd and
unusual world, with the sanme gusto | did in 90 and 91. Nowadays, |
spend all ny time researching science fiction. | spent nost of 92 and

93 | earning about tornadoes and the G eenhouse Effect. At the nonent,
|"'mreally interested in photography, cosnetics and conputer

interfaces. In 95 and 96 1'lI|l be interested in sonething else. That
may seem kind of odd and dilettantish on nmy part. It doesn't show
much intell ectual staying power. But ny intellectual |ife doesn't

have to nmake any sense. Because |I'ma science fiction witer.

Even though I'"'mnot in the conputer crine gane any nore, | do nmaintain
an interest. For a lot of pretty good reasons. | still read nost
of the conmputer crine journalismthat's out there. And I'll tell you
one thing about it. There's way, way too nuch bl ather about teenage

conputer intruders, and nowhere near enough coverage of conputer cops.
Conmputer cops are a hundred tines nore interesting than sneaky
teenagers with kodes and kards. A guy like Carlton Fitzpatrick shoul d
be a hundred tines nore fanous than sone wetched hacker kid |ike Mrk
Abene. A group like the FCICis a hundred tines nore influential and
i nportant and interesting than the Chaos Conputer C ub, Hack-Tic, and
t he 2600 group all put together.

The United States Secret Service is a heavy outfit. [It's astounding
how little has ever been witten or published about Secret Service
people, and their lives, and their history, and how life really |ooks
to them Cops are really good nmaterial for a journalist or a fiction
witer. Cops see things nost human bei ngs never see. Even private
security people have a lot to say for thenselves. Conputer-intrusion
hackers and phone phreaks, by contrast, are basically pretty damed
bori ng.

You know, | used to go actively |ooking for hackers, but | don't

bot her any nore. | don't have to. Hackers cone |ooking for ne these
days. And they find nme, because | make no particular effort to hide.
| get these phone calls -- | nean, | know a | ot of you have gotten

t hese hacker phone calls -- but for nme they go a ot like this:

Ring ring. "Hello?"



“I's this Bruce Sterling?"
"Yeah, you got him"
“"Are you the guy who wote HACKER CRACKDOWN?"

"Yeah, that's ne, dude. Wat's on your m nd?"

"Uh, nothing -- | just wanted to know if you were there!"

"Well, okay, |'m here. | f you ever get anything on your mnd, you
let me know." Cick, buzz. | get dozens of calls |ike that.

And, pretty often, 1'lIl get another call about 24 hours later, and
it'"ll be the sane kid, only this tinme he has ten hacker buddies wth
himon sone illegal bridge call. They're the Scarlet Scorpion and the

Electric Ninja and the Fl am ng Rutabaga, and they really want ne to
|l og onto their pirate bulletin board system the Smurfs in Hell BBS
somewhere in Wsconsin or Chio or Idaho. | thank thempolitely for
the invitation and | tell them | kind of have a | ot of previous
engagenents, and then they | eave ne al one.

| also get a lot of call fromjournalists. Journalists doing
conputer crime stories. |'ve sonmehow acquired a reputation as a guy
who knows sonet hi ng about conputer crine and who is willing to talk to
journalists. And | do that, too. Because | have nothing to | ose.
Way shouldn't | talk to another journalist? He's got a boss, | don't.
He's got a deadline, | don't. | know nore or less what |'mtalKking
about, he usually doesn't have a ghost of a clue. And suppose | say
sonmething really rude or tactless or crazy, and it gets printed in
public. So what? |I'ma science fiction witer! \Wlat are they
supposed to do to ne -- take away ny tenure?

Hackers will also talk to journalists. Hackers brag all the tine.
Conmput er cops, however, have not had a stellar record in their press
relations. | think this is sad. | understand that there's a genuine
need for operational discretion and so forth, but since a |ot of
conputer cops are experts in tel ecomruni cations, you' d think they'd
come up with sonme neat trick to get around these |imtations.

Let's consider, for instance, the Kevin Mtnick problem W all know
who this guy Mtnick is. If you don't know who Kevin Mtnick is,
rai se your hand.... R ght, | thought so. Kevin Mtnick is a hacker



and he's on the lamat the nonent, he's a wanted fugitive. The FBI
tried to nab Kevin a few nonths back at a conputer civil liberties
convention in Chicago and apprehended the wong guy. That was pretty
enbarrassi ng, frankly. | was there, | sawit, | also saw the FBI
trying to explain later to about five hundred enraged sel f-righteous
|iberals, and it was pretty sad. The | ocal FBI office cane a
cropper because they didn't really know what Kevin Mtnick | ooked

li ke.

| don't know what Mtnick | ooks |ike either, even though |'ve witten
about hima little bit, and ny question is, how cone? How cone
there's no publicly accessible Wrl dWdeWb page with nugshots of
want ed conputer-crinme fugitives? Even the US Postal Service has got
this much together, and they don't even have nodens. Wy don't the
FBI and the USSS have public relations stations in cyberspace? For
that matter, why doesn't the HICIA have its own Internet site? All

t he conputer businesses have Internet sites now, unless they're
totally out of it. Wy aren't conputer cops in nuch, nuch better

rapport with the conputer comrunity through conputer networks? You
don't have to grant live interviews with every journalist in sight if
you don't want to, | can understand that that can create a big ness

sonetimes. But just put sonme data up in public, for heaven's sake.
Crime statistics. Wnted posters. Security advice. Antivirus
prograns, whatever. Stuff that wll help the cyberspace comunity
t hat you are supposed to be protecting and serving.

| know there are people in conputer |aw enforcenent who are ready and
willing and able to do this, but they can't nake it happen because of
t oo much bureaucracy and, frankly, too nuch usel ess hernetic secrecy.
Conmput er cops ought to publicly walk the beat in cyberspace a | ot

nore, and stop hiding your |ight under a bushel. What is your
probl em exactly? Are you afraid sonebody mght find out that you
exi st?

| think that this is an amazi ng oversi ght and a total no-brainer on

your part, to be the cops in an information society and not be wlling
to get online big-tine and really push your information -- but maybe
that's just nme. | enjoy publicity, personally. | think it's good for
people. | talk a |ot, because |I'mjust an opinionated guy. | can't

help it. A witer without an opinion is like a farnmer w thout a plow,
or a professor w thout a chal kboard, or a cop wthout a conputer
--it's just sonething basically usel ess and unnatural.



| don't mnd talking to you this norning, |'mperfectly willing to
talk to you, but since I"'mnot a cop or a prosecutor, | don't really
have much of genui ne nuts-and-bolts value to offer to you | adies and
gentlenmen. It's sheer arrogance on ny part to |lecture you on howto
do your jobs. But since |l was asked to cone here, | can at | east
offer you ny opinions. Since they're probably not worth nuch, |
figure | ought to at |east be frank about them

First the good part. Let ne tell you about a few recent events in
your mlieu that | have no conceptual difficulties wth. Case in
point. Sone guy up around San Francisco is cloning off cell phones,
and he's burning EPROMs and pirating cellular IDs, and he's noved
about a thousand of these hot phones to his running buddies in the nob
I n Si ngapore, and they've bought hima real nice sports car with the
pr oceeds. The Secret Service shows up at the guy's house, catches
himwith his little soldering irons in hand, busts him hauls him
downtown, calls a press conference after the bust, says that this
activity is a big problemfor cell phone conpanies and they're gonna

turn up the heat on people who do this stuff. | have no problemwth
this situation. | even take a certain grimsatisfactioninit. |Is
this a crinme? Yes. |Is this guy a bad guy with evil intent? Yes. |Is

| aw enforcenment performng its basic duty here? Yes it is. Do |
mnd if corporate private security is kinda pitching in behind the
scenes and protecting their own conmercial interests here? No, not

really. |Is there sonme major civil liberties and free expression angle
i nvolved in this guy's ripping off cellular conpanies? No. |Is there
a threat to privacy here? Yeah -- him the perpetrator. s the

Secret Service enptily boasting and grandstandi ng when they hang this
guy out to dry in public? No, this looks like legitimte deterrence
to nme, and if they want a little glory out of it, well hell we all
want a little glory sonetines. W can't survive without a little
glory. Take the dunb bastard away with ny bl essing.

Ckay, sone group of Vietnanese Triad types hijack a truckl oad of chips
in Silicon Valley, then nove the | oot overseas to the Asian bl ack

mar ket through sonme snuggling network that got bored with running
heroin. Are these guys "Robin Hoods of the Electronic Frontier?" |
don't think so. Am | all inpressed because sone warlord in the

CGol den Triangle may be getting free conputation services, and

i nformati on wants to be free? No, this doesn't strike ne as a
positive devel opnent, frankly. |s organized crine a nenace to our
society? Yeah! It is!



| can't say |'ve ever had anything nuch to do --knowingly that is
--wWith wiseguy types, but | spent alittle time in Mdscow recently,
and in Italy too at the height of their Tangentopoly kickback scandal,
and you know, organi zed crinme and endem c corruption are very serious
probl ens i ndeed. You get enough of that evil crap going on in your
society and it's |i ke nobody can breat he. A protection racket -- |
never quite grasped how that worked and what it neant to victins, till
| spent a couple of weeks in Mdscow | ast Decenber. That's a nasty

pi ece of work, that stuff.

Anot her case. Sone joker gets hinself a job in a | ong distance
provider, and he wites a PIN-trappi ng network program and he gets his
mtts on about eight zillion PINs and he sells themfor a buck apiece
to his hacker buddies all over the US and Europe. Do | think this is
clever? Yeah, it's pretty ingenious. Do | think it's a crine? Yes,

| think thisis acrimnal act. | think this guy is basically
corrupt. Do I think free or cheap |long distance is a good idea?
Yeah | do actually; | think if there were a very low flat rate on | ong

di stance, then you woul d see usage skyrocket so drastically that |ong
di stance providers would actually nake nore noney in the | ong run.

|'"d like to see themtry that experinent sonme tine; | don't think the
way they run phone conpanies in 1994 is the only possible way to run
t hem successfully. | think phone conpanies are probably gonna have to

change their act pretty drastically if they expect to survive in the
21st century's nedia environnent.

But you know, that's not this guy's |ookout. He's not the one to nake
t hat busi ness decision. Theft is not an act of reform He's abusing
a position of trust as an enployee in order to illegally Iine his own
pockets. | think this guy is a crook.

So | have no problens with those recent | aw enforcenent operations. |
wi sh they' d gotten nore publicity, and |I'mkinda sorry that | wasn't
able to give themnore publicity nyself, but at least |'ve heard of
them and | was paying sone attention when they happened. Now | want
to tal k about sone stuff that bugs ne.

|"'man author and |'minterested in free expression, and it's only

nat ural because that's nmy bailiwick. Free expression is a problemfor
witers, and it's always been a problem and it's probably al ways
gonna be a problem W in the Wst have these anci ent and honored
tradition of Western free speech and freedom of the press, and in the
US we have this rather nore up-to-date concept of "freedom of



i nformation.” But even so, there is an enornous anount of
"information” today which is highly problenmatic. Just because
freedomof the press was in the Constitution didn't nean that people
were able to stop thinking about what press-freedomreally neans in

real life, and fighting about it and suing each other about it. We
Aneri cans have lots of problens with our freedomof the press and our
freedom of speech. Problens |ike Iibel and slander. Incitenent to

riot. Cbscenity. Child pornography. Flag-burning. Cross-burning.
Race- hate propaganda. Political correctness. Sexist |anguage. Ms.
CGCore's Parents Music Resource Council. Mvie ratings. Plagiarism
Phot ocopying rights. A journalist's so-called right to protect his
sources. Fair-use doctrine. Lawer-client confidentiality. Paid
political announcenents. Banning ads for |iquor and cigarettes. The
fairness doctrine for broadcasters. School textbook censors.

Nati onal security. Mlitary secrets. Industrial trade secrets. Arts
funding for so-called obscenity. Even religious blaspheny such as
Sal man Rushdi e' s fanobus novel SATANI C VERSES, which is hated so
violently by the kind of people who like to blow up the Wrld Trade
Center. Al these huge probl ens about what people can say to each

ot her, under what circunstances. And that's w thout conputers and
conput er networks.

Every single one of those problens is applicable to cyberspace.
Conmputers don't nmake any of these old free-expression problens go
away; on the contrary, they intensify them and they introduce a bunch
of new probl ens. Probl ens |ike software piracy. Encryption.
Wre-fraud. Interstate transportation of stolen digital property.
Free expression on privately owned networks. So-called "data-m ning"
to i nvade personal privacy. Enployers spying on enployee e-mail.
Intell ectual rights over electronic publications. Conputer search and
seizure practice. Legal liability for network crashes. Conputer

i ntrusion, and on and on and on. These are real problens. They're
out there. They're out there now And in the future they're only
going to get worse. And there's going to be a bunch of new probl ens

t hat nobody's even inmagi ned yet.

| worry about these issues because guys in a position |ike m ne ought
to worry about these issues. | can't say |'ve ever suffered nuch
personal |l y because of censorship, or through ny governnent's

obj ections to what | have to say. On the contrary, the current US
governnment |ikes nme so nmuch that it kind of makes nme nervous. But
|"ve witten ten books, and I don't think I've ever witten a book

t hat coul d have been legally published inits entirety fifty years



ago. Because ny books tal k about things that people just didn't talk

about much fifty years ago, |like sex for instance. In ny books, ny
characters talk |ike normal people tal k nowadays, which is to say that
they cuss a | ot. Even in HACKER CRACKDOWN t here are sections where

peopl e use obscenities in conversations, and by the way the people |
was quoti ng were computer cops.

|"'mforty years old; | can renenber when people didn't use the word
"condom' in public. Nowadays, if you don't know what a condomis and
how to use it, there's a pretty good chance you're gonna die.

St andards change a lot. Culture changes a |lot. The |aws supposedly
governing this behavior are very gray and riddled with contradictions
and conproni ses. There are sone people who don't want our culture to
change, or they want to change it even faster in sone direction

t hey' ve got their own ideas about. When police get involved in
cultural struggles it's always very highly politicized. The chances
of its ending well are not good.

It's been quite a while since there was a really good ripping
conputer-intrusion scandal in the news. Nowadays the hotbutton issue
is porn. Kidporn and ot her porn. | don't have nuch synpathy for

ki dporn people, | think the exploitation of childrenis a vile and
grotesque crimnal act, but |I've seen sone conputer porn cases lately
that | ook pretty problematic and peculiar to ne. | don't think
there's a ot to be gained by playing up the terrifying nenace of porn
on networks. Porn is just too treacherous an issue to be of nuch use
to anybody. It's not a firm and dependable place in which to take a
stand on how we ought to run our networks.

For instance, there's this Amateur Action case. W've got this guy
and his wife in California, and they're selling sonme pretty seriously
vile material off their bulletin board. They get indicted in
Tennessee. \What is that about? Do we really think that people in
Menphi s can enforce their pornographic community standards on people
in California? |'d be genuinely inpressed if a prosecutor got a jury
in California to indict and convict some pornographer in Tennessee.
|'d figure that Tennessee guy had to be sone kind of pretty heavy-duty

por nogr apher. Doing that in the other direction is |ike shooting
fishin a barrel. There's sonething cheap about it. Thi s doesn't
snell like an airtight crimnal case to ne. This snells to nme like

some guy from Tennessee trying to enforce his own |ocal cultural
standards via a | ong-di stance phone line. That may not be the actual
truth about the case, but that's what the case |ooks like. It's real



hard to make a porn case | ook good at any tine. |If it's a weak case,

t hen the prosecutor |ooks |ike a bluenosed goody-goody winp. |If it's
a strong case, then the whole ness is so disgusting that nobody even
wants to think about it or even |ook hard at the evidence. Porn is a
no-win situation when it cones to the basic social purpose of
instilling | aw and order on networKks.

| think you could nmake a pretty good case in Tennessee that people in
California are a bunch of flakey perverted lunatics, but | also think
that in California you can nmake a pretty good case that people from
Tennessee are a bunch of hillbilly fundanentalist wackos. You start
pl ayi ng off one community agai nst another, pretty soon you' re out of
the realmof crimnal law, and into the realmof trying to control
peopl e's cultural behavior with a nightstick. There's not a lot to
be gained by this fight. You nmay intimdate a few pornographers here
and there, but you're also likely to seriously infuriate a bunch of
byst ander s. It's not a fight you can wn, even if you win a case, or
two cases, or ten cases. People in California are never gonna behave
in a way that satisfies people in Tennessee. People in California
have nore noney and nore power and nore influence than people in
Tennessee. People in California invented Hol |l ywood and Silicon
Val | ey, and people in Tennessee invented ways to put snut |abels on
rock and roll al buns.

This is what Pat Buchanan and Newt G ngrich are tal king about when
they tal k about cultural war in America. And this is what politically
correct people talk about when they | aunch ei ghteen harassnent

| awsui ts because sonme kid on sonme canpus conputer network said

sonet hing that sone ultrafem nist radical found deneani ng. If | were
a cop, | would be very careful of |looking |like a pawn in sone cul tural
war fare by anbitious radical politicians. The country's infested

with zeal ots now, zealots to the left and right. A lot of these
peopl e are fanatics notivated by fear and anger, and they don't care
two pins about public order, or the people who maintain it and keep

t he peace in our society. They don't give a damm about justice, they
have their own agendas. They' || seize on any chance they can get to
make the other side shut up and knuckl e under. They don't want a
debate. They just want to crush their enem es by whatever neans
necessary. |f they can use cops to do it, great! Cops are
expendabl e.

There's anot her porn case that bugs nme even nore. There's this guy in
Ckl ahoma City who had a big FidoNet bulletin board, and a storefront



where he sold CD ROMs. Some of them a few, were porn CD-ROMs. The
Ckl ahoma City police catch this |ocal hacker kid and of course he
squeal s |li ke they always do, and he says don't nail ne, nail this

ot her adult guy, he's a pornographer. So off the police goto raid
this guy's place of business, and while they're at it they carry sone
m ni cans and they broadcast their raid on that night's Cklahoma Gty
eveni ng news. This was a really high-tech and innovative thing to
do, but it was also a really reckless cowboy thing to do, because it

| eft no political fallback position. They were now utterly commtted
to crucifying this guy, because otherwise it was too nuch of a
political enbarrassnent. They couldn't just shrug and say, "Well

we' ve just busted this guy for selling a few | ousy CD-ROVs t hat
anybody in the country can mail-order with inpunity out of the back of
a conputer magazine." They had to assenble a jury, wth a couple of
fundanentalist mnisters on it, and show the nost rancid graphic inmge
files to the twelve good people and true. And you know, sure enough
it was judged in a court to be pornography. | don't think there was
much doubt that it was pornography, and | don't doubt that any jury in
kl ahoma City woul d have called it pornography by the | ocal Okl ahoma
City comunity standards. Thi s guy got convicted. Lost the trial.
Lost his business. Wnt to jail. Hs wfe sued for divorce. He

| ost custody of his kids. He's a convict. H s |life is in ruins.

The hell of it, | don't think this guy was a pornographer by any
genui ne definition. He had no previous convictions. Never been in
trouble, didn't have a bad character. Had an honorable war record in
Vietnam Paid his taxes. People who knew hi m personally spoke very
highly of him He wasn't sone |oony sleazebag. He was just a guy
selling disks that other people just |like himsell all over the
country, w thout anyone blinking an eye. As far as | can figure it,
the Okl ahoma City police and an Gkl ahoma prosecutor skinned this guy
and nailed his hide to the side of a barn, just because they didn't
want to | ook bad. | think a serious injustice was done here.

| also think it was a terrible public relations nove. There's a
magazi ne out call ed BOARDWATCH, practically everybody who runs a
bul l etin board systemin this country reads it. \Wen the editor of

t hi s magazi ne heard about the outcone of this case, he basically went
nonlinear. He wote this scorching furious editorial berating the
aut horities. The Okl ahoma City prosecutor sent his little nessage
all right, and it went over the Ckl ahoma City eveni ng news, and
probably nmade him | ook pretty good, locally, personally. But this
magazi ne sent a nuch bigger and nmuch angrier nessage, which went all



over the country to a perfect target conputer-industry audi ence of BBS

Sysops. This editor's nessage was that the Cklahoma City police are
a bunch of crazed no-neck gestapo, who don't know not hi ng about
not hi ng, and hate anybody who does. | think that the genuine cause

of conputer | aw and order was very nuch harned by this case.

It seens to ne that there are a couple of useful |essons to be | earned
her e. The first, of course, is don't sell porn in Cklahoma GCty.

And the second lesson is, if your city's on an antiporn crusade and
you're a cop, it's a good idea to drop by the local porn outlets and
openly tell the nerchants that pornis illegal. Tell them straight
out that you know they have sone porn, and they'd better knock it off.
| f they've got any sense, they' ||l take this word fromthe w se and
stop breaking the |l ocal comunity standards forthw th. | f they go on
doing it, well, presumably they're hardened porn nerchants of sone

ki nd, and when they get into trouble with anbitious |ocal prosecutors
they'll have no one to blane but thenselves. Don't junp in headfirst
wi th an agenda and a vi deocam Because it's real easy to wade hip
deep into a blaze of publicity, but it's real hard to wade back out

Wi t hout getting the sticky stuff all over you.

Well, it's generally a thankless |ot being an Anerican conputer cop.
You know this, | knowthis. | even regret having to bring these
matters up, though | feel that | ought to, given the circunstances. |
do, however, see one large ray of light in the American conputer |aw
enforcenent scene, and that is the behavior of conputer cops in other
countries. Aneri can conputer cops have had to suffer under the
spotlights because they were the first people in the world doing this
sort of activity. But now we're starting to see other |aw enforcenent
peopl e weighing in in other countries. To judge by early indications,
the situation's going to be a | ot worse overseas.

Italy, for instance. The Italian finance police recently decided that
everybody on FidoNet was a software pirate, so they went out and

sei zed sonmewhere between fifty and a hundred bulletin boards.

Accounts are confused, not |east because nost of the accounts are in
Italian. Nothing nuch has appeared in the way of charges or
convictions, and there's been a | ot of angui shed squawl i ng from deeply
alienated and radicalized Italian conputer people. Italy is a
country where entire political parties have been anni hil ated because
of endemi c corruption and bribery scandals. A country where organized
crime shoots judges and bl ows up churches with car bonbs. They got a
guy running the country now who is basically Ted Turner in Italian



drag --he owns a bunch of television stations -- and here his federal
cops have gone out and busted a bunch of left-wing bulletin board

systens. It's not doing nmuch good for the software piracy problem
and it's sure not helping the local political situation. In Italy
politics are so weird that the Italian Comuni st Party has a national
reputation as the party of honest governnent. The Commruni sts hate

the guts of this new Prine Mnister, and he's in bed with the
neo-fascist ultra-right and a bunch of |ocal ethnic separatists who
want to cut the country in half. That's a very strange and

vol ati |l e scene.

The hell of it is, inthelong run | think the Italians are going to
turn out to be one of the better countries at handling conputer crine.
Wait till we start hearing fromthe Pol es, the Romani ans, the Chinese,
t he Serbs, the Turks, the Pakistanis, the Saudis.

Here in Anerica we're actually getting used to this stuff, alittle
bit, sort of. W have a Wite House with its own Internet address and
its owmn Wrld Wde Wb page. Omi ng and using a nodemis fashionable

i n the USA Aneri can | aw enforcenent agencies are increasingly
equi pped with a clue. In Europe you have conputers all over the
pl ace, but they are inbedded in a patchwork of PTTs and peculiar | ocal
jurisdictions and even nore peculiar and archaic |ocal |aws. | think

t he chances of sone social toxic reaction from conputing and

t el ecomruni cations are nmuch higher in Europe and Asia than in the USA
| think that in a few nore years, Anerican cops are going to earn a

gl obal reputation as being very much on top of this stuff. | think
there's a fairly good chance that the various interested parties in

t he USA can find sone kind of workable accommbdati on and commopn ground
on nost of the inportant social issues. There won't be so nuch

bl undering around, not so many unpl easant surprises, not so nuch panic
and hysteri a.

As for the conmputer crine scene, | think it's pretty likely that
Anerican conputer crine is going to look relatively | ow key, conpared
to the eventual rise of ex-Soviet conputer crine, and Eastern European
conputer crime, and Sout heast Asian conputer crine.

|'"'ma science fiction witer, and | |like to specul ate about the
future. | think Anmerican conputer police are going to have a hard row
to hoe, because they are al nost always going to be the first in the
world to catch hell fromthese issues. Certain bad things are

natural ly going to happen here first, because we're the people who are



i nventing alnost all the possibilities. But | also feel that it's
not very likely that bad things will reach their full extremty of
awf ul ness here. It's quite possible that Anmerican conputer police
will nmake sone really awful m stakes, but | can al nbst guarantee that
ot her people's police will make m stakes worse by an order of

magni t ude. Anerican police may hit people wth sticks, but other
people's police are going to hit people with axes and cattl e prods.
Conmputers will probably hel p peopl e nanage better in those countries
where people can actually nmanage. |In countries that are falling
apart, overcrowded countries with degraded environnents and deep
soci al problens, conputers mght well make things fall apart even
faster.

Countries that have offshore noney-laundries are gonna have
of fshore data |laundries. Countries that now have | ousy oppressive
governnments and smart, determned terrorist revolutionaries, are
gonna have | ousy oppressive governnents and smart determ ned terrori st
revolutionaries with conputers. Not too long after that, they're
going to have tyrannical revolutionary governnents run by zeal ots
with conputers, and then we're likely to see just how close to Big
Brot her a governnent can really get. Dealing with these people is
going to be a big problemfor us.

O her peopl e have worse problens than we do, and | suppose that's sone
confort to us in a way. But we've got our problens here, too. It's
no use hiding fromthem Since 1980 the Anerican prison popul ation
has risen by one hundred and ei ghty eight percent. 1In 1993 we had
948,881 prisoners in federal or state correctional facilities. |
appreciate the hard work it took to put these nearly one mllion
people into Anerican prisons, but you know, | can't say that the

knowl edge that there are a mllion people in prison in ny country
really makes nme feel nuch safer. Quite the contrary, really. Does
it make keeping public order easier when there are so nmany people
around with no future and no stake in the status quo and nothing |eft
to lose? | don't think it does.

We've got a governor's race in ny state that's a nasty piece of work
-- the incunbent and the challenger are practically westling in
public for the privilege of putting on a black hood and j abbi ng peopl e

wi th the needle. That's not a pretty sight. | hear a | ot about
vengeance and puni shnent lately, but |I don't hear a | ot about
justice. | hear a |lot about rights and lawsuits, but | don't hear a

| ot about debate and public goodw Il and public civility. | think



it's past tine in this country that we stopped denoni zi ng one anot her,
and tried to see each other as human beings and listen seriously to
each ot her. And personally, | think |I've tal ked enough this norning.
It's time for ne to listen to you guys for a while.

| confess that in ny weaker nonents |'ve had the bad taste to becone a
journalist. But | didn't cone here to wite anything about you, |'ve
given that up for now I'mhere as a citizen and an interested party.
| was glad to be invited to cone here, because | was sure |'d | earn
sonething that | ought to know. | appreciate your patience and
attention very nmuch, and I hope you'll see that | nean to return the
favor. Thanks. Thanks a | ot.

Steve Jackson Games | SJ Games vs. the Secret Service
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CHILLING EFFECT OF BBS RAIDS ON
ELECTRONIC SPEECH

Has the recent series of raids against BBS operators had a
"chilling effect” - that is, has it caused BBS owners and users
to "censor' their OAN speech out of fear of retaliation?

This "code of standards,"” adopted by a | arge users' group,
i n Washi ngton DC, seens to show a definite chilling effect on their
BBS speech. This was downl oaded from USENET al t. bbs.

We do not present this "code of standards" as sonething to be
i mtated, but as an exanple of governnment interference with free
speech . . . through fear.

Capitol PC Users G oup M ninum Code of Standards

SCOPE:

This M ni nrum Code of Standards applies to both users
and SYStem Operators (SYSOPs) of electronic bulletin
boards available to the general public.

FREEDOM OF SPEECH AND | DEAS
Each user and SYSOP of such systens shall actively encourage
and pronote the free exchange and di scussion of information,
| deas, and opini ons, except when the content woul d:

- Conprom se the national security of the United States.

- violate proprietary rights.

- violate personal privacy,

- constitute a crine,

- constitute libel, or

- violate applicable state, federal or |ocal |aws and

regul ations affecting tel ecommuni cati ons.

DI SCLOSURE
Each user and SYSOP of such systemw||:
- disclose their real nane, and
- fully disclose any personal, financial, or conmmercial
I nt erest when eval uati ng any specific product or service.

PROCEDURES
SYSOPS shal | :



- reviewin a tinely manner all publicly accessible
| nformati on, and

- delete any information which they know or shoul d
know conflicts with this code of standards.

A'tinmely manner' i1s defined as what is reasonabl e based
on the potential harmthat could be expected. Users are
responsi ble for:
- ensuring that any information they transmt to such
systens adheres to this M ni num Code of Standards, and
- upon di scovering violations of the M ninmm Code of
St andards, notifying the SYSOP i nmedi ately.

| MPLEMENTATI ON
El ectronic bulletin board systens that choose to foll ow
this M ninmum Code of Standards shall notify their users
by publishing this M ninmum Code, as adopted by the [ Capitol
PC Users Group], and prom nently display the foll ow ng:
' This system subscribes to the Capitol PC Users G oup
M ni mrum Code of Standards for electronic bulletin board
systens.'

Steve Jackson Games | SJ Games vs. the Secret Service
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CRIME AND PUZZLEMENT

by John Perry Barl ow
bar| ow@wel | . sf. ca. us

Desperados of the DataSphere

So ne and ny sidekick Howard, we was sitting out in front of the 40 Rod
Sal oon one eveni ng when he all of a sudden says, "Lookee here. Wat do
you reckon?" | look up and there's these two strangers riding into town.
They' re young and got kind of a restless, bored way about 'em A person
don't need both eyes to see they nean trouble...

Well, that wasn't quite howit went. Actually, Howard and | were
floating blind as cave fish in the electronic barrens of the WELL, so
t he whol e i ncident passed as words on a display screen:

Howard: Interesting couple of newusers just signed on. One calls hinself
acid and the other's optik.

Barl ow. Hhmm What are their real nanes?
Howar d: Check their finger files.

And so | typed !finger acid. Several seconds later the WELL's
Sequent conputer sent the follow ng nessage to ny Macintosh in

Wom ng:
Login nanme: acid In real life: Acid Phreak

By this, I knew that the WELL had a new resident and that his

cor poreal anal og was supposedly called Acid Phreak. Typing !finger

optik yielded results of simlar insufficiency, including the claimthat
soneone, sonewhere in the real world, was wal king around cal ling

hi nsel f Phi ber Optik. | doubted it.

However, associating these sparse data with the know edge that the
VELL was about to host a conference on conputers and security
rendered the conclusion that | had nade ny first sighting of genuine
conputer crackers. As the arrival of an outlaw was a nmajor event to
the settlenents of the AOd Wst, so was the appearance of crackers
cause for stir on the WELL

The WELL (or Wole Earth 'Lectronic Link) is an exanple of the
|atest thing in frontier villages, the conputer bulletin board. In this
kind of small town, Main Street is a central m niconputer to which



(in the case of the WELL) as many as 64 m croconputers nay be
connected at one tinme by phone lines and little blinking boxes called
nodens.

In this silent world, all conversation is typed. To enter it, one
forsakes both body and pl ace and becones a thing of words al one.
You can see what your neighbors are saying (or recently said), but
not what either they or their physical surroundings |ook Iike. Town
neeti ngs are continuous and di scussi ons rage on everything from
sexual kinks to depreciation schedul es.

There are thousands of these nodes in the United States, ranging from
PC clone hamlets of a few users to mainfranme netros |ike

CompuServe, with its 550,000 subscribers. They are used by

corporations to transmt nenoranda and spreadsheets, universities

to dissem nate research, and a nultitude of factions, fromapiarists to
Zoroastrians, for purposes unique to each.

Whet her by one tel ephonic tendril or mllions, they are all connected
to one another. Collectively, they formwhat their inhabitants call the
Net. It extends across that imense region of electron states,

m crowaves, magnetic fields, |ight pul ses and thought which sci-fi
witer WIliam G bson nanmed Cyber space.

Cyberspace, in its present condition, has a ot in conmon with the
19th Century West. It is vast, unmapped, culturally and legally
anbi guous, verbally terse (unless you happen to be a court

st enographer), hard to get around in, and up for grabs. Large
institutions already claimto own the place, but nost of the actual
natives are solitary and i ndependent, sonetines to the point of
sociopathy. It is, of course, a perfect breeding ground for both
outl aws and new i deas about |iberty.

Recogni zing this, Harper's Magazi ne deci ded in Decenber, 1989 to
hold one of its periodic Foruns on the conplex of issues surroundi ng
conputers, information, privacy, and electronic intrusion or
"“cracking." Appropriately, they convened their conference in
Cyberspace, using the WELL as the "site."

Harper's invited an odd | ot of about 40 participants. These included:
Cifford Stoll, whose book The Cuckoo's Egg details his cunning efforts
to nab a German cracker. John Draper or "Cap'n Crunch," the grand-
daddy of crackers whose bl ue boxes got Wzni ak and Jobs into

consuner electronics. Stewart Brand and Kevin Kelly of Wole Earth
fane. Steven Levy, who wote the sem nal Hackers. A retired Arny

col onel naned Dave Hughes. Lee Fel senstein, who designed the

Gsborne conputer and was once called the "Robespierre of

conputing.” A UNI X w zard and fornmer hacker naned Jeff



Poskanzer. There was al so a score of aging techno-hippies, the
crackers, and ne.

What | was doing there was not precisely clear since |I've spent nost
of ny working years either pushing cows or song-nongering, but | at

| east brought to the situation a vivid know edge of actual cowtowns,
having lived in or around one nost of ny life.

That and a kind of innocence about both the technology and norality
of Cyberspace which was soon to pass into the confusion of
know edge.

At first, I was inclined toward synpathy with Acid 'n'" Optik as well
as their coll eagues, Adel ai de, Kni ght Lightning, Taran King, and
Emmanuel . |'ve al ways been nore confortable with outlaws than

Republ i cans, despite having nore certain credentials in the latter
canp.

But as the Harper's Forum nushrooned into a boomtown of ASClI

text (the participants typing 110,000 words in 10 days), | began to
wonder. These kids were fractious, vulgar, imuature, anoral,
insulting, and too dammed good at their work.

Wrse, they inducted a nunber of former kids like nyself into
M ddl e Age. The long feared day had finally come when sone
gunsel would yank ny beard and call ne, too accurately, an old fart.

Under ideal circunstances, the blind gropings of bulletin board

di scourse force a kind of Noh drama stylization on human commer ce.
| nt enperate responses, or "flanmes" as they are called, are conmon
even anong conference partici pants who understand one anot her,
which, it becane imediately clear, the cyberpunks and techno-

hi ppi es did not.

My own initial enthusiasmfor the crackers wilted under a steady
barrage of typed testosterone. | quickly renmenbered | didn't know
much about who they were, what they did, or howthey did it. | also
remenbered stories about crackers working in | eague with the Mbb,

ri pping off credit card nunbers and getting paid for themin (stol en)
conput er equi pnent.

And | renmenbered Kevin Mtnik. Mtnik, now 25, recently served
federal time for a variety of conputer and tel ephone related crines.
Prior to incarceration, Mtnik was, by all accounts, a dangerous guy
with a conputer. He disrupted phone conpany operations and
arbitrarily disconnected the phones of celebrities. Like the kid in
War ganes, he broke into the North American Defense Comrand

conputer in Colorado Springs.



Unlike the kid in Warganes, he is reputed to have nade a practice of
destroying and altering data. There is even the (perhaps apocryphal)
story that he altered the credit information of his probation officer
and other enemes. Digital Equipnment clainmed that his depredations
cost themnore than $4 million in conputer downtinme and file
rebuil di ng. Eventually, he was turned in by a friend who, after
careful observation, had decided he was "a nenace to society."

Hi s spectre began to hang over the conference. After several days of
strai ned dipl omacy, the discussion settled into a noral debate on the
ethics of security and went critical.

The techno-hi ppi es were of the unani nobus opinion that, in Dylan's
wor ds, one "nust be honest to live outside the law." But these
young strangers apparently |ived by no code save those with which
t hey unl ocked forbidden regions of the Net.

They appeared to think that inproperly secured systens deserved to
be violated and, by extension, that unlocked houses ought to be
robbed. This latter built particular heat in me since | refuse, on
phi | osophi cal grounds, to | ock ny house.

Cvility broke down. W began to see exchanges |i ke:

Dave Hughes: difford Stoll said a wise thing that no one has
commented on. That networks are built on trust. If they
aren't, they shoul d be.

Aci d Phreak: Yeah. Sure. And we should use the 'honor system as a
first line of security against hack attenpts.

Jef Poskanzer: This guy down the street fromne sonetines | eaves his
back door unlocked. | told himabout it once, but he stil
does it. If | had the chance to do it over, | would go in the
back door, shoot him and take all his noney and
consuner electronics. It's the only way to get through to him

Acid Phreak: Jef Poskanker (Puss? Canker? yechh) Anyway, now
when did you first start having these del usi ons where
conmput er hacking was even *renotely* simlar to nurder?

Presented with such a terrifying amal gam of raw youth and apparent
power, we fluttered like a flock of indignant Babbitts around the
Status Quo, defending it heartily. One forner hacker howed to the
Harper's editor in charge of the forum "Do you or do you not have
nanmes and addresses for these crimnals?" Though they had
commtted no obvious crines, he was ready to call the police.



They finally got to ne with:

Aci d: Whoever said they'd | eave the door open to their house..
where do you |live? (the address) Leave it to ne in mail
i f you |ike.

| had never encountered anyone so apparently unworthy of ny trust

as these little nihilists. They had ne questioning a basic tenet,
nanely that the greatest security lies in vulnerability. | decided it
was tine to put that principal to the test...

Bar | ow. Acid. My house is at 372 North Franklin Street in
Pi nedal e, Woning. If you' re heading north on Franklin,
you go about two bl ocks off the main drag before you run
into hay neadow on the left. |1've got the | ast house before
the field. The conputer is always on...

And is that really what you nean? Are you nerely just

the kind of little sneak that goes around | ooki ng for easy
pl aces to violate? You di sappoint ne, pal. For all your
James Dean-On-Silicon rhetoric, you're not a cyberpunk.
You're just a punk.

Acid Phreak: M. Barlow Thank you for posting all | need to get your
credit information and a whole lot nore! Now, who is to
bl ame? ME for getting it or YOU for being such an idiot?!
I think this should just about sumthings up.

Bar | ow: Acid, if you' ve got a lesson to teach ne, | hope it's not that
it'"s idiotic to trust one's fellow man. Life on those terns
woul d be endless and brutal. I'd try to tell you sonething

about conscience, but |1'd sound |Iike Father O Fl anni gan
trying to reformthe punk that's about to gutshoot him
For no nore reason that to watch himdie.

But actually, if you take it upon yourself to destroy ny
credit, you mght do me a favor. |'ve been | ooking for
sonething to put the brakes on ny burgeoning materialism

| spent a day wondering whether | was dealing with another Kevin
Mtni k before the other shoe dropped:

Bar | ow. ... Wth crackers like acid and optik, the issue is |less
intelligence than alienation. Trade their nodens for
skat eboards and only a slight conceptual shift would
occur.



Opti k: You have sone pair of balls conparing ny talent with
that of a skateboarder. Hmm .. This was i ndeed bori ng,
but nonet hel ess:

At whi ch point he downl oaded ny credit history.

Opti k had hacked the core of TRW an institution which has nmade

nmy business (and yours) their business, extracting fromit an
abbreviated ( and incorrect) version of ny personal financial life.
Wth this cane the inplication that he and Acid could and would
revise it to ny disadvantage if | didn't back off.

| have since |earned that while getting soneone's TRWfile is fairly
trivial, changing it is not. But at that tine, ny assessnent of the
crackers' black skills was one of superstitious awe. They were digital
bruj os about to zonmbify ny econom c soul

To a mddle-class American, one's credit rating has beconme nearly
identical to his freedom It now appeared that | was dealing with
sonmeone who had both the neans and desire to hoodoo m ne,

leaving nme trapped in a life of winkled bills and noney order
gueues. Never again would | call the Sharper |Inmage on a whim

|'ve been in redneck bars wearing shoul der-length curls, police

custody while on acid, and Harlem after m dni ght, but no one has

ever put the spook in nme quite as Phiber Optik did at that nonent. |
realized that we had probl ens which exceeded the human conductivity of
the WELL's bandwi dth. If soneone were about to paralyze ne with a spell,
| wanted a nore visceral sense of himthan could fit through a nodem

| e-mailed himasking himto give ne a phone call. | told himl
woul dn't insult his skills by giving himny phone nunber and, with
t he assurance conveyed by that challenge, |I settled back and waited

for the phone to ring. Wich, directly, it did.

In this conversation and the others that followed I encountered an
intelligent, civilized, and surprisingly principled kid of 18 who
sounded, and continues to sound, as though there's little harmin him
to man or data. H's cracking inpul ses seened purely exploratory,

and |'ve begun to wonder if we wouldn't also regard spel unkers as
desperate crimnals if AT&T owned all the caves.

The terrifying poses which Optik and Acid had been striking on

screen were a nedi a-anplified exanple of a hunan adaptation |'d

seen before: One beconmes as he is beheld. They were sinply living up to
what they thought we, and, nore particularly, the editors of

Har per's, expected of them Like the televised tears of disaster
victinms, their snarls adapted easily to mass distribution.



Months | ater, Harper's took Optik, Acid and nme to dinner at a
Manhattan restaurant which, though very fancy, was appropriately

Chi nese. Acid and Optik, as material beings, were well-scrubbed and
fashi onabl y-cl ad. They | ooked to be dangerous as ducks. But, as
Harper's and the rest of the nmedia have discovered to their delight,
t he boys had devel oped distinctly show er personae for their ranbles
t hrough the how ing w | derness of Cyberspace.

Gittering with spikes of binary chronme, they strode past the kleig
lights and into the digital distance. There they would be outlaws. It
was only a matter of tine before they started to believe thensel ves as
bad as they sounded. And no tine at all before everyone el se did.

In this, they were |ike another kid naned Billy, nmany of whose feral
deeds in the pre-civilized Wst were encouraged by the sane dine
novel i st who chronicled them And |ike Tom Horn, they seened to
have sone doubt as to which side of the Iaw they were on. Acid even
expressed an anbition to work for the governnment soneday, nabbi ng
"terrorists and code abusers."

There is also a frontier anbiguity to the "crines" the crackers
commt. They are not exacdly stealing VCR s. Copying a text file
from TRWdoesn't deprive its owner of anything except

i nformational exclusivity. (Though it may said that information has
nonetary value only in proportion to its containnent.)

There was no question that they were maki ng unaut horized use of
data channels. The night | nmet them they left our restaurant table
and di sappeared into the phone booth for a long tinme. | didn't see
them marshal ling quarters before they went.

And, as | becane less their adversary and nore their scoutnaster, |
began to get "conference calls" in which six or eight of themwould
crack pay phones all over New York and simultaneously |and on ny
line in Wom ng. These deft nmaneuvers made ne think of skydiving
stunts where | arge groups convene geonetrically in free fall.

In this case, the risk was largely |egal.

Their other favorite risky business is the tine-honored adol escent
sport of trespassing. They insist on going where they don't bel ong.
But then teen-age boys have been proceedi ng uninvited since the
dawn of human puberty. It seens hard-wired. The only innovation

is in the new formof the forbidden zone the neans of getting in it.

In fact, like Kevin Mtnik, | broke into NORAD when | was 17. A
friend and | left a nearby "woodsie" (as rustic adol escent drunks
were called in Colorado) and tried to get inside the Cheyenne



Mount ai n. The chrone-hel nmeted Air Force MP's held us for about 2

hours before letting us go. They weren't nuch ol der than us and

knew exactly our |evel of national security threat. Had we cone

cl oaked in electronic nystery, their alert status certainly would have
been hi gher.

Whence rises nuch of the anxiety. Everything is so ill-defined. How
can you guess what lies in their hearts when you can't see their eyes?
How can one be sure that, like Mtnik, they won't cross the line from

trespassi ng into anot her adol escent pastine, vandalisn? And how
can you be sure they pose no threat when you don't know what a
t hreat m ght be?

And for the crackers sone thrill is derived fromthe netanorphic
vagueness of the |l aws thenselves. On the Net, their effects are
unpredi ctabl e. One never knows when they' Il bite.

This is because nost of the statutes invoked against the crackers were
designed in a very different world fromthe one they explore. For
exanpl e, can unauthorized el ectronic access can be regarded as the
et hi cal equival ent of ol d-fashioned trespass? Li ke open range, the
property boundaries of Cyberspace are hard to stake and harder stil

to defend.

| s transm ssion through an otherw se unused data channel really

theft? Is the track-less passage of a m nd through TRWs mainfrane

the sane as the passage of a pickup through nmy Back 40? What is a

pl ace if Cyberspace is everywhere? What are data and what is free

speech? How does one treat property which has no physical form

and can be infinitely reproduced? Is a conputer the sane as a

printing press? Can the history of ny business affairs properly

bel ong to soneone el se? Can anyone norally claimto own know edge itsel f?

| f such questions were hard to answer precisely, there are those who

are ready to try. Based on their experience in the Virtual Wrld, they
were about as qualified to enforce its nores as | amto wite the Law

of the Sea. But if they |acked technical sophistication, they brought to
this task their usual conviction. And, of course, badges and guns.

*k kK k%

Operation Sun Devil

"Recently, we have wi tnessed an al arm ng nunber of young peopl e who, for

a variety of sociological and psychol ogi cal reasons, have becone attached to
their conputers and are exploiting their potential in a crimnal manner.
Oten, a progression of crimnal activity occurs which invol ves



t el econmuni cations fraud (free | ong di stance phone calls), unauthorized
access to other conputers (whether for profit, fascination, ego, or the
intellectual challenge), credit card fraud (cash advances and unaut hori zed
pur chases of goods), and then nove on to other destructive activities |ike
conmput er viruses."

"Qur experience shows that many conputer hacker suspects are no | onger
m sgui ded teenagers m schievously playing ganes with their conputers in
their bedroons. Sone are now high tech conputer operators using conputers
to engage in unl awful conduct."
-- Excerpts froma statenent by Garry M Jenkins

Asst. Director, U S. Secret Service

"The right of the people to be secure in their persons, houses, papers, and
ef fects, against unreasonabl e searches and sei zures, shall not be viol ated,
and no warrants shall issue but upon probabl e cause, support by oath or
affirmation, and particularly describing the place to be searched, and the
persons or things to be seized."

-- Amendnent |V, United States Constitution

On January 24, 1990, a platoon of Secret Service agents entered the
apartnment which Acid Phreak shares with his nother and 12 year-old

sister. The latter was the only person honme when they burst through
the door with guns drawn. They managed to hold her at bay for

about half an hour until their quarry happened hone.

By then, they were nearly done packing up Acid' s worldly goods,

i ncluding his conputer, his notes (both paper and nagnetic), books,
and such dubi ously dangerous tools as a tel ephone answering

machi ne, a ghetto blaster and his conplete collection of audio tapes.
One agent asked himto define the real purpose of the answering
machi ne and was frankly skeptical when told that it answered the
phone. The audi o tapes seened to contain nothing but nusic, but

who knew what dark data Acid mi ght have encoded between the notes..

When Acid's nother returned fromwork, she found her apartnent a
scene of apprehended crimnality. She asked what, exactly, her son
had done to deserve all this attention and was told that, anong ot her
t hi ngs, he had caused the AT&T system crash several days earlier.
(Previously AT&T had taken full responsibility.) Thus, the agent
expl ai ned, her darling boy was thought to have caused over a billion
dollars in damage to the econony of the United States.

Thi s accusation was never turned into a formal charge. |ndeed, no
charge of any sort of was filed against M. Phreak then and, although
the Secret Service maintained resol ute possession of his hardware,
software, and data, no charge had been charged 4 nonths |ater.



Across town, simlar scenes were being played out at the hones of

Phi ber Optik and anot her col | eague code-nanmed Scor pi on. Agai n,

equi pnent, notes, disks both hard and soft, and personal effects were
confiscated. Again no charges were fil ed.

Thus began the visible phase of Operation Sun Devil, a two-year
Secret Service investigation which involved 150 federal agents,
numerous | ocal and state | aw enforcenent agencies. and the

conbi ned security resources of PacBell, AT&T, Bellcore, Bell South
MClI, US. Sprint, Md-Anerican, Southwestern Bell, NYNEX, U S.

West and American Express.

The focus of this inpressive institutional array was the Legi on of
Doom a group which never had any formal nenbership [ist but was

t hought by the nenbers with whom | spoke to nunber |ess than 20,
nearly all of themin their teens or early twenties.

| asked Acid why they'd chosen such a threatening nane. "You woul dn't

want a fairy kind of thing |ike Legion of Flower Pickers or sonething.

But the nedia ate it up too. Probing the Legion of Doomlike it was a gang
or sonething, when really it was just a bunch of geeks behind termnals."”
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Sonmetinme in Decenber 1988, a 21 year-old Atlanta-area Legi on of

Doonst er naned The Prophet cracked a Bell South conputer and

downl oaded a three-page text file which outlined, in bureaucrat-ese

of surpassing opacity, the adm nistrative procedures and responsibilities
for marketing, servicing, upgrading, and billing for Bell South's 911 system

A dense thicket of acronyns, the docunent was filled with passages |ike:

"I'n accordance with the basic SSC/ MAC strategy for provisioning, the

SSC MAC wi Il be Overall Control Ofice (OCO for all Notes to PSAP circuits
(official services) and any other services for this custonmer. Training nust
be

schedul ed for all SSC/ MAC i nvol ved personnel during the pre-service stage
of the project.”

And ot her such.

At sone risk, | too have a copy of this docunent. To read the whole

thing straight through wthout entering coma requires either a

machi ne or a human who has too nuch practice thinking |ike one.

Anyone who can understand it fully and fluidly has altered his

consci ousness beyond the ability to ever again read Bl ake, Witnan, or

Tol stoy. It is, quite sinply, the worst witing | have ever tried to read.



Since the docunent contains little of interest to anyone who is not a
student of advanced organi zational sclerosis...that is, no access codes,
trade secrets, or proprietary information...|l assune The Prophet only
copied this file as a kind of hunting trophy. He had been to the heart

of the forest and had returned with this coonskin to nail to the barn door.

Furt hernore, he was proud of his acconplishment, and since such

trophies are infinitely replicable, he wasn't content to nail it to his
door al one. Anong the places he copied it was a UNI X bulletin
board (rather |ike the WELL) in Lockport, Illinois called Jol net.

It was downl oaded fromthere by a 20 year-ol d hacker and pre-|aw
student (whom | had net in the Harper's Forum who called hinself

Kni ght Li ghtning. Though not a nmenber of the Legion of Doom

Kni ght Lightning and a friend, Taran King, also published from St.

Louis and his fraternity house at the University of Mssouri a
wor | dwi de hacker's magazi ne call ed Phrack. (From phone phreak and hack.)

Phrack was an unusual publication in that it was entirely virtual. The
only time its articles hit paper was when one of its subscribers
decided to print out a hard copy. O herwise, its editions existed in
Cyberspace and took no physical form

When Kni ght Lightning got hold of the Bell South docunent, he

t hought it would anuse his readers and reproduced it in the next

i ssue of Phrack. He had little reason to think that he was doi ng

sonething illegal. There is nothing in it to indicate that it contains
proprietary or even sensitive information. Indeed, it closely

resenbl es telco reference docunents which have | ong been publicly avail abl e.

However, Rich Andrews, the systens operator who oversaw the operation of
Jol net, thought there m ght be sonething funny about the docunent when he
first ran across it in his system To be on the safe side, he forwarded a
copy of it to AT&T officials. He was subsequently contacted by the
authorities, and he cooperated with themfully. He would regret that |ater.

On the basis of the forgoing, a G and Jury in Lockport was persuaded
by the Secret Service in early February to hand down a seven count

i ndi ct mrent agai nst The Prophet and Kni ght Lightning, charging

them anong other things, with interstate transfer of stolen property
worth nore than $5,000. Wien The Prophet and two of his Georgia
col | eagues were arrested on February 7, 1990, the Atlanta papers
reported they faced 40 years in prison and a $2 mllion fine. Knight
Li ght ning was arrested on February 15.

The property in question was the affore-nentioned blot on the
hi story of prose whose full title was A Bell South Standard Practice



(BSP) 660-225-104SV-Control O fice Admi nistration of Enhanced 911
Services for Special Services and Major Account Centers, March, 1988.

And not only was this itemworth nore than $5, 000.00, it was worth,
according to the indictnment and Bell South, precisely $79,449.00. And
not a penny less. W will probably never know how this figure was
reached or by whom though | like to imagi ne an appraisal team

consi sting of Franz Kafka, Joseph Heller, and Thomas Pynchon...

In addition to charging Knight Lightning with crinmes for which he
could go to jail 30 years and be fined $122,000. 00, they seized his
publ i cation, Phrack, along with all related equi pnment, software and
data, including his |ist of subscribers, nmany of whom woul d soon | ose
their conputers and data for the crine of appearing on it.

| tal ked to Enmanuel Coldstein, the editor of 2600, another hacker
publ i cati on which has been known to publish purloined docunents.
| f they could shut down Phrack, couldn't they as easily shut down 26007?

He said, "lI've got one advantage. | cone out on paper and the
Constitution knows how to deal wth paper."”

In fact, nearly all publications are now el ectronic at sone point in
their creation. In a nodern newspaper, stories witten at the scene
are typed to screens and then sent by nodemto a central conputer.
Thi s conputer conposes the |layout in electronic type and the entire
product transmtted electronically to the presses. There, finally, the
byt es becone i nk.

Phrack nerely omtted the last step in a long line of virtual events.
However, that om ssion, and its insignificant circulation, left it
vul nerabl e to seizure based on content. If the 911 docunment had been
t he Pentagon Papers (another proprietary docunent) and Phrack the
New York Tines, a conpletion of the anal ogy woul d have seen the
gover nment stopping publication of the Tinmes and seizing its every
mat eri al possession, from notepads to presses.

Not that anyone in the newspaper business seenmed particularly

worried about such inplications. They, and the rest of the nedia

who bothered to report Knight Lightning's arrest were too obsessed

by what they portrayed as actual disruptions of energency service

and with marvelling at the sociopathy of it. One report expressed

relief that no one appeared to have died as a result of the "intrusions."
Meanwhile, in Baltinmore, the 911 dragnet snared Leonard Rose, aka

Term nus. A professional conputer consultant who specialized in

UNI X, Rose got a visit fromthe governnent early in February. The

G nen forcibly detained his wfe and children for six hours while



t hey interrogated Rose about the 911 docunent and ransacked his system

Rose had no know edge of the 911 matter. Indeed, his only

connecti on had been occasional contact w th Knight Lightning over
several years...and adnmtted nenbership in the Legi on of Doom

However, when searching his hard disk for 911 evi dence, they found
sonet hing el se. Like many UNI X consultants, Rose did have sone

UNI X source code in his possession. Furthernore, there was

evi dence that he had transmtted sone of it to Jolnet and left it there
for another consultant.

UNI X is a ubiquitous operating system and though its main virtue is

its openness to anendnent at the source level, it is nevertheless the
property of AT&T. What had been widely distributed within businesses and
universities for years was suddenly, in Rose's hands, a felonious
possessi on.

Finally, the Secret Service rewarded the good citizenship of Rich
Andrews by confiscating the conputer where Jolnet had dwelt, al ong
with all the e-mail, read and un-read, which his subscribers had |eft
there. Like the many ot hers whose equi pnment and data were taken

by the Secret Service subsequently, he wasn't charged w th anyt hing.
Nor is he likely to be. They have already inflicted on himthe worst
puni shnment a nerd can suffer: data death.

Andrews was baffled. "I'mthe one that found it, |I'mthe one that
turned it in...And I'mthe one that's suffering," he said.

One wonders what wi Il happen when they find such docunents on

t he hard di sks of ConpuServe. Maybe I'll just upload nmy copy of

Bell South Standard Practice (BSP) 660-225-104SV and see..

In any case, association with stolen data is all the guilt you need. It's
quite as if the governnent could seize your house sinply because a

guest left a stolen VCR in an upstairs bedroomcloset. O confiscate

all the mail in a post office upon finding a stolen package there. The
first concept of nodern jurisprudence to have arrived in Cyberspace

seens to have been Zero Tol erance.
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Rich Andrews was not the last to | earn about the Secret Service's
debonair new attitude toward the 4th Anmendnent's protection
agai nst unreasonabl e sei zure.

Early on March 1, 1990, the offices of a role-playing ganme publisher in
Austin, Texas called Steve Jackson Ganes were visited by agents of



the United States Secret Service. They ransacked the pren ses, broke
into several |ocked filing cabinets (damaging themirreparably in the
process) and eventually left carrying 3 conputers, 2 |aser printers,
several hard disks, and many boxes of paper and fl oppy di sks.

Later in the day, callers to the Illumnati BBS (which Steve Jackson
Ganes operated to keep in touch with roll-players around the
country) encountered the foll ow ng nessage:

"So far we have not received a clear explanation of what the Secret Service
was | ooking for, what they expected to find, or nmuch of anything else. W are
fairly certain that Steve Jackson Ganes is not the target of whatever

i nvestigation is being conducted; in any case, we have done nothing illegal
and have not hi ng what soever to hide. However, the equipnment that was

seized is apparently considered to be evidence in whatever they're
investigating, so we aren't likely to get it back any tinme soon. It could be
a

nonth, it could be never.”

It's been three nonths as | wite this and, not only has nothing been
returned to them but, according to Steve Jackson, the Secret Service
will no Ionger take his calls. He figures that, in the nonths since the
raid, his little conpany has | ost an estimted $125,000. Wth such a
fiscal henorrhage, he can't afford a |lawer to take after the Secret
Service. Both the state and national offices of the ACLUtold himto
“run al ong" when he solicited their help.

He tried to go to the press. As in nost other cases, they were
unwi Il ling to raise the alarm Jackson theorized, "The conservative
press is taking the attitude that the suppression of evil hackers is a
good thing and that anyone who happens to be put out of business in
the neantine...well, that's just their tough |uck."

In fact, Newsweek did run a story about the event, portraying it from
Jackson's perspective, but they were alnost alone in dealing with it.

What had he done to deserve this nightmare? Rol e-pl ayi ng ganes, of

whi ch Dungeons and Dragons is the nost fanous, have been accused

of creating obsessive involvenent in their nerdy young players, but
no one before had found it necessary to prevent their publication.

It seens that Steve Jackson had hired the wong witer. The

managi ng editor of Steve Jackson Ganes is a fornmer cracker, known

by his fellows in the Legion of Doomas The Mentor. At the tine of

the raid, he and the rest of Jackson staff had been working for over a
year on a gane called GURPS Cyberpunk, H gh-Tech Low Life Rol e-Pl ayi ng.

At the tinme of the Secret Service raids, the gane resided entirely on



the hard di sks they confiscated. Indeed, it was their target. They told
Jackson that, based on its author's background, they had reason to
believe it was a "handbook on conputer crine." It was therefore

i nappropriate for publication, 1st Arendnent or no 1st Anmendnent.

| got a copy of the gane fromthe trunk of The Mentor's car in an

Austin parking lot. Like the Bell South docunent, it seened pretty

i nnocuous to ne, if alittle inscrutable. Borrowing its flavor fromthe
wor ks of WIliam G bson and Austin sci-fi author Bruce Sterling, it is
filled with silicon brain inplants, hol odecks, and gauss guns.

It is, as the cover copy puts it, "a fusion of the dystopian visions of
George Owell and Tinothy Leary." Actually, w thout the giznos, it
describes a future kind of like the present its publisher is
experiencing at the hands of the Secret Service.

An unbel i evably Byzantine world resides within its 120 | arge pages

of small print. (These roll-players nust be sone kind of idiots

savants...) Indeed, it's a thing of such conplexity that | can't swear
there's no crimnal information in there, but then |I can't swear that
Grateful Dead records don't have satanic nessages if played backwards.

Anyt hing's possi ble, especially inside sonething as remarkabl e as Cyber punk.

The nost remarkabl e thing about Cyberpunk is the fact that it was
printed at all. After nuch negotiation, Jackson was able to get the
Secret Service to let himhave sone of his data back. However, they
told himthat he would be Iimted to an hour and a half with only one
of his three conputers. Al so, according to Jackson, "They insisted
that all the copies be made by a Secret Service agent who was a two-
finger typist. So we didn't get nuch. "

In the end, Jackson and his staff had to reconstruct nost of the gane
fromneural rather than nmagnetic nenory. They did have a few very

ol d backups, and they retrieved sonme scraps which had been passed
around to gane testers. They also had the determ nation of the enraged.

Despite governnent efforts to inpose censorship by prior restraint,
Cyberpunk is now on the market. Presumably, advertising it as "The
book that was seized by the U S. Secret Service" will invigorate sales.
But Steve Jackson Ganes, the heretofore prosperous publisher of

nore than a hundred rol e-playi ng ganes, has been forced to lay off

nore than half of its enployees and may well be nortally wounded.

Any enpl oyer who has heard this tale wll think hard before he hires
a conmputer cracker. Which may be, of course, anong the effects the
Secret Service desires.

Kk kk k%



On May 8, 1990, Qperation Sun Devil, heretofore an apparently

random and nanel ess trickle of Secret Service actions, swept down

on the Legion of Doomand its ilk |like a bureaucratic tsunam . On

that day, the Secret Service served 27 search warrants in 14 cities from
Pl ano, Texas to New York, New York.

The | aw had cone to Cyberspace. Wen the day was over, transit
t hrough the w de open spaces of the Virtual Wrld would be a lot trickier.

In a press release followi ng the sweep, the Secret Service boasted
havi ng shut down nunerous conputer bulletin boards, confiscated

40 conputers, and seized 23,000 disks. They noted in their statenent
that "the conceivable crimnal violations of this operation have
serious inplications for the health and welfare of all individuals,
corporations, and United States Governnent agencies relying on
conmputers and tel ephones to conmuni cate.”

It was unclear fromtheir statenent whether "this operation” neant
t he Legi on of Doom or Operation Sun Devil. There was roomto
interpret it either way.

Because the deliciously ironic truth is that, aside fromthe 3 page Bel
Sout h docunent, the hackers had neither renoved nor damaged

anyone's data. Operation Sun Devil, on the other hand, had "serious

i nplications” for a nunber of folks who relied on "conputers and

t el ephones to comuni cate."” They | ost the equival ent of about 5.4

mllion pages of information. Not to nention a few conputers and tel ephones.

And the welfare of the individuals behind those figures was surely in
jeopardy. Like the story of the single nother and conputer

consultant in Baltinore whose sole neans of supporting herself and
her 18 year old son was stripped away early one norning. Secret

Servi ce agents broke down her door with sl edge hanmmers, entered

wi th guns drawn, and seized all her conputer equipnent.

Apparently her son had al so been using it...

O the father in New York who opened the door at 6:00 AM and

found a shotgun at his nose. A dozen agents entered. Wil e one of

the kept the man's wife in a choke-hold, the rest made ready to shoot
and entered the bedroom of their sleeping 14 year-old. Before

| eavi ng, they confiscated every piece of electronic equipnment in the
house, including all the tel ephones.

It was enough to suggest that the insurance conpanies should start
writing policies against capricious governnmental seizure of circuitry.



In fairness, one can inagine the governnment's problem This is al

pretty magical stuff to them If | were trying to termnate the
operations of a witch coven, |'d probably seize everything in sight.

How would | tell the ordinary househol d broons fromthe getaway vehicl es?

But as | heard nore and nore about the vile injustices being heaped
on ny young pals in the Legion of Doom not to nention the
unfortunate fol ks nearby, the less | was inclined toward such

tenperate thoughts as these. | drifted back into a 60's-style sense of
the governnent, thinking it a thing of nonolithic and evil efficiency
and adopting an up-against-the-wall willingness to spit words |ike

"pig" or "fascist" into ny descriptions.

In doing so, | endowed the Secret Service with a clarity of intent
whi ch no agency of governnent will ever possess. Despite al npost
every experience |'ve ever had with federal authority, | keep

I magi ning its conpetence.

For sone reason, it was easier to invest the Keystone Kapers of
Qperation Sun Devil with malign purpose rather than confront their
absurdity straight-on. There is, after all, a twisted kind of confort in
political paranoia. It provides one such a sense of orderliness to think
that the governnent is neither crazy nor stupid and that its plots,

t hough w cked, are succinct.

| was about to have an experience which would restore both ny

natural sense of unreality and nmy unwi | |lingness to denean the

notives of others. | was about to see first hand the disorientation of
the law in the featurel ess vastness of Cyberspace.
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In Search of NuPrometheus

"I pity the poor immgrant..."
-- Bob Dyl an

Sonetinme |ast June, an angry hacker got hold of a chunk of the highly
secret source code which drives the Apple Macintosh. He then

distributed it to a variety of addresses, claimng responsibility for this
act of information terrorismin the nane of the NuPronetheus League.

Appl e freaked. NuPronetheus had stolen, if not the Apple crown
jewel s, at least a stone fromthem Wrse, NuPronetheus had then
given this prize away. Repeatedly.

Al'l Apple really has to offer the world is the software which lies



encoded in silicon on the ROM chip of every Macintosh. This set of
instructions is the cyber-DNA which nmakes a Maci ntosh a Maci nt osh.

Wrse, nmuch of the magic in this code was put there by people who

not only do not work for Apple any |onger, but mght only do so

again if encouraged with cattle prods. Apple's attitude toward its

ROM code is a little like that of a rich kid toward his inheritance. Not
actually knowi ng how to create wealth hinself, he guards what he

has with hysterical fervor.

Ti me passed, and | forgot about the incident. But one recent My
norning, | leaned that others had not. The tireless search for the
spectral heart of NuPronetheus finally reached Pinedale, Wom ng,
where | was the object of a two hour interview by Special Agent

Ri chard Baxter, Jr. of the Federal Bureau of |nvestigation.

Poor Agent Baxter didn't know a ROM chip froma Vise-grip when

he arrived, so nmuch of that tine was spent trying to educate himon
the nature of the thing which had been stolen. O whether "stolen"
was the right termfor what had happened to it.

You know t hi ngs have rather junped the groove when potential suspects
nmust explain to | aw enforcers the nature of their alleged perpetrations.

| woul dn't swear Agent Baxter ever got it quite right. After | showed

hi m sonme actual source code, gave a denonstration of e-mail in
action, and downl oaded a file fromthe WELL, he took to rubbing his
face with both hands, peering up over his finger tips and saying, "It

sure is sonmething, isn't it" O, "Woo00-ee."

O "ny eight year-old knows nore about these things than | do." He
didn't say this with a father's pride so much as an immgrant's fear of
a strange new land into which he will be forcibly noved and in

which his own child is a native. He | ooked across ny keyboard into
Cyberspace and didn't |Iike what he saw.

We could have made it harder for one another, but | think we each
sensed that the other occupied a world which was as bizarre and
nonsensical as it could be. We did our nutual best to suppress

i nmune response at the border.

You' d have thought his world m ght have been a little nore
recogni zable to ne. Not so, it turns out. Because in his world, |
found several unfam liar features, including these:

1. The Hacker's Conference is an underground organi zati on of
conmputer outlaws with likely connections to, and al nost certainly
synpathy with, the NuPronetheus League. (O as Agent Baxter



repeatedly put it, the "New Prosthesis League.")

2. John Draper, the affore-nentioned Cap'n Crunch, in addition to
bei ng a known nenber of the Hacker's Conference, is also CEO
and president of Autodesk, Inc. This is of particular concern to
t he FBI because Autodesk has many top-secret contracts with the
government to supply Star Wars graphics inmagi ng and "hyperspace”
t echnol ogy. Worse, Draper is thought to have Sovi et contacts.

He wasn't making this up. He had | engthy docunents fromthe San
Franci sco office to prove it. And in which Autodesk's address was
certainly correct.

On the other hand, | know John Draper. Wile, as | say, he may have
once di stinguished hinself as a cracker during the Pleistocene, he is
not now, never has been, and never will be CEO of Autodesk. He did

work there for awhile |ast year, but he was |let go | ong before he got
in a position to take over.

Nor is Autodesk, in ny experience with it, the Star Wars skunk
wor ks whi ch Agent Baxter's docunents indicated. One could hang
out there a long tine wi thout ever seeing any gold braid.

Their primary product is sonething called AutoCAD, by far the nost
popul ar conput er - ai ded design software but generally lacking in

| ethal potential. They do have a small| devel opnent programin
Cyberspace, which is what they call Virtual Reality. (This, | assune is
t he "hyperspace" to which Agent Baxter's docunents referred.)

However, Autodesk had reduced its Cyberspace programto a couple

of programrers. | imagi ned Randy Wal ser and Carl Tol |l ander toiling

away in the dark and lonely service of their country. Didn't work.

Then | tried to describe Virtual Reality to Agent Baxter, but that
didn't work either. In fact, he tilted. | took several runs at it, but I
could tell | was violating our border agreenents. These seened to
include a requirenent that neither of us try to drag the other across
into his conceptual zone.

| fared a little better on the Hacker's Conference. Hardly a
conspiracy, the Hacker's Conference is an annual convention

originated in 1984 by the Point Foundation and the editors of Wole
Earth Review. Each year it invites about a hundred of the nost gifted
and acconplished of digital creators. Indeed, they are the very people
who have conducted the personal conputer revolution. Agent Baxter

| ooked at ny list of Hacker's Conference attendees and read their bios.

"These are the people who actually design this stuff, aren't they?" He
was i ncredul ous. Their corporate addresses didn't fit his nodel of



outlaws at all well.

Wiy had he cone all the way to Pinedale to investigate a crinme he
didn't understand which had taken place (sort of) in 5 different
pl aces, none of which was within 500 m | es?

Well, it seens Apple has told the FBI that they can expect little
cooperation from Hackers in and around the Silicon Valley, owing to
virulent anti-Apple sentinent there. They claimthis is due to the
Hacker belief that software should be free conbined with festering
resentnent of Apple's commercial success. They advised the FBI to
guestion only those Hackers who were as far as possible fromthe
tw sted heart of the subculture.

They did have their eye on sone | ocal people though. These
i ncluded a couple of fornmer Apple enployees, Gady Ward and
Wat er Horat, Chuck Farnham (who has nmade a |iving out of
harassi ng Apple), G enn Tenney (the purported | eader of the
Hackers), and, of course, the purported CEO of Autodesk.

O her fol ks Agent Baxter asked ne about included Mtch Kapor, who
wote Lotus 1-2-3 and was known to have received sone this
nmysteri ous source code. O whatever. But | had also nmet Mtch
Kapor, both on the WELL and in person. A less |likely conmputer
terrorist would be hard to cone by.

Actual ly, the question of the source code was anot her area where
wor | ds but shadow boxed. Although Agent Baxter didn't know

source code from Tuesday, he did know that Apple Conputer had

told his agency that what had been stol en and di ssen nated was the
conpl ete reci pe for a Maci ntosh conputer. The distribution of this
secret formula mght result in the creation of mllions of Mcintoshes
not made by Apple. And, of course, the ruination of Apple Conputer.

In ny world, NuPronetheus (whoever they, or nore |ikely, he m ght
be) had distributed a snall portion of the code which rel ated
specifically to Color QuickDraw. QuickDraw is Apple's nane for the
sof tware which controls the Mac's on-screen graphics. But this was
anot her detail which Agent Baxter could not capture. For all he
knew, you could grow Maci ntoshes from fl oppy disks.

| explained to himthat Apple was alleging sonething like the ability
to assenble an entire human being fromthe recipe for a foot, but
even he know t he anal ogy was inexact. And trying to get himto

accept the idea that a corporation could go nad with suspici on was
quite futile. He had a far different perception of the enotional
reliability of institutions.



When he fnally left, we were both dazzled and disturbed. | spent

sonme tinme thinking about Lewis Carroll and tried to return to witing
about the | egal persecution of the Legion of Doom But ny heart
wasn't in it. | found nyself suddenly too nmuch in synpathy with

Agent Baxter and his struggling colleagues from Operation Sun Devi l
to get back into a proper sort of pig-bashing node.

G ven what had happened to other innocent bystanders |ike Steve
Jackson, | gave sone thought to getting scared. But this was Kafka in
a clown suit. It wasn't precisely frightening. | also took sone
confort in a phrase once applied to the adm nistration of Frederick
the Great: "Despotismtenpered by inconpetence."

O course, inconpetence is a doubl e-edged banana. Wile we my
know this new territory better than the authorities, they have us
literally out-gunned. One shoul d pause before naking well-arned
paranoi ds feel foolish, no matter how foolish they seem
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The Fear of White Noise

"Neurosis is the inability to tolerate anbiguity."
-- Si gnund Freud, appearing to ne in a dream

|''ma nmenber of that half of the human race which is inclined to
di vide the human race into two ki nds of people. My dividing Iine
runs between the people who crave certainty and the people who
trust chance.

You can draw this one a nunber of ways, of course, |like Control vs.
Serendi pity, Oder vs. Chaos, Hard answers vs. Silly questions, or Newon,
Descartes & Aqui nas vs. Heisenberg, Mandel brot & the Dal ai Lama. Etc.

Large organi zations and their drones huddl e on one end of ny scale,
busily trying to inpose predictabl e honbgeneity on nessy

ci rcunstance. On the other end, free-lancers and ne'er-do-wells
cavort about, getting by on luck if they get by at all.

However you cast these poles, it cones down to the difference

bet ween those who see |ife as a struggl e against cosmc peril and
human i nfany and those who believe, w thout any hard evi dence,
that the universe is actually on our side. Fear vs. Faith.

| amof the latter group. Along with Gandhi and Rebecca of
Sunnybrook Farm | believe that other human beings will quite



consistently nmerit ny trust if I'mnot doing sonething which scares
t hem or nmakes them feel bad about thenselves. In other words, the
best defense is a good way to get hurt.

In spite of the fact that this systemworks very reliably for ne and ny
kind, I find we are increasingly in the mnority. More and nore of

our neighbors live in arned conpounds. Al arns bl are continuously.
Potentially happy people give their lives over to the corporate state as
t hough the world were so dangerous outside its veil of collective
imunity that they have no choice.

| have a nunber of theories as to why this is happening. One has to
do with the opening of Cyberspace. As a result of this devel opnent,
humanity is now undergoi ng the nost profound transformation of its

hi story. Comng into the Virtual Wrld, we inhabit Information.

| ndeed, we becone Information. Thought is enbodied and the Flesh

is made Wrd. It's weird as hell

Beginning with the invention of the tel egraph and extendi ng through
television into Virtual Reality, we have been, for a over a century,
experiencing a terrifying erosion in our sense of both body and pl ace.
As we begin to realize the enormty of what is happening to us, al

but the npbst courageous have gotten scared.

And everyone, regardl ess of his psychic resilience, feels this
overwhel m ng sense of strangeness. The world, once so certain and
tangi ble and |l egally precise, has becone an infinite |layering of
opi ni ons, perceptions, litigation, canera-angles, data, white noise,
and, nost of all, anmbiguities. Those of us who are of the fearful
persuasi on do not |ike anbiguities.

| ndeed, if one were a little junpy to start with, he may now be fairly
humm ng wi th nanel ess dread. Since no one |likes his dread to be
nanel ess, the first order of business is to find it sonme nanes.

For along tinme here in the United States, Conmuni sm provi ded a

ki nd of catch-all bogeyman. Marx, Stalin and Mao summoned forth

such a spectre that, to many Anericans, annihilation of all life was
preferable to the human portion's becom ng Communi st. But as Big

Red wi zened and |lost his teeth, we began to cast about for a replacenent.

Fi ndi ng none of sufficient individual horror, we have draped a
nunber of objects with the old black bunting which once shrouded
the Kremin. Qur current spooks are terrorists, child abductors,

Al DS, and the underclass. | would say drugs, but anyone who thinks
that the War on Drugs is not actually the War on the Undercl ass
hasn't been paying cl ose enough attenti on.



There are a couple of problenms with these Four Horsenen. For one

thing, they aren't actually very dangerous. For exanple, only 7
Anericans died in worldwi de terrorist attacks in 1987. Fewer than 10
(out of about 70 mllion) children are abducted by strangers in the
U.S. each year. Your chances of getting AIDS if you are neither gay

nor a henophiliac nor a junkie are considerably | ess than your

chances of getting killed by lightning while golfing. The underclass is
dangerous, of course, but only, with very few exceptions, if you are a
menber of it.

The other problemw th these perils is that they are all physical. If we
are entering into a world in which no one has a body, physical threats
begin to | ose their sting.

And now | cone to the point of this screed: The perfect bogeynan

for Modern Tines is the Cyberpunk! He is so snmart he nmakes you

feel even nore stupid than you usually do. He knows this conpl ex
country in which you' re perpetually lost. He understands the val ue

of things you can't conceptualize | ong enough to cash in on. He is the
one-eyed man in the Country of the Blind.

In a world where you and your wealth consist of nothing but beeps
and boops of mcro-voltage, he can steal all your assets in
nanoseconds and then nake you di sappear.

He can even reach back out of his haunted msts and kill you
physically. Anong the justifications for OQperation Sun Devil was
this chilling tidbit:

"Hackers had the ability to access and review the files of hospital
patients.

Furthernore, they could have added, deleted, or altered vital patient
i nformation, possibly causing life- threatening situations.”

Per haps the nost frightening thing about the Cyberpunk is the

danger he presents to The Institution, whether corporate or
governnental . If you are frightened you have al nost certainly taken
shelter by now in one of these collective organisns, so the very | ast
t hi ng you want is sonething which can endanger your heretofore
unassai | abl e hi ve.

And make no m stake, crackers will becone to bureaucratic bodies

what viruses presently are to human bodi es. Thus, Operation Sun

Devil can be seen as the first of many waves of organizati onal

i mmune response to this new antigen. Agent Baxter was a T-cell.
Fortunately, he didn't know that hinself and | was very careful not to
show him ny own antigenic tendencies.



| think that herein lies the way out of what m ght otherw se becone
an Arnmageddon between the control freaks and the neo-hip. Those

who are confortable with these disorienting changes nust do
everything in our power to convey that confort to others. In other
wor ds, we must share our sense of hope and opportunity with those
who feel that in Cyberspace they will be obsol ete eunuchs for

sure.

It's a tall order. But, ny silicon brothers, our self-interest is strong.
If we cone on as witches, they will burn us. If we volunteer to guide
themgently into its new lands, the Virtual Wrld m ght be a nore

am able place for all of us than this one has been.

O course, we may al so have to fight.

*kkk k%

Defining the conceptual and | egal nmap of Cyberspace before the

anmbi guophobes do it for us (wth punitive over-precision) is going to
require sone effort. W can't expect the Constitution to take care of
itself. Indeed, the precedent for mtigating the Constitutional
protection of a new nmedi um has al ready been established. Consider
what happened to radio in the early part of this century.

Under the pretext of allocating |imted bandw dth, the governnent
established an early right of censorship over broadcast content which
still seenms directly unconstitutional to nme. Except that it stuck. And
now, owng to a |arge body of case |law, | ooks to go on sticking.

New nedi a, |ike any chaotic system are highly sensitive to initial
conditions. Today's heuristical answers of the nonent becone
tomorrow s permanent institutions of both | aw and expectati on.
Thus, they bear exam nation with that destiny in mnd.

Earlier in this article, | asked a nunber of tough questions relating to
the nature of property, privacy, and speech in the digital domain.
Questions |ike: "What are data and what is free speech?" or "How

does one treat property which has no physical formand can be

infinitely reproduced?" or "Is a conputer the sane as a printing

press."” The events of Operation Sun Devil were nothing | ess than an
effort to provide answers to these questions. Answers whi ch woul d
greatly enhance governnental ability to silence the future's

opi ni onat ed nerds.

I n over-reaching as extravagantly as they did, the Secret Service nmay
actually have done a service for those of us who |ove liberty. They

have provided us with a devil. And devils, anong their other

gal vani zing virtues, are just great for clarifying the issues and putting



iron in your spine. In the presence of a devil, it's always easier to
figure out where you stand.

Waile | previously had felt no stake in the obscure conundra of free

t el ecommuni cation, | was, thanks to Operation Sun Devil, suddenly
able to plot a trajectory fromthe current plight of the Legion of Doom
to an eventual constraint on opinions nuch dearer to nme. | renenbered

Martin Nei noeller, who said:

“I'n Germany they canme first for the Communists, and | didn't speak up
because | wasn't a Communi st. Then they cane for the Jews, and | didn't
speak up because | wasn't a Jew. They cane for the trade unionists, and I
didn't speak up because | wasn't a trade unionist. Then they cane for the
Catholics, and | didn't speak up because | was a Protestant. Then they cane
for nme, and by that tinme no one was |left to speak up."

| decided it was tinme for me to speak up.

The evening of ny visit from Agent Baxter, | wote an account of it
which | placed on the WELL. Several days later, Mtch Kapor
literally dropped by for a chat.

Al so a WELL deni zen, he had read about Agent Baxter and had

begun to neditate on the inappropriateness of |eaving our civil
liberties to be defined by the technologically benighted. A nan who
pl aces great enphasis on face-to-face contact, he wanted to di scuss
this issue with nme in person. He had been flying his Canadair bizjet
to a neeting in California when he realized his route took him
directly over Pinedale.

We tal ked for a couple of hours in nmy office while a spring
snowstorm swi rl ed outside. Wien | recounted for himwhat | had | earned
about Operation Sun Devil, he decided it was tine for himto speak up too.

He called a few days |later with the phone nunber of a civil

i bertarian naned Harvey Silverglate, who, as evidence of his
conviction that everyone deserves due process, is currently

def endi ng Leona Hel nsley. Mtch asked ne to tell Harvey what |

knew, with the inference that he would hel p support the costs which
are liable to arise whenever you tell a | awer anything.

| found Harvey in New York at the offices of that city's nost

di stingui shed constitutional law firm Rabinowi tz, Boudin, Standard,
Krinsky, and Lieberman. These are the fol ks who nade it possible

for the New York Tinmes to print the Pentagon Papers. (Not to dwell

on the unw lling notoriety which partner Leonard Boudi n achi eved

back in 1970 when his Weat hergi rl daughter blew up the famly hone...)



In the conference call which followed, | could al nost hear the skel etal
click as their jaws dropped. The next day, Eric Lieberman and Terry
Gross of Rabinowitz, Boudin net with Acid Phreak, Phiber Optik,

and Scor pi on.

The maddening trouble with witing this account is that Whole Earth
Revi ew, unlike, say, Phrack, doesn't publish instantaneously. Events
are boiling up at such a frothy pace that anything | say about current

occurrences surely will not obtain by the time you read this. The
road fromhere is certain to fork many tines. The printed version of
this will seem downright quaint before it's dry.

But as of today (in early June of 1990), Mtch and | are legally
constituting the Electronic Frontier Foundation, a two (or possibly
t hree) man organi zation which wll raise and di sburse funds for
education, |obbying, and litigation in the areas relating to digital
speech and the extension of the Constitution into Cyberspace.

Al ready, on the strength of prelimnary stories about our efforts in
t he Washi ngton Post and the New York Tinmes, Mtch has received an
offer from Steve Whzni ak to match what ever funds he dedicates to
this effort. (As well as a fair anount of abuse fromthe nore
institutionalized precincts of the conputer industry.)

The El ectronic Frontier Foundation will fund, conduct, and support

| egal efforts to denonstrate that the Secret Service has exercised prior
restraint on publications, limted free speech, conducted i nproper

sei zure of equi pnment and data, used undue force, and generally
conducted itself in a fashion which is arbitrary, oppressive, and
unconsti tutional .

In addition, we will work with the Conputer Professionals for Social
Responsi bility and other organizations to convey to both the public
and the policy-mkers netaphors which will illum nate the nore
general stake in |iberating Cyberspace.

Not everyone will agree. Crackers are, after all, generally beyond
public synpathy. Actions on their behalf are not going to be popul ar
no matter who el se m ght benefit fromthemin the [ ong run.

Nevertheless, in the litigations and political debates which are certain

to follow, we will endeavor to assure that their electronic speech is
protected as certainly as any opinions which are printed or, for that
matter, screaned. W will nake an effort to clarify issues
surroundi ng the distribution of intellectual property. And we w ||
help to create for Anerica a future which is as blessed by the Bill of

Rights as its past has been.
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Search & Sei zure

I. Liberty & Cyberspace

Three years ago, a small publisher of role-playing ganes in Texas
was raided by the United States Secret Service. Governnent agents
carted away conputers, one of which ran the conpany's conputer

bull etin board system (BBS), hundreds of floppy disks, and drafts of
a soon-to-be-published book and of nmgazine articles. The seized
material was held for nonths, which led to the |ayoff of a nunber of
t he conpany's enpl oyees. No-one at the conpany was arrested or
charged with a crine. The owner of the conmpany, Steve Jackson
appeal ed for help and nmanaged to gain the attention of sone

prom nent nmenbers of the conputer community. The case canme to

be viewed by many as a struggle for civil liberties in the new

el ectronic frontier, known as Cyberspace. Steve Jackson and his
supporters were vindicated recently, when a Federal District Court
ruled that the Secret Service had violated federal statutes protecting
publ i shers and the privacy of electronic conmmunications wth regard
toits raid of the conpany.

Il. The Saga Begins

The saga of Steve Jackson and his conpany began in the sunmer of
1989, when the Secret Service was contacted by a representative of
Bel | South (a Regi onal Bell Operating Conpany) who advi sed that
there had been a theft of sensitive data from Bell South's conputer
system The stolen data was described as "an internal, proprietary
docunent that described the control, operation and mai nt enance of
Bel | South's 911 energency system"™ This report |led the Secret
Service and the U S. Attorney's office in Chicago into a |arger



I nvestigation, concerning a national group of conputer hackers call ed
the "Legi on of Doonm (LOD).

A nmenber of LOD had allegedly entered a Bell South conputer and
copi ed the 911 docunent to his own conputer. The 911 docunent

was then allegedly sent to a BBSin Illinois, fromwhich it was
downl oaded by a student named Craig Neidorf and edited for and
distributed in a publication naned _ Phrack . One person who

received _ Phrack  was Loyd Bl ankenship, also a nenber of LOD.

Not ably, the 911 docunent is not a conputer program and has

nothing to do with accessing a 911 system It sinply details who

does what in the tel ephone conpany bureaucracy regarding

cust onmer conpl aints and equi pnent failures, anong other things.

For the Secret Service, Bell South estimted the cost of the 911
docunent at $79,449. But in July 1990, during Neidorf's trial, it was
di scl osed that the 911 docunent was available to the public directly
fromBel | South for about $20. (Upon this disclosure, the prosecution
of Neidorf collapsed -- |eaving himow ng over $100, 000 in | egal

fees.)

In early 1990, the Secret Service |earned that another LOD nenber
had posted a nessage on a BBS mai ntai ned by Bl ankenshi p, allegedly
“inviting other BBS participants to send in encrypted passwords
stolen from other conmputers, which Bl ankenship and [the ot her

menber of LOD] woul d decrypt and return...." After seeking

addi tional information, the Secret Service decided to obtain search
warrants to obtain evidence against them including a search warrant
for the offices of Blankenship's enployer, Steve Jackson Ganes, Inc.

St eve Jackson Ganes, as described by its | awers, "publishes role-

pl ayi ng ganes in book form mnagazi nes, a book about gane theory,

boxed ganmes, and game-rel ated products. The conpany's ganes are

pl ayed not on conputers, but with dice, a ganme book or books, and

|l ots of inmagination.” As part of its business, the conpany runs a BBS
(the "Illumnati" BBS) that allows outside callers to dial in and, as
outlined by Steve Jackson, "read nessages l|left by [the conpany],

read public nessages left by others who have called the bulletin
board, |eave public nessages for other callers to read, send private
el ectronic mail to other persons who called the bulletin board, and

"downl oad' conputerized files to their own conputer." Like the

typical BBS, the Illumnati BBS stored electronic mail, including nail
t hat had been sent but not yet received. |In February 1990, there

were 365 users of the Illumnati BBS and, according to the trial court,

Bl ankenshi p was a "co-sysop" of the BBS.



[11. The Raid

On March 1, 1990, Steve Jackson Ganmes was raided by the Secret
Service. They seized and carried away a conputer found on

Bl ankenshi p' s desk, a di sassenbl ed conputer next to his desk, the
conputer running the Illumnati BBS, over 300 conputer disks, and
vari ous docunents and other materials. Anong the seized itens

were drafts of a book titled = GURPS Cyberpunk_ , which was to be
publ i shed wi thin days or weeks of the raid, and drafts of nmgazi nes
and magazine articles. ("GURPS' stands for "Generic Universal Gane
Rol e Playing System") According to the conpany's attorneys, a
Secret Service agent called  GQURPS Cyberpunk  "'a handbook for
computer crinme' in M. Jackson's presence, (although the governnent
now cl ainms that the book was not the target of the search and admts
It was not evidence of any crine)."

For Steve Jackson Ganes, the raid was a calamty. It was suffering
severe cash flow problens, and the seizure caused substantial del ays
in publication and the term nation of 8 enployees. The bul k of the
sei zed material was not nade available to the conpany until late
June 1990, and no printed copies of _ GURPS Cyberpunk  were ever
ret urned.

The raid al so caused wi de concern across the United States. Fromthe
outset, as noted by the conpany's |awers, many saw the case as one
i n whi ch,

"The Secret Service, on exceedi ngly weak pretense, invaded the office
of an upstandi ng, hard-working small busi nessman, and nearly put
hi m out of business. The Secret Service shut down a working BBS --

a new, powerful neans of public and private comunication -- with
__no__ evidence that anything unlawful was transpiring there.
Shutting down the "lIllumnati" was |ike clearing or closing down a
park or neeting hall, sinply because one of hundreds of the people

gat hered there was under vague suspicion."
This view was | ater validated by the trial court, which found that,

"[P]rior to March 1, 1990, and at all other times, _ there has never
been any basis for suspicion__ that [Steve Jackson Ganes, Steve
Jackson, or any of the other individuals who subsequently sued the
Secret Service as a result of the raid] have engaged in any crim nal
activity, violated any law, or attenpted to comruni cate, publish, or
store any illegally obtained information or otherw se provi de access



to any illegally obtained information or to solicit any information
which was to be used illegally." (Enphasis added.)

IV. The Lawsuit

After the raid, Steve Jackson Ganes, Steve Jackson and 3 users of the
I[lTumnati BBS filed suit against the United States Secret Service, the
United States of Anerica, and several governnent enployees who

had been involved in the raid. The plaintiffs brought causes of action
for violation of the follow ng: the Fourth Amendnent to the U. S.
Constitution; the Privacy Protection Act, 42 U S. C 2000aa et seq.; the
Wre and El ectronic Comruni cations Interception and |Interception of

Oral Conmmuni cation Act, 18 U S.C. 2510 et seq.; and, the Stored Wre
and El ectroni c Communi cati ons and Transactional Records Act, 18

U S C 2701 et seq. (The latter 2 statutes are part of the Electronic
Communi cations Protection Act, or ECPA.)

V. Fourt h Anmendnent

Wth respect to the Fourth Anendnent, the plaintiffs argued that
“probabl e cause to believe that a crinme has occurred ... does not
automatically give license to search every place that a suspect nay
frequent,"” and also that "there nust be probable cause to believe
that the type of materials sought are |ocated at the place to be
searched."” "The search warrant," continued the plaintiffs, "did not
establ i sh probabl e cause that evidence of any crinme would be found

at [Steve Jackson Ganes]," and the search of the conpany "was

broader than justified by any facts in the warrant.” |n response, the
governnment argued that even if the plaintiffs were correct, they stil
had to prove that "these defects were so obvious that no reasonabl e
of ficer could have believed the warrant to be valid, in light of the
information [the officer] possessed." Because a court determ nation
in favor of the plaintiffs could have resulted in an i medi ate appeal
that woul d del ay the bal ance of their case, the plaintiffs dropped
their Fourth Amendnent clains to focus their case on the Privacy
Protection Act and ECPA cl ai ns.

VI. Privacy Protection Act

The Privacy Protection Act concerns the investigation and
prosecution of crimnal offenses and, in relevant part, prohibits
gover nment enpl oyees from searching for or seizing any "work
product material s" possessed by a person reasonably believed to
have a purpose to dissemnate to the public a newspaper, book,
broadcast, or other simlar formof public communication. "Wrk



product materials" are defined to include materials, not including
contraband, the fruits of a crinme, or things used as the neans of
commtting a crinme, created or prepared for the purpose of

comruni cating such materials to the public.

At the tinme of the raid on Steve Jackson Ganes, the Secret Service
was advi sed that the conmpany was in the publishing business. No
significance was attached to this information, however, as the Secret
Service agents involved in the raid were oblivious of the provisions
of the Privacy Protection Act.

Not w t hstanding the fact that the Secret Service had failed to nake a
reasonabl e i nvestigation of Steve Jackson Ganes "when it was

apparent [its] intention was to take substantial properties bel ongi ng
to the [conpany], the renpval of which could have a substanti al

effect on the continuation of business,” the trial court declined to
find

that on March 1, 1990, any governnent enpl oyee had reason to

believe that the property to be seized would be "work product
material" subject to the Privacy Protection Act. But during the raid,
the Secret Service had been advised of facts that put its agents on
notice of probable violations of that Act. Indeed, the Secret Service
continued to detain the conpany's property through |late June 1990
despite the fact that, as observed by the trial court, "[i]mredi ate
arrangenents coul d and shoul d have been nmade on March 2, 1990,

wher eby copies of all information seized could have been nade."

The refusal of the Secret Service to return the conpany's information
and property violated the Privacy Protection Act, and the court

awar ded Steve Jackson Ganmes its expenses ($8,781) and econom c
damages ($42, 259).

VIil. ECPA

The trial court did not find, however, that the Secret Service had
viol ated the El ectronic Communications Interception and |Interception
of Oral Communication Act. According to the trial court, "the Secret
Service intended not only to seize and read [the conmuni cations
stored on the Illumnati BBS], but, in fact, did read the

comruni cations and thereafter deleted or destroyed sone

comuni cations either intentionally or accidentally." But the Secret
Service had not "intercepted" conmunications within the neani ng of
the latter Act, ruled the court, apparently on the grounds that only
t he cont enporaneous acquisition of a conmunication is prohibited

t her eby.



In support of this ruling, the court |ooked to the Congressional
enactment of the Stored Wre and El ectroni c Communi cati ons and
Transactional Records Act, anong other things. This statute protects
the content of electronic conmunications in electronic storage and
sets out specific requirenents for the governnent to follow to obtain
the "disclosure" of such communications. One such requirenent is

that there be "reason to believe the contents of a[n] ... electronic
communi cation ... are relevant to a legitimte |aw enforcenent
Inquiry." Although the Secret Service wanted to seize, review and

read all el ectronic conmuni cations, public and private, on the

Il lTum nati BBS, the Secret Service did not advise the Magistrate Judge
who i ssued the warrant for the raid on Steve Jackson Ganes "that the
[l lum nati board contained private el ectronic comuni cati ons

bet ween users or how the disclosure of the content of these

conmuni cations could relate to [the] investigation.” The court
comrented that it was not until June 1990 that the plaintiffs were
able to determ ne the reasons for the March 1, 11990, seizure, "and
then only with the efforts of the offices of both United States
Senators of the State of Texas." Sinply stated, "[t]he procedures
followed by the Secret Service in this case virtually elimnated the
saf eqguards contained in the statute." Lacking sufficient proof of
conpensatory danmges, the court assessed statutory danmges in

favor of the plaintiffs, in the amunt of $1,000 for each plaintiff.

Vi, Furt her I nformation

Further information concerning this case may be found in the opinion
of the United States District Court in __ Steve Jackson Ganes, Inc., et
al. v. United States Secret Service, et al.__, No. A-91-CA-346-SS (WD.
Tex. 3/12/93). For background information on this case and ot her

rel ated cases, see B. Sterling, _ The Hacker Crackdown_ _ (1992), and
John Perry Barlow, _ Crine & Puzzlenment _ (1990).

(Copies of the argunents filed wth the trial court and of the court's
opi nion were kindly made avail able to the author by Peter D.

Kennedy, Esq., of Ceorge, Donal dson & Ford, attorneys for Steve
Jackson Ganes, Inc. and the other plaintiffs.)
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Not abl e | egal devel opnents reported in April 1993 include the
fol |l ow ng:

#The Ninth Crcuit Court of Appeals has ruled that an

I ndependent service provider violated copyright |aws by | oadi ng
operating software licensed to its client into the random access
menory of its client's conputer in the course of fixing the conputer
(__MAI Systens Corp. v. Peak Conputer Inc., et al. , 93 CD. QO S.
2596 (9th Cir. 4/9/93)).

#The Wi te House has announced the devel opnent of a

conmputer chip, called the "Cipper Chip," that encodes voice and data
transm ssions using a secret algorithm The chipis to work with an
80-bit, split key escrow system Two escrow agents would each hold
40-bit segnents of a user's key, which would be released to | aw

enf orcenent agents upon presentation of a valid warrant. After the
announcenent, several groups expressed concern that, anong ot her

t hings, the algorithmused cannot be trusted unless it is public and
open to testing. (New York Tines, April 16, 1993, Al; San Jose
Mercury News, April 16, 1993, 1A, and April 17, 1993, 11D; Wl

Street Journal, April 19, 1993, A5.)

#The Cl A has warned U. S. high-tech conpanies that the French
governnent may be spying on them (San Jose Mercury News, Apri
27, 1993, 11E.)

#Kevi n Poul son, a hacker already scheduled to be tried on 14

federal felonies, has been indicted on 19 nore felony counts in which

he is accused of using tel ephone and conputer skills to ensure that

he and two al |l eged acconplices would win radio station call-in

cont ests. Prizes in those contest included a pair of Porsche cars and
nore than $20,00 in cash. (San Jose Mercury News, April 22, 1993,

1F.)

#lnterDi gital Comunications Corp. has filed suit for patent

I nfringenment against Oki Electric Industry Co., of Tokyo. The suit
concerns a data conmuni cation techni que call ed code division

mul tiple access (CDMVA), devel oped by a San D ego-based conpany,

and CDMA- based phones that Cki plans to manufacture, anong ot her
things. InterDigital holds many patents on a rival technique called
time division nultiple access, used by several cellular phone
conmpanies. (Wall Street Journal, April 19, 1993, 7B.)

#20 Japanese tel econmuni cati ons conpani es announced t hat



they will join Mditorola' s Iridiumproject, a planned digital cellular
t el ephone network |inked by 66 orbiting satellites. (San Jose
Mercury News, April 3, 1993, 11D.)

#The nation's | ocal phone conpanies offered to build the

“information superhi ghway" pronoted by Vice President Al Core if

they are allowed to go back onto the |ong-di stance phone business, to
manuf act ure equi pnrent, and to provide video progranmm ng over

phone lines. (San Jose Mercury News, April 16, 1993, 3C.)

#Appl e Conputer, Inc. is fighting a $290 nmllion claimby the IRS
for back taxes for the years 1987 and 1988 relating to the val ue of
property transferred between foreign and donmestic units of the
conpany. (San Jose Mercury News, April 3, 1993, 9D.)

#A federal judge overturned a jury verdict that AVD did not

have the right to use Intel mcrocode in AVD chips, and granted a
new trial. The basis for the court's ruling was that Intel had failed
to

produce critical docunents that would have allowed AMD fairly to
present its defense. The verdict had stopped AMD fromselling a
clone of Intel's 486 mcroprocessor. Wthin 2 weeks, Intel sued AVMD
alleging that AMD' s 486 clones and an ANMD chip not yet on the

mar ket violate Intel copyrights. (San Jose Mercury News, April 17,
1993, 1A, and April 29, 1993, 1C New York Tinmes, April 17, 1993,
p.17.)

#The Commer ce Departnent has inposed pernanent i nport

duties of up to 11.45% on Korean-nmade conputer nenory chips,
followm ng an International Trade Comm ssion finding of "dunping" by
Sout h Korean manufacturers. (San Jose Mercury News, April 23,

1993, 1C.)

#Tai wan has adopted a set of copyright Iaw revisions. (San Jose
Mercury News, April 23, 1993, 3C)

#The International Trade Comm ssion has agreed to investigate

clains by a Mssissippi inventor that 20 conputer disk-drive

manuf acturers are violating a patent he holds for placing carbon
coating on conputer disks by inporting drives that use the

technol ogy. One manufacturer, Connor Peripherals Inc., has filed suit
to declare the inventor's patent invalid. (San Jose Mercury News,
April 27, 1993, 9E.)

CyberLex (tm is published solely as an educati onal service.
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Practical Privacy Protection, Unless Congress
Prohibits It

by Jim Warren

Copyright 1991, JimWarren, original in McroTines #83, My 27, 1991.
This may be copied or reprinted in full, or full paragraphs nmay be
excerpted, provided copies indicate author, copyright, and origin.

This colum concerns our futures that we can create, *if* we protect
our options.

Protecting Agai nst Peepers

Conmput er and el ectronic-mail users are becom ng increasingly concerned
about information pirates and email eavesdroppers.

Sonme naive folks think legislation will halt such intrusion.

Real i sts, however, are urging technical protections against
t echnol ogi cal surveillance. Nunerous speakers at the Conputers,
Freedom & Privacy Conference stated that the *only* real protection
agai nst such surveillance and data theft is robust, verifiably-secure
encryption.

Many say "public key" crypto is the nost secure--and al so the nost
easily used. It's actually a two-key system a "key" being sinply a
nunber. Everyone can have your "public" key, using it to encrypt
information for you. But only you, know ng the "private" half of your
two-part key, can decrypt the data.

Recently, nunerous nmmj or conpani es have joi ned, or appear about to
join, the public-key bandwagon. They include DEC, Sun, Appl e,
M crosoft, Lotus, Novell, etc.. They seemlikely to endorse the
publ i c-key inplenentation devel oped by RSA Data Security (Redwood
Cty).

Locksm t hs Need Agreenent
In all cases, the transmtter nmust have an encryption tool--a program
or device, and the receiver nust have a matching decryption tool.
Thus, there nust be w despread agreenent on any crypto that is to be
w del y used.
The US governnent adopted the Data Encryption Standard (DES). But
its 56-bit key was publicly proven crackable by Stanford's Marty
Hel | man, even before DES was adopted. The National Security Agency
(NSA) opposed Marty's reconmmendati on of an uncrackabl e 64-bit key.
Further, there are w despread--unproven--runors that NSA has a "back
door" into anything encrypted with DES, so they don't even need a Cray
to crack it. |Its source code was never released by IBMand NSA its
devel opers, so users cannot verify that it's secure.



Protecting Fax & Phone

On related fronts, the SecureFX fax encryptor can protect fax
transm ssions (from Cylink, Sunnyvale). It reportedly includes
RSA-Iicensed public-key crypto, has tanper detection that zeroes-out
keys before they can be read, and works with any pair of standard
faxes. Each fax plugs into a SecureFX, plugged into the phone Iine.
Sadly, the units cost about four tines what a fax costs. (Watch for
faxes with built-in crypto.)

Fujitsu may be the first offering a cordl ess consuner tel ephone that
scranbl es communi cati on between the handset and the base-station
(Azet-R10). This will render nbst nosy nei ghbors' scanners usel ess
and force wire-tappers back onto the tel ephone pol es.

Who' s Peepi ng?

On the other hand, undetectable nonitoring of any voice, fax or data
phond-1ine--fromanywhere in the nation--is reportedly inplenented in
current-generation US phone systens. These optional surveill ance
facilities are reportedly far beyond anything the tel cos ever
requested or showed any interest in wanting.

Even nore curious: Local and state police have said *they* can't
get use of it, even for a court-authorized phone tap. They still have to
clinb a pole or clip onto lines in the central office (c.o0.), just
i ke J. Edgar Hoover's surveillance of the Kennedys, Martin Luther
King and ' 60s pacifist groups. [pacifist: someone who's always trying
to start a peace]

So- -who uses the phone-tap-fromanywhere facilities that the tel cos
never wanted and aren't available to | ocal and state cops?

Most Peepers Aren't Crackers

I rresponsi bl e news nedi a and nyt hol ogi cal novi es have infl aned
wi despread fear that droves of omi potent conputer crackers will
i nvade every conputer--and probably make your m crowave irradi ate your
children, too. Even columist Jack Anderson's staff got suckered into
nai vely touting cracker terror.

In fact, alnost all conmputer crimnals and dat a-peepers are
enpl oyees, managers, agents and politicians--working on the
i nsi de--using authorized access for covert and/or unauthorized
pur poses.

Exanpl e: The Mayor of Col orado Springs secretly nonitored
confidential electronic correspondence between nenbers of his Cty
Council, using his access as systemoperator. (He is also President
of the US Council of Mayors.)

O course, robust, verifiably-secure crypto would cure such
automated surveillance. |If permtted.

Congressional Call for Guaranteed |Insecurity
Early this year, Senators Biden (D-DE) and DeConcini (D AZ) buried



this sentence in Senate Bill 266, an "omi bus anti-terrorism
bill"--introduced on the House side by Rep. Tom Lantos (D-CA):

[A “... providers of electronic conmmunications services and
manuf acturers of el ectronic conmuni cati ons service equi pnent shall
*ensure that conmunications systens permt the governnment to obtain
the plain text contents of voice, data, and other communications* when
appropriately authorized by law. " [enphasis added]

If this is passed, all US crypto systenms will have a hole in them-a
back door for "authorized" agents. Industrial and foreign spies
woul dn't have to *wonder* whether encrypted data and communi cati ons
were crackable; the laww | guarantee it. Spies would need only to

crack it, or sinply obtain access through any "authorized agent" they
could bribe or blackmail.

Well, Desert Stormdied and the terrorist terror went away.
(Terrorists are *so* undependabl e.)

So, this "data insecurity guarantee" pronptly resurfaced in an
“omi bus anti-crine bill," S618. (US crimnals are nore reliable than
terrorists.)

What's More I nportant--People or Prosecution?

Adm ttedly, if secure encryption were available to citizens and
conpanies, crimnals mght also use it. But, even if | aw abiding
citizens are prohibited from having secure crypto tools, crimnals can
still have them-the techniques are w dely published and wel |
understood in international conputer circles.

Shoul d everybody be permitted to adequately protect their
comuni cations and records--or should such security be available only
to | awbreakers? Do police and prosecutor needs justify guaranteeing
i nsecurity for everyone el se?

The Bel tway bureaucrats who insistently push this legislation wll
only be stopped by a wi despread outcry froman inforned, vocal
publi c.

Conmput ers, Freedom & Privacy Tal ks and Tapes Now Avail abl e

In the | ast several nonths, |'ve given a nunber of |ectures deriving
fromthis Spring's premer Conputers, Freedom & Privacy Conference.
And, | gotta say, it is the nost exciting and provocative subject |'ve

presented, since '70s |lectures about "personal conputing”--when
m croconputing was an infant industry unknown to an unsuspecti ng
popul ati on.

Al so, audi ot apes of the CFP Conference are (finally!) avail able.
Contact Recording, Etc., Palo Alto CA; (415)327-9344, 321-9261/f ax.
Pre-tax prices are $14.95/tape, $34.95/day (5 tapes), $59.95/full set
(15 tapes).

Contribute Your Two Sense [sic]!
Share *your* fantasies seeking realization. Send "emto JimWrren,
Real i zabl e Fant asi es, 345 Swett Road, Wodsi de CA 94062. Publi shed



proposals will be attributed to their authors unless anonymty is
request ed.

Steve Jackson Games | SJ Games vs. the Secret Service



http://www.sjgames.com/

Press Releases issued at end of SJ Games v. Secret
Service

PRESS RELEASE March 15, 1993 - For Immediate Release

STEVE JACKSON GAMES WINS SUIT AGAINST SECRET SERVICE

St eve Jackson Ganes and its co-plaintiffs - Steve Jackson hinsel f
and three users of the Illumnati Bulletin Board - have won their |awsuit
agai nst the US Secret Service. The decision was announced | ate Fri day,

March 12.

Federal judge Sam Sparks ruled for SJ Ganes on the PPA (Privacy
Protection Act), saying that the publisher's work product was unlawfully
sei zed and held. Under the ECPA (El ectronic Comrunications Privacy Act),
he ruled that the Secret Service had unlawfully read, disclosed and erased
the nmessages - despite their repeated denials that they had done any such
thing. On a separate ECPA count, he ruled for the defendants, saying that
taking the conputer out the door was not an "interception" of the nessages
on it within the neaning of the | aw.

The El ectronic Frontier Foundation, which sponsored the suit, hailed
t he deci sion as "groundbreaking." According to Mke Godw n, |egal services
counsel for the EFF, "This case should send a nessage to | aw enforcenent
groups everywhere that they can't ignore the rights of those who
communi cate by conputer.”

The judge awarded danmages of $1,000 per plaintiff under the ECPA, for
a total of $5,000. Under the PPA, he awarded SJ Ganes $42, 259 for | ost
profits in 1990, and out-of - pocket costs of $8,781. The plaintiff's
attorneys are also entitled to costs, an anount which will be well in
excess of $200, 000.

The Justice Departnent has not stated whether it wll appeal.

Sparks' opinion was quite critical of the Secret Service's behavior,
before, during and after their raid, calling the affidavit and warrant
preparation "sinply sloppy and not carefully done."

Comrented Steve Jackson: "I'moverjoyed, and a little nunb. W stood
up to themand we won. It was never a sure thing . . . legally, this is
all new ground. W won because what the Secret Service did to us was
totally outrageous, and because our |awers did a great job of penetrating
their cover-up and bringing out all the facts.

“I"'mnore grateful than | can say to the Electronic Frontier
Foundation for maeking the suit possible. And since the governnment will

have to pay our legal costs, the EFF will get their noney back, to fight
t he next case!
“"And if |'ve gained any notoriety fromall this nmess, | want to use it

to work for changes in the law, to stop this kind of abuse forever."



The EFF press rel ease:

NEWSFLASH! STEVE JACKSON GAMES WINS LAWSUIT AGAINST U.
S. SECRET SERVICE

A ganes publisher has won a |lawsuit against the U S. Secret Service
and the federal governnment in a groundbreaking case involving
conmput er publications and el ectronic-mail privacy.

I n a decision announced Friday, March 12, Judge Sparks of the
federal district court for the Western District of Texas
announced that the case of Steve Jackson Ganes et al. versus the
U S. Secret Service and the United States CGovernnent has been
deci ded for the plaintiffs.

Judge Sparks awarded nore than $50, 000 in damages to the plaintiffs,
citing lost profits for Steve Jackson Ganes, violations of the

El ectroni ¢ Communi cations Privacy Act, and violations of the Privacy
Protection Act of 1980. The judge also stated that plaintiffs would
be rei nmbursed for their attorneys' fees.

The judge did not find that Secret Service agents had "intercepted"
the el ectronic communi cations that were captured when agents
seized the Illumnati BBS in an early-norning raid in spring of
1990 as part of a conmputer-crine investigation. The judge did

find, however, that the ECPA had been violated by the agents
seizure of stored el ectronic conmunications on the system

Judge Sparks also found that the Secret Service had viol ated
Steve Jackson Ganes's rights as a publisher under the Privacy
Protection Act of 1980, a federal |aw designed to |limt the
ability of |aw enforcenent agents to engage in searches and
sei zures of publishers.

M ke Godwi n, |egal services counsel for the Electronic Frontier
Foundati on, which has underwitten and supported the case since
it was filed in 1991, said he is pleased with the deci sion.
"This case is a major step forward in protecting the rights of
t hose who use conputers to send private nail to each other or
who use conmputers to create and di ssem nate publications.”

"Judge Sparks has made it emnently clear that the Secret
Service acted irresponsibly,” Godwin said. "This case shoul d
send a nessage to | aw enforcenent groups everywhere that they
can't ignore the rights of those who communi cate by conputer.”



Press can contact M ke Godwin at 617-576-4510, or by
pager at 1-800-SKYPAGE, 595-0535.
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Steve Jackson Games v. US Secret Service

The Case and its Outcome

by Peter D. Kennedy

George, Donal dson & Ford, 114 W 7th Street, Suite 100
Austin, Texas 78701
512-495-1400 - Fax: 512-499-0094 - E-mail: gdf.well.sf.ca.us

(The print version of this article appeared i n BOARDWATCH Magazi ne
in the July 1993 issue.)

On March 12, 1993, a federal judge in Austin, Texas deci ded
that the US Secret Service broke the |aw when it searched Steve
Jackson Ganes Inc., and seized its bulletin board system and ot her
conput er equi pnent. The decision in this case has been | ong-
awaited in the conputer world, and nost observers have hailed it as
a significant victory for conputer user's freedom and privacy.

| had the fortune to be one of the | awers representing Steve
Jackson and his co-plaintiffs. During the course of the | awsuit,
| met many people passionately interested in the issues the case
raised. | watched and listened to the discussions and argunents
about the case. |[|'ve been inpressed by the intelligence of the on-
line world, and the interest that conputer enthusiasts show --
especi ally conputer communi cation enthusiasts -- in the law. 1've
al so been inpressed and distressed at how the Net can spontaneously
generates m sinformation. Steve Jackson has spent untold hours
correcting errors about him his conpany, and the case on both the
Net and nore traditional news nedia.

The decision in the Steve Jackson Ganes case is clearly a
significant victory for conputer users, especially BBS operators
and subscribers. | hope to give a sinple and cl ear explanation for
the intelligent non-lawer of the |egal issues raised by the case,
and the significance and limtations of the court's decision.

The facts. By now, npbst people interested in the case are
famliar with the basic facts: On March 1, 1990, the Secret
Service, in an early-norning raid, searched the offices of Steve
Jackson Ganes. The agents kept the enpl oyees out of the offices
until the afternoon, and took the conpany's BBS -- called



“I'lumnati” -- along with an enpl oyee's work conputer, other
conmput er equi pment, and hundreds and hundreds of floppy disks.
They took all the recent versions of a soon-to-be-published gane
book, "GURPS Cyberpunk,"” including big parts of the draft which
were publicly available on Illum nati.

On March 2, Steve Jackson tried to get copies of the seized
files back fromthe Secret Service. He was treated badly, and
given only a handful of files fromone office conputer. He was not
all owed to touch the Illumnnati conputer, or copy any of its files.

St eve Jackson Ganes took a nosedi ve, and barely avoi ded goi ng
out of business. According to Jackson, eight enployees |ost their
j obs on account of the Secret Service raid, and the conpany | ost
many thousands of dollars in sales. It is again a busy enterprise,
no thanks to the Secret Service (although they tried to take
credit, pointing to the supposedly wonderful publicity their raid
pr oduced) .

After nonths of pestering, including pressure by | awers and
Senat or Ll oyd Bentsen (now, as Treasury Secretary, the Secret
Service's boss) the Secret Service returned nost of the equi pnment
t aken, sonme of it nmuch the worse for wear.

By then, Steve Jackson had restarted Illumnati on a different
conputer. Wen the old Illumnnati conputer was finally given back,
Jackson turned it on -- and saw that all the electronic mail which

had been on the board on March 1 was gone! Wayne Bell, VWAV

devel oper and guru, was called in. He gave us invaluable (and
free) help evaluating the condition of the files. He concl uded,
and testified firmy at trial, that during the week of March 20,
1990, when the Secret Service still had Illumnati, the BBS was
run, and every piece of e-mail was individually accessed and
deleted. The Illumnati files the Secret Service had returned to
Steve Jackson left irrefutable electronic traces of what had been
done -- even | could understand how the condition and dates of the
e-mail files showed what had happened, and when.

The Lawsuit

Suei ng the federal governnent and its agents is
never a sinple thing. The United States can only be sued when it
consents. Lawsuits against individual agents face big |egal
hurdl es erected to protect governnment officials fromfear of a
tidal wave of |awsuits.



Amazing as it may sound, you cannot sue the United States (or
any federal agency) for noney danages for violating your
constitutional rights. You can sue individual federal agents,

t hough. |If you do, you have to get past a defense called
"qualified imunity" which basically nmeans you have to show t hat
the officials violated "clearly established" constitutional |aw
For reasons | can't explain briefly, "qualified immunity" often
creates a vicious circle in civil rights litigation, where the
substance of constitutional [aw is never established because the
court never has determ ne the Constitution's scope, only whether
the aw was "clearly established" at the tinme of the violation.

The strongest renedies for federal overstepping are often
statutes which allow direct suit against the United States or
federal agencies (although these are |less dramatic than the
Constitution). Fortunately, these statutes were available to Steve
Jackson and the three Illumnati users who joined himin his suit
agai nst the Secret Service.

The Legal O ains

The Steve Jackson Ganes case was a | ot of
things to a lot of people. | saw the case as having two basic
goals: (1) to redress the suppression of the public expression
enbodi ed in Steve Jackson's publications (including his publication
via BBS) and thereby conpensate the conpany for the damage
unnecessarily done by the raid, and (2) to redress the violation of
the privacy of the BBS users, and the | ess tangible harmthey
suf fered.

The i ndividual governnent agents involved in the raid were
sued for constitutional violations -- the First and Fourth
Amendnents. The Secret Service was sued under two inportant |aws
whi ch enbody the sane principles as the First and Fourth Anendnents
-- the Privacy Protection Act of 1980 and provisions of the
El ectroni ¢ Communi cations Privacy Act of 1986. There were other
clainms, but these were the core.

After the case was pending a year and a half and all discovery
conpl eted, the government noved to have the cl ains agai nst the
i ndi vi dual defendants dism ssed, claimng qualified inmunity. This
notion (usually brought early in a case) guaranteed that the trial
woul d be del ayed by over a year, because even if the governnent
lost its notion, the individuals could i medi ately appeal. In
Decenber, 1992, the tactical decision was made to drop those
clainms, rather than suffer the delay, and proceed pronptly to trial



on the clains against the Secret Service itself.

The Privacy Protection Act of 1980

In the late 1970's the Stanford Daily was subjected to a fishing
expedition conducted by police officers in the Stanford Daily's newsroom
The police were | ooking for notes and photos of a denonstration the
newspaper had covered for a story, hoping the newspaper's files would
identify suspects. The Suprene Court held in 1979 that the newspaper had
no separate First Anmendnent right protecting it from searches and
seizures of its reporters' notes and photographs if they were
"evi dence" of a crinme the paper had covered -- even when the
newspaper was not under any suspicion itself. Congress responded
in 1980 with the Privacy Protection Act, which, until Steve Jackson
canme al ong, was distinguished nostly by its lack of interpretation
by courts.

The Act's wording is rather obtuse, but basically it enacts a
"subpoena only" rule for publishers -- |aw enforcenent officials
are not allowed to search for evidence of crines in publishers
of fices, or nore accurately, they may not "search for or seize"
publi shers' "work product" or "docunentary materials", essentially
draft of publications, witers' notes, and such. To get such
material, the police nust subpoena them not with the nuch nore
di sruptive search warrant. Every BBS sysop should read this act,
| ocated at 42 U. S. C. 2000aa in the | aw books, because | can't
fully explain it here.

The Act is quite broad, protecting from searches and sei zures
t he work product and docunentary materials of anyone who has "a
purpose to dissenm nate to the public a newspaper, book, broadcast,
or other simlar formof public comunication ..." It also has a
bi g exception -- if the publisher is the person suspected in the
crimnal investigation.

The El ectroni c Conmuni cati ons Privacy Act

Two provisions of the Electronic Communi cations Privacy Act (or
ECPA) were paranount in the suit. The plaintiffs clainmed the Secret
Service violated two provisions -- one prohibiting unjustified
"di scl osure and use" of e-nmail (18 U S.C. Sec. 2703; the other
prohibiting "interception"” of e-mail (18 U S. C. Sec. 2511(1)).

The parties' positions were fairly sinple, and laid out well
before trial. As for the Privacy Protection Act, Steve Jackson
claimed that his conpany's publications, both in book formand on
[l lum nati, were obviously "work product” protected by the Act, and



t he governnent had no right to seize them and therefore owed him
noney for the danmage the raid caused his business. The governnent
replied claimng that (1) Steve Jackson Ganes' products are not the
type of publications protected by the PPA, and anyway, (2) the
Secret Service didn't know that Steve Jackson Ganes was a publisher
when it raided its offices; and even then, (3) the Secret Service
didn't mean to take the books, the books just canme al ong when the
conputers and di sks were taken.

As for the e-mail, Steve Jackson and the other BBS users
clainmed that the seizure, disclosure, and deletion of the e-nail
was both an unlawful "disclosure and use,"” and an "interception" of
el ectronic comuni cations in violation of the ECPA. The Secr et
Service replied that (1) there was no "interception" because the e-
mail was just sitting there on the hard drive, not noving;, and (2)
the Secret Service didn't read the mail, but if it did, it was
acting in good faith, because it had a search warrant authori zi ng
it so seize Steve Jackson Ganes' "conputers" and to read their
cont ents.

The Tri al

When t he individual defendants were dropped, the
case quickly went to trial. The plaintiffs opened their case on
January 29, 1993. The trial took the better part of four days; the
w t nesses included now-famliar nanes: Tinothy Foley and Barbara
Gol den of the Secret Service, WIlliam Cook, fornerly of the U S.
Attorney's office in Chicago, Henry Kluepfel of Bellcore, Steve
Jackson and the BBS users Elizabeth McCoy, Walter MIIiken and
Steffan O Sullivan, and WN'V master \Wayne Bel | .

At trial, Judge Sparks was introduced to the I abyrinthine E911
investigation. W also set up and ran Illumnati as it |ooked on
March 1, 1990, and Steve Jackson wal ked Judge Sparks through his
BBS, lingering on discussion areas such as "GURPS A d Wst" to give
the Judge a taste of the scope and breadth of BBS publication and
comruni cati on which the Secret Service had shut down. The judge
appeared upset by the callous and suspici ous manner in which the
Secret Service had treated Steve Jackson, and with the Service's
apparent disregard for the effects the raid m ght have on the

conpany.

The Deci si on

Judge Sparks deci ded the case in February,
1993, in along witten opinion. The full text of the opinion is
avai l able on the Internet at ftp.eff.org, and on Illumnati itself.




| recommend all sysops and BBS users to read it,
as it is one of the very few legal rulings specifically addressing
bull etin boards and el ectronic mail.

First, the bad news: Judge Sparks accepted the governnent's
argunent that the seizure of the BBS was not an "interception" of
the e-mail, even mail that had not yet been read. Essentially, he
deci ded that the definition of "interception" inplicitly neans
"cont enporaneous with the transmssion"; that is, for there to be
an interception, the governnment nust position itself in the data
stream |ike a conventional wretap. Since the e-mail was
tenporarily stored on the BBS hard drive, he held there was no
cont enpor aneous i nterception.

Ruling that there was no interception neans two things.
First, the plaintiffs did not receive the $10,000 m ni num damages
a violation of the "interception" |aw provides, even though the
judge found the Secret Service had not acted in good faith. Mre
inportantly, it lowers the standard for seizing BBS e-mail -- and
threatens to | ower the standard for the seizure of all electronic
comruni cati ons which reside | ong enough in conputer nmenory to be
sei zed (which is nost all conmputer commrunications, as far as |
understand it). To "intercept"” wire comrunications you need a
court order, not just a routine search warrant. This ruling (which
technically only applies in the Western District of Texas) neans
| aw enforcenment is not limted in its seizure of BBSs by the higher
standards required of wretapping.

Now, the good news: the plaintiffs won the "disclosure and
use" argunent under the ECPA, getting back nost of what was lost in
the "interception"” decision. First, Judge Sparks found the

obvious: that while the Secret Service had Illum nati they or
their agents read and deleted all the e-mail on Illumnati,
including the plaintiffs' mail -- persons the Secret Service
admttedly having no reason at all to suspect of any illegal
activity.

Next, he rejected the Secret Service's argunent that its
agents were acting in "good faith.” Wile he didn't list all the
reasons, quite a few are supported by the evidence: the Secret
Service's investigation was "sloppy", he said, and there was no
attenpt to find out what Steve Jackson Ganes did as a business; the
Secret Service was told the day of the raid that the conpany was a
“publisher,” and refused to nmake copies or return the files for
nmont hs after they were done reviewi ng them and the Secret Service



apparently allowed the private mail of dozens of entirely innocent
and unsuspecting people to be read and trashed.

The judge ruled that Steve Jackson, his conpany, and the three
Il lum nati users who joined Jackson in the suit were each entitled
to an $1, 000 award fromthe governnent, as provided by the ECPA.

The Privacy Protection Act was pretty much a cl ean sweep.
Wil e the judge and Steve Jackson still differ over how nmuch noney
the raid cost the conpany, the court's ruling was squarely in
Jackson's favor on the aw. Al though unconventional, the court
found that Steve Jackson Ganes' publications were clearly covered
by the Act, should not have been seized, and shoul d have been
pronptly returned.

At trial, the Secret Service agents had freely admtted they
knew not hi ng about the Act. Fornmer U S. Attorney WIIiam Cook
cl ai mred he knew about it before the raid, but decided (w thout any
i nvestigation) that Steve Jackson Ganes wasn't covered. The
Privacy Protection Act (unlike the ECPA) allows no "good faith"
excuses, anyway, and since the Secret Service was repeatedly told
on March 1 and afterwards that the conmpany was a publi shing
busi ness there was no defense for the seizure of "GURPS Cyber punk"
or the other book drafts. Mst of the over $50,000 awarded in
danmages was due to the violation of the Privacy Protection Act.

St eve Jackson Ganes publishes traditional books and magazi nes,
with printed paper pages. |Is the BBS operator who publishes only
on-line articles protected, too? It's a question Judge Sparks did
not need to address directly, but his opinion can and shoul d be
read to include the on-line publisher. The court's opinion
includes the BBS files as material inproperly seized, and the Act
specifically includes work product in electronic form Publishing
via BBSs has becone just |ike publishing a "newspaper, book, or
ot her formof publication...”™ -- the only source of news nany
peopl e get.

If the Privacy Protection Act is broadly understood to
enconpass el ectronic publishing (as it should) it should provide
nmeani ngful protection to i nnocent sysops whose boards may be used

by sonme for illegal purposes. It should prevent the "preventative
detention" of BBSs -- where boards are seized in investigations and
held indefinitely -- which seens to be one crude neans used to

attack suspected crimnal activity without bothering to actually
prosecute a case. It should also force | aw enforcenent to consider



who the actual suspect is -- for instance, in the recent spate of
sei zures of BBSs for suspected copyright violations. The Privacy
Protection Act should prevent |aw enforcenment from seizing a
sysop's board who is not suspected in engaging or condoning illegal
activity.

Those of you who have followed this case wll note howlittle
significance |I've given the "Phrack" investigation and the
overval uation of the E911 document. O course the Secret Service
m sunder st ood or exaggerated the inportance of the purloined E911
docunent, and were chasing i magi nary goblins.

The real significance of the Steve Jackson Ganes case,
however, was not knocking holes in that one investigation (the
Nei dorf trial effectively did that), but taking a solid step to set
firm discernable limts for crimnal investigations involving
conput er conmuni cation. To focus on the specific foibles of the
E911 investigation is to mss the inportance of what the Secret
Service really did wong. Qut of ignorance or callousness, they
ignored the legal rights of people not even suspected of crines;
peopl e who sinply shared common el ectronic space. There are and
will continue to be legitimate conputer-crine investigations. The
cl oseness that people live in Cyberspace, though, neans the
governnment nust | earn ways to conduct investigations w thout
violating the rights of all the innocent nenbers of the on-line
community. In March 1990, the Privacy Protection Act said that
St eve Jackson could wite and publish his books w thout having them
seized; the Secret Service didn't know that. In 1990, the
II'lum nati users had the right not to have their e-mail seized and
read without at |east being suspected of a crinme; the Secret
Service apparently didn't know that, either. Now they do, and
hopefully the word will spread to other governnent agencies, too.

(As of this witing, there is still no decision whether the
Secret Service (or Steve Jackson, for that matter) will appeal
Judge Spark's decision.)

Steve Jackson Games | SJ Games vs. the Secret Service
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| nt roducti on

My topic is howto "map" the text and structure of our
Constitution onto the texture and topol ogy of "cyberspace". That's
the term coi ned by cyberpunk novelist WIIliam G bson, which many
now use to describe the "place" -- a place w thout physical walls
or even physical dinensions -- where ordinary tel ephone
conversati ons "happen," where voice-mail and e-nail nessages are
stored and sent back and forth, and where conputer-generated
graphics are transmtted and transfornmed, all in the form of
interactions, sone real-tinme and sone del ayed, anobng countl| ess
users, and between users and the conputer itself

Sonme use the "cyberspace" concept to designate fantasy worl ds
or "virtual realities" of the sort G bson described in his nove
*Neur omancer*, in which people can essentially turn their mnds into
conput er peripherals capabl e of perceiving and exploring the data
matri x. The whole idea of "virtual reality,” of course, strikes a
slightly odd note. As one of Lily Tomin's nost nenorable
characters once asked, "Wat's reality, anyway, but a collective
hunch?" Work in this field tends to be done |l argely by people who
share the fanous observation that reality is overrated!

However that may be, "cyberspace" connotes to sone users the
sorts of technol ogies that people in Silicon Valley (like Jaron
Lani er at VPL Research, for instance) work on when they try to
devel op "virtual racquetball"” for the disabled, conputer-aided
design systens that allow architects to wal k through "virtual
bui | di ngs" and renodel them *before* they are built, "virtual
conferenci ng" for business neetings, or naybe soneday even "virtual
day care centers" for |atchkey children. The user snaps on a pair
of goggl es hooked up to a high-powered conputer termnal, puts on
a special set of gloves (and perhaps other gear) wired into the
sane conputer system and, looking a little bit Iike Darth Vader,
pretty nmuch steps into a conputer-driven, drug-free, 3-dinensional,
interactive, infinitely expandabl e hall ucination conplete with
sight, sound and touch -- allowing the user literally to nove



t hrough, and experience, information.

|"musing the term"cyberspace"” nuch nore broadly, as nmany
have lately. I"musing it to enconpass the full array of
conput er- nedi at ed audi o and/or video interactions that are already
wi dely di spersed in nodern societies -- fromthings as ubiquitous
as the ordinary tel ephone, to things that are still comng on-1line
| i ke conmputer bulletin boards and networks |ike Prodigy, or |ike
the WELL ("Whole Earth 'Lectronic Link"), based here in San
Franci sco. My topic, broadly put, is the inplications of that
rapi dly expanding array for our constitutional order. It is a
constitutional order that tends to carve up the social, |egal, and
political universe along lines of "physical place" or "tenporal
proximty." The critical thing to note is that these very lines, in
cyberspace, either get bent out of shape or fade out altogether.
The question, then, becones: when the |ines along which our
Constitution is drawn warp or vani sh, what happens to the
Constitution itself?

Setting the Stage

To set the stage with a perhaps unfam|liar exanple, consider
a deci sion handed down ni ne nonths ago, *Maryland v. Craig*, where
the U. S. Suprene Court upheld the power of a state to put an
al l eged child abuser on trial with the defendant's accuser
testifying not in the defendant's presence but by one-way,
closed-circuit television. The S xth Arendnent, which of course
antedated television by a century and a half, says: "In all
crimnal prosecutions, the accused shall enjoy the right . . . to
be confronted with the witnesses against him" Justice O Connor
wote for a bare majority of five Justices that the state's
procedures nonet hel ess struck a fair bal ance between costs to the
accused and benefits to the victimand to society as a whol e.
Justice Scalia, joined by the three "liberals"” then on the Court
(Justices Brennan, Marshall and Stevens), dissented fromthat
cost-benefit approach to interpreting the Sixth Amendnent. He
wr ot e:

The Court has convincingly proved that the Maryl and
procedure serves a valid interest, and gives the
defendant virtually everything the Confrontation C ause
guarantees (everything, that is, except confrontation).

| am persuaded, therefore, that the Maryland procedure is
virtually constitutional. Since it is not, however,
actually constitutional | [dissent].

Could it be that the high-tech, closed-circuit TV context,



al nost as famliar to the Court's youngest Justice as to his even
younger |aw clerks, m ght've had sone bearing on Justice Scalia's
sly invocation of "virtual" constitutional reality? Even if
Justice Scalia wasn't nmaking a pun on "virtual reality,” and |
suspect he wasn't, his dissenting opinion about the Confrontation
Cl ause requires *us* to "confront" the recurring puzzle of how
constitutional provisions witten two centuries ago shoul d be
construed and applied in ever-changi ng circunstances.

Shoul d contenporary society's technol ogy-driven cost-benefit
fixation be allowed to water down the ol d-fashioned val ue of direct
confrontation that the Constitution seemingly enshrined as basic?
| would hope not. In that respect, | find nyself in conplete
agreenment with Justice Scalia.

But new technol ogi cal possibilities for seeing your accuser
clearly w thout having your accuser see you at all -- possibilities
for sparing the accuser any disconfort in ways that the accuser
couldn't be spared before one-way mrrors or closed-circuit TVs
wer e devel oped -- *shoul d* | ead us at | east to ask oursel ves whet her
*two*-way confrontation, in which your accuser is supposed to be made
unconfortable, and thus less likely to lie, really *is* the core
val ue of the Confrontation C ause. If so, "virtual" confrontation

shoul d be held constitutionally insufficient. If not -- if the
core value served by the Confrontation Clause is just the ability
to *watch* your accuser say that you did it -- then "virtual"

confrontation should suffice. New technol ogies should |lead us to

| ook nore closely at just *what val ues* the Constitution seeks to
preserve. New technol ogi es should *not* |lead us to react reflexively
*either way* -- either by assuming that technol ogies the Franers
didn't know about make their concerns and val ues obsol ete, or by
assum ng that those new technol ogies couldn't possibly provide new
ways out of old dilenmms and therefore should be ignored

al t oget her.

The one-way mirror yields a fitting netaphor for the task we
confront. As the Suprene Court said in a different context several
years ago, "The mrror image presented [here] requires us to step
t hrough an anal ytical |ooking glass to resolve it." (*NCAA v.
Tarkanian*, 109 S. C. at 462.) The world in which the Sixth
Amrendnent's Confrontation C ause was witten and ratified was a
world in which "being confronted with" your accuser *necessarily?*
nmeant a sinultaneous physical confrontation so that your accuser
had to *perceive* you being accused by him C osed-circuit
tel evision and one-way mrrors changed all that by *decoupling* those
two di mensions of confrontation, marking a shift in the conditions of
information-transfer that is in many ways typical of cyberspace.

What does that sort of shift nmean for constitutional analysis?
A common way to react is to treat the pattern as it existed *prior*
to the new technol ogy (the pattern in which doing "A" necessarily



*i ncl uded* doing "B") as essentially arbitrary or accidental. Taking
t hi s approach, once the technol ogi cal change nmakes it possible to

do "A" *without* "B" -- to see your accuser w thout having himor her
see you, or to read soneone's nmil wthout her knowing it, to

switch exanples -- one concludes that the "old" Constitution's
inclusion of "B" is irrelevant; one concludes that it is enough for

t he governnent to guarantee "A" alone. Sonetines that will be the
case; but it's vital to understand that, sonetines, it won't be.

A characteristic feature of nodernity is the subordination of
purpose to accident -- an acute appreciation of just how contingent
and coi ncidental the connections we are taught to nake often are.

We understand, as noderns, that many of the ways we carve up and
organi ze the world reflect what our social history and cul tural
heritage, and perhaps our neurological wiring, bring to the world,

and not sone irreducible "way things are.” A wonderful exanple

conmes froma 1966 essay by Jorge Louis Borges, "Qther Inquisitions.”
There, the essayist describes the foll ow ng taxonony of the ani nal

ki ngdom which he purports to trace to an anci ent Chi nese encycl opedi a
entitled *The Cel estial Enporium of Benevol ent Know edge*:

On those renpte pages it is witten that animals are divided into:

(a) those bel onging to the Enperor

(b) those that are enbal ned

(c) those that are trained

(d) suckling pigs

(e) nmernmaids

(f) fabul ous ones

(g) stray dogs

(h) those that are included in this classification

(i) those that trenble as if they were nad

(j) 1 nnunmerabl e ones

(k) those drawn with a very fine canel's hair brush
(1) others

(m those that have just broken a water pitcher

(n) those that, froma great distance, resenble flies

Contenporary witers fromM chel Foucault, in *The Archaeol ogy
of Know edge*, through George Lakoff, in *Wnen, Fire, and Dangerous

Thi ngs*, use Borges' Chinese encyclopedia to illustrate a range of
different propositions, but the *core* proposition is the supposed
arbitrariness -- the political character, in a sense -- of al

culturally inposed categories.

At one |evel, that proposition expresses a profound truth and
may encourage humlity by conbating cultural inperialism At
anot her | evel, though, the proposition tells a dangerous lie: it
suggests that we have descended into the nihilismthat so obsessed
Ni et zsche and other thinkers -- a world where *everything* is
relative, all lines are up for grabs, all principles and



connections are just matters of purely subjective preference or,
worse still, arbitrary convention. Wether we believe that killing
animals for food is wong, for exanple, becones a question

i ndi stingui shabl e from whet her we happen to enjoy eating beans,
rice and tofu.

This is a particularly pernicious notion in a era when we pass
nore and nore of our lives in cyberspace, a place where, alnost by
definition, our nost famliar |andmarks are rearranged or di sappear
al together -- because there is a pervasive tendency, even (and
per haps especially) anong the nost enlightened, to forget that the
human val ues and ideals to which we conmt ourselves nay i ndeed be
uni versal and need not depend on how our particular cultures, or
our | atest technol ogies, carve up the universe we inhabit. It was
ny very wi se colleague fromyYale, the late Art Leff, who once
observed that, even in a world w thout an agreed-upon God, we can

still agree -- even if we can't "prove" mathematically -- that
“napal m ng babies is wong."
The Constitution's core values, |'mconvinced, need not be

transnogrified, or metanorphosed into oblivion, in the dimrecesses
of cyberspace. But to say that they *need* not be lost there is
hardly to predict that they *wll* not be. On the contrary, wthout
further thought and awareness of the kind this conference m ght
provi de, the danger is clear and present that they *wll* be.

The "event horizon" against which this transformation m ght
occur is already plainly visible:

El ectronic trespassers like Kevin Mtnik don't stop with
cracki ng pay phones, but break into NORAD -- the North Anerican
Def ense Conmand conputer in Colorado Springs -- not in a *War Ganes*
novie, but in real life.

Less challenging to national security but nore ubiquitously
t hreat eni ng, conputer crackers downl oad everyman's credit history
frominstitutions |ike TRW start charging phone calls (and nore)
to everyman's nunber; set |oose "worm' prograns that shut down
t housands of |inked conputers; and spread "computer viruses"
t hrough everyman's work or honme PC.

It is not only the governnent that feels threatened by
“conmputer crinme"; both the owners and the users of private
i nformati on services, conputer bulletin boards, gateways, and
networks feel equally vulnerable to this new breed of invisible
trespasser. The response fromthe many who sense danger has been
swift, and often brutal, as a few exanples illustrate.

Last March, U S. Secret Service agents staged a surprise raid
on Steve Jackson Ganes, a snmall ganmes manufacturer in
Austin, Texas, and seized all paper and electronic drafts of its
newest fantasy role-playing ganme, *GURPS[reg.t. m] Cyberpunk*,
calling the gane a "handbook for conputer crine."

By last Spring, up to one quarter of the U S. Treasury



Departnent's investigators had becone involved in a project of
eavesdr oppi ng on conputer bulletin boards, apparently tracking
not ori ous hackers like "Acid Phreak"” and "Phi ber Optik" through
what one journalist dubbed "the dark canyons of cyberspace."

Last May, in the now fanous (or infanpous) "Operation Sun Devil,"
nore than 150 secret service agents teaned up with state
and | ocal |aw enforcenment agencies, and with security personnel
from AT&T, Anmerican Express, U S. Sprint, and a nunber of the
regi onal Bell telephone conpanies, arned thenselves wth over two
dozen search warrants and nore than a few guns, and seized 42
conputers and 23,000 floppy discs in 14 cities from New York to
Texas. Their target: a |loose-knit group of people in their teens
and twenties, dubbed the "Legi on of Doom"

| am not describing an I ndiana Jones novie. |I'mtalking about
Anerica in the 1990s.

The Probl em

The Constitution's architecture can too easily cone to seem
quaintly irrelevant, or at |east inpossible to take very seriously,
in the world as reconstituted by the mcrochip. | propose today to
canvass five axions of our constitutional law -- five basic
assunptions that | believe shape the way Anerican constitutional
schol ars and judges view |l egal issues -- and to exam ne how t hey
can adapt to the cyberspace age. My conclusion (and | will try not
to give away too nuch of the punch Iine here) is that the Franmers
of our Constitution were very w se indeed. They bequeathed us a
framework for all seasons, a truly astonishing docunent whose
principles are suitable for all tinmes and all technol ogi cal | andscapes.

Axi om 1:
There is a Vital D fference
*Bet ween Governnent and Private Action*

The first axiom!| will discuss is the proposition that the
Constitution, with the sole exception of the Thirteenth Amendnent
prohi biting slavery, regulates action by the *governnent* rather than
t he conduct of *private* individuals and groups. In an article |
wote in the Harvard Law Review i n Novenber 1989 on "The Curvature
of Constitutional Space," | discussed the Constitution's
nmet aphor - nor phosis froma Newonian to an Einsteinian and
Hei senbergi an paradigm It was common, early in our history, to
see the Constitution as "Newtonian in design with its carefully
count er poi sed forces and counterforces, its [geographical and
institutional] checks and bal ances.” (103 *Harv. L. Rev.* at 3.)



| ndeed, in many ways contenporary constitutional lawis stil
trapped within and stunted by that paradigm But today at | east
sone post-nodern constitutionalists tend to think and talk in the
| anguage of relativity, quantum nechanics, and chaos theory. This
may quite naturally suggest to sonme observers that the
Constitution's basic strategy of decentralizing and diffusing power
by constraining and fragnenti ng governnental authority in
particul ar has been rendered obsol ete.

The institutional separation of powers anong the three federal
branches of governnent, the geographical division of authority
bet ween the federal government and the fifty state governnents, the
recognition of national boundaries, and, above all, the sharp
di stinction between the public and private spheres, becone easy to
deride as relics of a sinpler, pre-conputer age. Thus Eli Noam in
the First Ithiel de Sola Pool Menorial Lecture, delivered | ast
Cctober at MT, notes that conmputer networks and network
associ ati ons acqui re quasi-governnental powers as they necessarily
take on such tasks as nediating their nenbers' conflicting
interests, establishing cost shares, creating their own rul es of
adm ssion and access and expul sion, even establishing their own *de
fact o* taxing nechanisns. In Professor Noams words, "networks
becone political entities,"” global nets that respect no state or
| ocal boundaries. Restrictions on the use of information in one
country (to protect privacy, for exanple) tend to | ead to export of
that information to other countries, where it can be anal yzed and
t hen used on a selective basis in the country attenpting to
restrict it. "Data havens" rem niscent of the role played by the
Swi ss in banking may energe, with few restrictions on the storage
and mani pul ati on of information.

A tenmpting conclusion is that, to protect the free speech and
other rights of *users* in such private networks, judges nust treat
t hese networks not as associations that have rights of their own
*agai nst* the governnent but as virtual "governnents" in thenselves
-- as entities against which individual rights nmust be defended in
the Constitution's name. Such a conclusion would be m sl eadi ngly
sinplistic. There are circunstances, of course, when
non- gover nmental bodies |ike privately owned "conpany towns" or
even huge shopping malls should be subjected to | egislative and
adm ni strative controls by denocratically accountable entities, or
even to judicial controls as though they were arns of the state --
but that may be as true (or as false) of multinational corporations
or foundations, or transnational religious organizations, or even
smal | -town communities, as it is of conputer-nedi ated networKks.
It's a fallacy to suppose that, just because a conputer bulletin
board or network or gateway is *sonething |ike* a shopping mall,
governnent has as much constitutional duty -- or even authority --
t o guarant ee open public access to such a network as it has to



guar ant ee open public access to a privately owned shopping center
like the one involved in the U S. Suprene Court's fanmous *PruneYard
Shoppi ng Center* decision of 1980, arising fromnearby San Jose.

The rules of law, both statutory and judge-nade, through which
each state *all ocates* private powers and responsibilities thenselves
represent characteristic forns of governnent action. That's why a
state's rules for inmposing liability on private publishers, or for
deci di ng which private contracts to enforce and which ones to
invalidate, are all subject to scrutiny for their consistency with
the federal Constitution. But as a general proposition it is only
what *governnents* do, either through such rules or through the
actions of public officials, that the United States Constitution
constrains. And nothing about any new technol ogy suddenly erases
the Constitution's enduring val ue of restraining *governnent* above
all else, and of protecting all private groups, |large and small,
from gover nnent .

It's true that certain technol ogies may becone socially
i ndi spensable -- so that equal or at |east mninmal access to basic
conput er power, for exanple, mght be as significant a
constitutional goal as equal or at |east mninal access to the
franchise, or to dispute resolution through the judicial system
or to elenentary and secondary education. But all this neans (or
should nean) is that the Constitution's constraints on gover nnent
must at tinmes take the formof inposing *affirmative duties* to
assure access rather than nerely enforcing *negative prohibitions*
agai nst designated sorts of invasion or intrusion.

Today, for exanple, the governnent is under an affirmative
obligation to open up crimnal trials to the press and the public,
at | east where there has not been a particularized finding that
such openness woul d di srupt the proceedi ngs. The governnent is
al so under an affirmative obligation to provide free | egal
assi stance for indigent crimnal defendants, to assure speedy
trials, to underwite the cost of counting ballots at el ection
time, and to desegregate previously segregated school systens. But
t hese occasional affirmative obligations don't, or shouldn't, nean
that the Constitution's axionmatic division between the real mof
public power and the realmof private |ife should be jettisoned.

Nor would the "indispensability" of information technol ogies
provide a license for governnent to i npose strict content, access,
pricing, and other types of regul ation. *Books* are indispensable to
nost of us, for exanple -- but it doesn't follow that governnent
shoul d therefore be able to regulate the content of what goes onto
t he shel ves of *bookstores*. The right of a private bookstore owner
to deci de which books to stock and which to discard, which books to
di spl ay openly and which to store in [imted access areas, should
remain inviolate. And note, incidentally, that this needn't nake
t he bookstore owner a "publisher” who is liable for the words



printed in the books on her shelves. It's a common fallacy to

i magi ne that the nonent a conputer gateway or bulletin board begins
to exercise powers of selection to control who may be on line, it
must automatically assunme the responsibilities of a newscaster, a
broadcaster, or an author. For conputer gateways and bulletin
boards are really the "bookstores"” of cyberspace; nost of them
organi ze and present information in a conputer format, rather than
generating nore information content of their own.

Axi om 2:

The Constitutional Boundaries of Private Property
and Personality Depend on Vari abl es Deeper Than
*Social Uility and Technol ogi cal Feasibility*

The second constitutional axiom one closely related to the
private-public distinction of the first axiom is that a person's
m nd, body, and property belong *to that person* and not to the
public as a whole. Sone believe that cyberspace chall enges that
axi om because its entire premise lies in the existence of conputers
tied to electronic transm ssion networks that process digital
i nformation. Because such information can be easily replicated in
series of "1"s and "0"s, anything that anyone has conme up with in
virtual reality can be infinitely reproduced. | can log on to a
conputer library, copy a "virtual book" to ny conputer disk, and
send a copy to your conputer w thout creating a gap on anyone's
bookshel f. The sane is true of val uable conputer prograns, costing
hundreds of dollars, creating serious piracy problens. This
feature | eads sonme, like Richard Stallman of the Free Software
Foundation, to argue that in cyberspace everything should be free
-- that information can't be owned. O hers, of course, argue that
copyri ght and patent protections of various kinds are needed in
order for there to be incentives to create "cyberspace property" in
the first place.

Needl ess to say, there are lively debates about what the
optimal incentive package should be as a matter of |egislative and
social policy. But the only *constitutional* issue, at bottom isn't
the utilitarian or instrunental selection of an optinmal policy.
Soci al judgnents about what ought to be subject to individual
appropriation, in the sense used by John Locke and Robert Nozi ck,
and what ought to remain in the open public domain, are first and
forenost *political* decisions.

To be sure, there are sone constitutional constraints on these
political decisions. The Constitution does not permt anything and
everything to be made into a *private commodity*. Votes, for
exanpl e, theoretically cannot be bought and sold. Wether the
Constitution itself should be read (or anended) so as to permt all



basi ¢ nedical care, shelter, nutrition, |egal assistance and,

i ndeed, computerized information services, to be treated as nere
comodi ties, available only to the highest bidder, are all terribly
hard questions -- as the Eastern Europeans are now di scovering as
they attenpt to draft their own constitutions. But these are not
guestions that should ever be confused with issues of what is
technol ogi cal |l y possi ble, about what is realistically enforceable,
or about what is socially desirable.

Simlarly, the Constitution does not permt anything and
everything to be *socialized* and nade into a public good avail abl e
t o whoever needs or "deserves" it nost. | would hope, for exanple,
that the governnent could not use its powers of em nent domain to
"take" live body parts |like eyes or kidneys or brain tissue for
t hose who need transplants and woul d be expected to | ead
particularly productive lives. In any event, | feel certain that
what ever constitutional right each of us has to inhabit his or her
own body and to hold onto his or her own thoughts and creations
shoul d not depend solely on cost-benefit cal culations, or on the
avai lability of technol ogi cal nethods for painlessly effecting
transfers or for creating good artificial substitutes.

Axi om 3:
*Government May Not Control Information Content*

A third constitutional axiom like the first two, reflects a
deep respect for the integrity of each individual and a healthy
skepticismtoward governnent. The axiomis that, although
information and i deas have real effects in the social world, it's
not up to governnent to pick and choose for us in terns of the
*content* of that information or the *value* of those ideas.

This notion is sonetinmes m stakenly reduced to the naive
child' s ditty that "sticks and stones may break ny bones, but words
can never hurt ne." Anybody who's ever been call ed sonething awful
by children in a school yard knows better than to believe any such
thing. The real basis for First Anmendnent values isn't the false
prem se that information and i deas have no real inpact, but the
belief that information and ideas are *too inportant* to entrust to
any government censor or overseer.

If we keep that in mnd, and *only* if we keep that in mnd,
will we be able to see through the tenpting argunent that, in the
| nformati on Age, free speech is a luxury we can no |onger afford.
That argunent becones especially tenpting in the context of
cyber space, where sequences of "0"s and "1"s namy becone virtua
life forns. Conputer "viruses" roamthe information nets,
attachi ng thenselves to various prograns and screw ng up conputer
facilities. Creation of a conputer virus involves witing a



program the programthen replicates itself and nutates. The

el ectronic code involved is very nmuch like DNA. If information
content is "speech,” and if the First Amendnent is to apply in
cyberspace, then nustn't these viruses be "speech” -- and nustn't
their witing and di ssem nation be constitutionally protected? To
avoi d that nightmarish outcone, nustn't we say that the First
Amrendnent is *inapplicable* to cyberspace?

The answer is no. Speech is protected, but deliberately
yelling "Boo!" at a cardiac patient may still be prosecuted as
murder. Free speech is a constitutional right, but handing a bank
teller a hold-up note that says, "Your noney or your life," may
still be punished as robbery. Stealing soneone's diary nmay be
puni shed as theft -- even if you intend to publish it in book form
And the Suprene Court, over the past fifteen years, has gradually
brought advertising within the anbit of protected expression
wi t hout preventing the governnment from protecting consuners from
deceptive advertising. The | esson, in short, is that
constitutional principles are subtle enough to bend to such
concerns. They needn't be broken or tossed out.

Axi om 4:

The Constitution is Founded on Normative
Conceptions of Humanity That Advances

*In Science and Technol ogy Cannot "D sprove"*

A fourth constitutional axiomis that the human spirit is
sonet hi ng beyond a physical information processor. That axiom
whi ch regards human t hought processes as not fully reducible to the
operations of a conputer program however conplex, nust not be
confused with the silly view that, because conputer operations
i nvol ve nothing nore than the mani pulation of "on" and "off" states
of myriad mcrochips, it sonehow foll ows that governnment control or
outright seizure of conputers and conputer prograns threatens no
First Amendnent rights because human thought processes are not
directly involved. To say that would be |ike saying that
governnent confiscation of a newspaper's printing press and
tonorrow norning's copy has nothing to do wth speech but invol ves
only a taking of netal, paper, and ink. Particularly if the seizure
or the regulation is triggered by the content of the information
bei ng processed or transmtted, the First Amendnent is of course
fully involved. Yet this recognition that information processing
by conmputer entails sonething far beyond the nebe sequenci ng of

nmechani cal or chem cal steps still |eaves a potential gap between
what conputers can do internally and in comrunication with one
anot her -- and what goes on within and between human minds. It is

that gap to which this fourth axiomis addressed; the very



exi stence of any such gap is, as |'msure you know, a matter of
consi derabl e controversy.

What if people |ike the mathematician and physici st Roger
Penrose, author of *The Enperor's New M nd*, are wong about human
m nds? I n that provocative recent book, Penrose disagrees with
those Artificial Intelligence, or Al, gurus who insist that it's
only a matter of time until human thought and feeling can be
perfectly sinmulated or even replicated by a series of purely
physi cal operations -- that it's all just neurons firing and
neurotransmtters flowng, all subject to perfect nodeling in
suitabl e conputer systens. Wul d an adherent of that Al orthodoxy,
sonmeone whom Penrose fails to persuade, have to reject as
irrelevant for cyberspace those constitutional protections that
rest on the anti-Al premse that mnds are *not* reducible to really
fancy conputers?

Consi der, for exanple, the Fifth Arendnent, which provides
that "no person shall be . . . conpelled in any crimnal case to
be a witness against hinself." The Suprene Court has |ong held
t hat suspects nmay be required, despite this protection, to provide
evidence that is not "testinonial" in nature -- blood sanples, for
I nstance, or even exenplars of one's handwiting or voice. Last
year, in a case called *Pennsylvania v. Miniz*, the Suprenme Court
hel d that answers to even sinple questions |ike "Wen was your
sixth birthday?" are testinonial because such a question, however
strai ghtforward, nevertheless calls for the product of nental
activity and therefore uses the suspect's mnd agai nst him But
what if science could eventually describe thinking as a process no
nore conpl ex than, say, riding a bike or digesting a neal? M ght
t he progress of neurobiol ogy and conputer science eventually
overthrow the prem ses of the *Mini z* decision?

| woul d hope not. For the Constitution's prem ses, properly
understood, are *normative* rather than *descriptive*. The phil osopher
David Hunme was right in teaching that no "ought" can ever be
logically derived froman "is." If we should ever abandon the
Constitution's protection for the distinctively and universally
human, it won't be because robotics or genetic engineering or
conput er science have led us to deeper truths, but rather because
t hey have seduced us into nore profound confusions. Science and
t echnol ogy open options, create possibilities, suggest
i nconpatibilities, generate threats. They do not alter what is
"right" or what is "wong." The fact that those notions are
el usi ve and subject to endl ess debate need not nake themtotally
contingent on contenporary technol ogy.

Axi om 5:
Constitutional Principles Shoul d Not



*Vary Wth Accidents of Technol ogy*

In a sense, that's the fifth and final constitutional axiom]
woul d urge upon this gathering: that the Constitution's norns, at
t heir deepest level, nust be invariant under nerely *technol ogi cal *
transformati ons. Qur constitutional |aw evolves through judicial
interpretation, case by case, in a process of reasoning by anal ogy
fromprecedent. At its best, that process is ideally suited to
seei ng beneath the surface and extracting deeper principles from
prior decisions. At its worst, though, the sane process can get
bogged down in superficial aspects of preexisting exanples,
fixating upon unessential features while overlooking underlying
princi ples and val ues.

When the Suprenme Court in 1928 first confronted w retapping
and held in *AO nstead v. United States* that such w retapping
i nvol ved no "search” or "seizure" within the neaning of the Fourth
Amendnent's prohi bition of "unreasonabl e searches and sei zures, "
the majority of the Court reasoned that the Fourth Amendnent
"itself shows that the search is to be of material things -- the
person, the house, his papers or his effects,” and said that "there
was no searchi ng”" when a suspect's phone was tapped because the
Constitution's | anguage "cannot be extended and expanded to include
t el ephone wires reaching to the whole world fromthe defendant's
house or office." After all, said the Court, the intervening wres
"are not part of his house or office any nore than are the highways
al ong which they are stretched." Even to a | aw student in the
1960s, as you m ght inmagine, that "reasoning" seened anmazi ngly
artificial. Yet the *A nstead* doctrine still survived.

It would be illumnating at this point to conpare the Suprene
Court's initial reaction to new technology in *O nstead* with its
initial reaction to new technology in *Maryland v. Craig*, the 1990
closed-circuit television case with which we began this discussion.
In *Craig*, a majority of the Justices assuned that, when the 18th-
century Franers of the Confrontation Cl ause included a guarantee of
t wo-way *physical* confrontation, they did so solely because it had
not yet becone technologically feasible for the accused to I ook his
accuser in the eye wthout having the accuser sinultaneously watch
the accused. G ven that this technol ogi cal obstacle has been
renoved, the majority assuned, one-way confrontation is now
sufficient. It is enough that the accused not be subject to
crimnal conviction on the basis of statenents nmade outside his
presence.

In *A nstead*, a majority of the Justices assuned that, when the
18t h-century authors of the Fourth Amendnent used | anguage t hat
sounded "physical" in guaranteeing agai nst invasions of a person's
dwel I i ng or possessions, they did so not solely because *physical *

i nvasions were at that tinme the only serious threats to personal



privacy, but for the separate and distinct reason that *intangible*
i nvasi ons sinply would not threaten any rel evant di nensi on of
Fourth Anmendnent privacy.

In a sense, *0 nstead* mindlessly read a new technol ogy *out* of
the Constitution, while *Crai g* absent-m ndedly read a new technol ogy
*Into* the Constitution. But both decisions -- *O nstead* and *Crai g* --
had the structural effect of w thholding the protections of the
Bill of Rights fromthreats nmade possi ble by new information
technol ogies. *d nstead* did so by inplausibly reading the
Constitution's text as though it represented a deli berate decision
not to extend protection to threats that 18th-century thinkers
sinply had not foreseen. *Craig* did so by sonewhat nore plausibly
-- but still unthinkingly -- treating the Constitution's seem ngly
explicit coupling of two analytically distinct protections as
reflecting a failure of technol ogical foresight and inmagination,
rat her than a deliberate val ue choi ce.

The *Craig* majority's approach appears to have been driven in
part by an understandabl e sense of how a new i nfornmati on technol ogy
could directly protect a particularly synpathetic group, abused
children, froma traumatic trial experience. The *Q nst ead*
majority's approach probably reflected both an exaggerated estinmate
of howdifficult it would be to obtain w retapping warrants even
where fully justified, and an insufficient sense of how a new
i nformation technology could directly threaten all of us. Al though
both *Craig* and *d nst ead* reveal an inadequate consci ousness about
how new technol ogies interact with old values, *Craig* at | east seens
defensi bl e even if m sguided, while *A nstead* seens just plain
wWr ong.

Around 23 years ago, as a then-recent |aw school graduate
serving as law clerk to Suprene Court Justice Potter Stewart, |
found nyself working on a case involving the governnment's
el ectronic surveillance of a suspected crimnal -- in the form of
a tiny device attached to the outside of a public tel ephone booth.
Because the invasion of the suspect's privacy was acconpli shed
wi t hout physical trespass into a "constitutionally protected area,"
t he Federal CGovernnent argued, relying on *A nstead*, that there had
been no "search" or "seizure," and therefore that the Fourth
Amrendnment "right of the people to be secure in their persons,
houses, papers, and effects, agai nst unreasonabl e searches and
seizures," sinply did not apply.

At first, there were only four votes to overrule *d nstead* and
to hold the Fourth Amendnent applicable to w retappi ng and

el ectroni c eavesdropping. |'mproud to say that, as a 26-year-old
kid, I had at least a little bit to do with changi ng that nunber
fromfour to seven -- and with the argunent, formally adopted by a

seven-Justice mpjority in Decenber 1967, that the Fourth Amendnent
"“protects people, not places.” (389 U S. at 351.) In that



decision, *Katz v. United States*, the Suprene Court finally

repudi ated *d nstead* and the many decisions that had relied upon it
and reasoned that, given the role of electronic tel ecomunications
in nodern life, the First Amendnent purposes of protecting *free
speech* as well as the Fourth Amendnent purposes of protecting
*privacy* require treating as a "search" any invasion of a person's
confidential tel ephone communications, with or w thout physical
trespass.

Sadly, nine years later, in *Smth v. Maryland*, the Suprene
Court retreated fromthe *Katz* principle by holding that no search
occurs and therefore no warrant is needed when police, with the
assi stance of the tel ephone conpany, nake use of a "pen register”,
a nmechani cal device placed on soneone's phone |line that records al
nunbers dialed fromthe phone and the tinmes of dialing. The
Suprene Court, over the dissents of Justices Stewart, Brennan, and
Marshal I, found no legitimte expectation of privacy in the nunbers
di al ed, reasoning that the digits one dials are routinely recorded
by the phone conpany for billing purposes. As Justice Stewart, the
aut hor of *Katz*, aptly pointed out, "that observation no nore than
descri bes the basic nature of telephone calls . . . . It is sinply
not enough to say, after *Katz*, that there is no legitinmte
expectation of privacy in the nunbers dial ed because the caller
assunes the risk that the tel ephone conpany will expose themto the
police." (442 U. S. at 746-747.) Today, the logic of *Smth* is
bei ng used to say that people have no expectation of privacy when
they use their cordless tel ephones since they know or should knowgm?/?
t hat radi o waves can be easily nonitored!

It is easy to be pessim stic about the way in which the
Suprene Court has reacted to technol ogi cal change. In many
respects, *Smth* is unfortunately nore typical than *Katz* of the way
the Court has behaved. For exanple, when novies were invented, and
for several decades thereafter, the Court held that novie
exhibitions were not entitled to First Amendnent protection. Wen
comrmuni ty access cable TV was born, the Court hindered nuni ci pal
attenpts to provide it at | ow cost by holding that rules requiring
| andl ords to install small cable boxes on their apartnent buil dings
anounted to a conpensabl e taking of property. And in *Red Lion v.
FCC*, decided twenty-two years ago but still not repudi ated today,
the Court ratified governnent control of TV and radi o broadcast
content with the dubious logic that the scarcity of the
el ectromagnetic spectrumjustified not nerely governnent policies
to auction off, randonmly allocate, or otherw se ration the spectrum
according to neutral rules, but also nuch nore intrusive and
cont ent - based governnent regulation in the formof the so-called
“fairness doctrine."

Al t hough the Suprene Court and the | ower federal courts have
taken a sonmewhat nore enlightened approach in dealing with cable



tel evision, these decisions for the nost part reveal a curious
judicial blindness, as if the Constitution had to be reinvented

with the birth of each new technol ogy. Judges interpreting a late
18th century Bill of Rights tend to forget that, unless its *terns*
are read in an evolving and dynam c way, its *values* will |ose even
the *static* protection they once enjoyed. Ironically, *fidelity* to
original values requires *flexibility* of textual interpretation. It
was Judge Robert Bork, not fanmous for his flexibility, who once
urged this enlightened view upon then Judge (now Justice) Scalia,
when the two of them sat as coll eagues on the U S. Court of Appeals
for the DC. Grcuit.

Judicial error in this field tends to take the form of saying
that, by using nodern technology ranging fromthe tel ephone to the
television to conputers, we "assume the risk." But that typically
begs the question. Justice Harlan, in a dissent penned two decades
ago, wote: "Since it is the task of the law to form and project,
as well as mrror and reflect, we should not . . . nerely recite .

. . risks without examning the *desirability* of saddling them upon
society.” (*United States v. Wiite*, 401 U S. at 786). And, | would
add, we should not nerely recite risks w thout exam ning how

I nposi ng those risks conports with the Constitution's fundanental

val ues of *freedont, *privacy*, and *equality*.

Failing to exam ne just that issue is the basic error
beli eve federal courts and Congress have nade:

* in regulating radio and TV broadcasti ng w t hout
adequate sensitivity to First Amendnent val ues;

* in supposing that the selection and editing of
vi deo prograns by cable operators m ght be |ess
than a form of expression;

* in excluding tel ephone conpanies from cabl e and
ot her informati on markets;

* In assum ng that the processing of "O's and "1"s
by conputers as they exchange data with one
anot her is sonething |l ess than "speech"; and

* in generally treating information processed
el ectronically as though it were sonehow | ess
entitled to protection for that reason.

The | esson to be learned is that these choices and these
m st akes are not dictated by the Constitution. They are decisions
for us to nake in interpreting that majestic charter, and in
i npl ementing the principles that the Constitution establishes.



*Concl usi on*

If my own |ife as a | awer and | egal scholar could | eave just
one legacy, I'd like it to be the recognition that the Constitution
*as a whol e* "protects people, not places.” If that is to cone
about, the Constitution as a whole nust be read through a
technologically transparent |lens. That is, we nust enbrace, as a
rule of construction or interpretation, a principle one mght call
t he "cyberspace corollary.” It would nmake a suitable
Twent y- seventh Anmendnent to the Constitution, one befitting the
200t h anni versary of the Bill of Rights. Wether adopted all at
once as a constitutional anmendnent, or accepted gradually as a
principle of interpretation that | believe should obtain even
wi t hout any formal change in the Constitution's |anguage, the
corollary I would propose would do for *technol ogy* in 1991 what |
believe the Constitution's Ninth Arendnent, adopted in 1791, was
neant to do for *text*.

The Ninth Amendnent says: "The enuneration in the
Constitution, of certain rights, shall not be construed to deny or
di sparage others retained by the people." That anmendnent provides
added support for the |ong-debated, but now | argely accepted,
"right of privacy" that the Suprene Court recognized in such
deci sions as the fanous birth control case of 1965, *Giswold v.
Connecticut*. The N nth Amendnent's sinple nessage is: The *text*
used by the Constitution's authors and ratifiers does not exhaust
t he val ues our Constitution recogni zes. Perhaps a Twenty-seventh
Amendnent coul d convey a parallel and equally sinple nessage: The
*technol ogies* famliar to the Constitution's authors and ratifiers
simlarly do not exhaust the *threats* against which the
Constitution's core val ues nust be protected.

The nost recent anendnent, the twenty-sixth, adopted in 1971,
extended the vote to 18-year-olds. It would be fitting, in a world
where youth has been enfranchised, for a twenty-seventh anendnent
to spell a kind of "childhood's end" for constitutional |law. The
Twent y-sevent h Amendnent, to be proposed for at |east serious
debate in 1991, would read sinply:

"This Constitution's protections for the freedons of
speech, press, petition, and assenbly, and its
protections agai nst unreasonabl e searches and sei zures
and the deprivation of life, liberty, or property w thout
due process of |law, shall be construed as fully
applicable without regard to the technol ogi cal nethod or
medi um t hrough which information content is generated,
stored, altered, transmtted, or controlled.”



[ Note: The machi ne-readabl e original of this was provided by the

author on a PC diskette in WordPerfect. It was reformatted to

ASCl |, appropriate for general network and conmputer access, by JimWarren.
Text that was underlined or boldface in the original copy was delimted
by asterisks, and a registered trademark synbol was replaced by
"reg.t.m". Oher than that, the text was as provided by the author.]
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THE TOP TEN MEDIA ERRORS ABOUT THE SJ
GAMES RAID

updat ed 10-12-94

As this story has devel oped, occasional errors crept into news stories
- and many of them have taken on a life of their own. Sone reporters,
working fromtheir clipping files, have turned out stories that are
al nrost 100% free of facts. There are a |ot of those floating around .
but here are our Top Ten.

10. Steve Jackson Ganes is a conputer game conpany.
No we're not. None of our games are conputer ganes. W use conputers
to WRITE the ganes, |ike every other publisher in the '90s. The
gane that was seized, GURPS CYBERPUNK, was about conputers. And
we ran a conputer BBS where peopl e DI SCUSSED ganes. But we're
not a conputer ganme conpany any nore than George Bush is a gardener.

9. GURPS Cyberpunk is a conputer gane.
No it's not. Aieeeeee! It's a roleplaying gane. It is not played
on a conputer. It's played on a table, wth dice.

8. We're out of business.

No we're not. It's been reported that we are bankrupt, or filing for
bankruptcy. It was very close - we DID have to lay off half our staff,
and it was a while before we were out of the woods . . . but we're not dead.

7. W were raided by the FBI

No we weren't. We were raided by the US Secret Service. The FBI had
nothing to do withit. (In fact, when Bill Cook, the assistant US
attorney naned in our suit, was doing his "research,” he talked to the
FBI. They told himhe didn't have a case. W have this from FBI sources!)

6. Sone of our staff nenbers were arrested by the Secret Service and
charged w th hacki ng.

No they weren't. No nenber of our staff was arrested, indicted, or
charged. Nobody was even QUESTI ONED after the day of the raid.

5. This was part of Operation Sun Devil.

No it wasn't. Sun Devil was a totally separate project, ained at
credit card fraud. Because it had a neat nane, it got a |ot of headlines.
Si nce conmputers were involved, sone reporters got the two confused. The
Secret Service hel ped the confusion along by refusing to coment on what
was, or wasn't part of Sun Devil. Sun Devil was not a "hacker"



i nvestigation. So says Gail Thackeray, who was its spearhead.

4. The raid was after GURPS Cyber punk.

No it wasn't. The Secret Service suspected one of our staffers of
wr ongdoi ng, using his conputer at hone. They had not hi ng connecting his
all eged m sdeeds with our office, but they raided us anyway, and took a
ot of things. One of the things they took was the GURPS Cyber punk
manuscript. Their agents were very critical of it, and on March 2 in
their office, one of themcalled it a "handbook for conputer crine."
Since their warrant was seal ed, and they woul dn't comrent, our best guess
was that they were trying to suppress the book. They did suppress it, but
apparently it was through bureaucratic inertia and stonewalling rather
t han because it was a target of the raid.

3. There was a hacker threat to sabotage the 911 system

No there wasn't. This story has been cynically spread by phone conpany
enpl oyees (who know better) and by Secret Service spokesnen (who probably
believe it, because they still don't understand any of this). They're
using this story to panic the nedia, to try to justify the illegal things
t hey' ve done and t he huge anount of nobney they've spent.

What happened was this: A student got access to a phone conpany
conputer and copied a text file - not a program This file was nothing
but adm nistrative information, and was publicly avail abl e el sewhere.

Bell South tried to value it at $79,000, but in court they admtted that
t hey sol d copies for under $20. There was no way this file could be used
to hurt the 911 system even if anybody had wanted to. To say otherw se
shows an incredible ignorance of the facts. It's as though a banker
claimed "This crimnal nade an illegal copy of the list of our Board of
Directors. He can use that to break into our vault."

2. W& have an enpl oyee naned LIl oyd Bl ankenshi p.
Loyd spells his nane with one L.

And the Nunber One "false fact" ever reported about this story .

1. Steve Jackson Ganes is the second | argest gane conpany in the USA
Don't we w sh!
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Texas Computer Crime Law

as passed by the Texas Legislature in 1994 .

TEXAS PENAL CCDE
TI TLE 7. OFFENSES AGAI NST PROPERTY
CHAPTER 33. COVPUTER CRI MES

33.01. Definitions
In this chapter:

(1) "Access" neans to approach, instruct, communicate with, store
data in, retrieve or intercept data from alter data or conputer
software in, or otherw se make use of any resource of a conputer,
conputer system or conputer network.

(2) "Communi cations common carrier” neans a person who owns or
operates a tel ephone systemin this state that includes equi pnent
or facilities for the conveyance, transm ssion, or reception of
communi cati ons and who receives conpensation from persons who use
t hat system

(3) "Conputer" neans an el ectronic, nmagnetic, optical,

el ectrochem cal, or other high-speed data processing device that
perfornms |ogical, arithnmetic, or nmenory functions by the
mani pul ati ons of el ectronic or magnetic inpul ses and includes all
| nput, output, processing, storage, or communication facilities
that are connected or related to the device.

(4) "Conputer network"” neans the interconnection of two or nore
conputers or conputer systens by satellite, mcrowave, |ine, or
ot her communi cation nediumw th the capability to transmt

I nformati on anong the conputers.

(5) "Conputer programt neans an ordered set of data representing coded
I nstructions or statenents that when executed by a conputer cause
the conputer to process data or perform specific functions.



(6) "Conputer security systeni neans the design, procedures, or other
neasures that the person responsible for the operation and use of

a conputer enploys to restrict the use of the conputer to

particul ar persons or uses or that the owner or |icensee of data
stored or nmintained by a conputer in which the owner or |icensee

is entitled to store or naintain the data enploys to restrict

access to the data.

(7) "Conputer services" neans the product of the use of a conputer,
the informati on stored in the conputer, or the personnel

supporting the conputer, including conputer tine, data processing,
and storage functions.

(8) "Conputer systeni neans any conbi nation of a conputer or conputer
network with the docunentation, conputer software, or physical
facilities supporting the conputer or conputer networKk.

(9) "Conputer software" neans a set of conputer prograns, procedures,
and associ ated docunentation related to the operation of a
conputer, conputer system or conputer networKk.

(10) "Conputer virus" neans an unwant ed conputer program or other set
of instructions inserted into a conputer's nenory, operating

system or programthat is specifically constructed with the

ability to replicate itself or to affect the other prograns or

files in the conputer by attaching a copy of the unwanted program

or other set of instructions to one or nore conputer prograns or
files.

(11) "Data" neans a representation of information, know edge, facts,
concepts, or instructions that is being prepared or has been
prepared in a formalized manner and is intended to be stored or
processed, is being stored or processed, or has been stored or
processed in a conputer. Data nay be enbodied in any form

i ncluding but not limted to conputer printouts, magnetic storage
medi a, | aser storage nedia, and punchcards, or nay be stored
internally in the nenory of the conputer.

(12) "Effective consent” includes consent by a person legally
aut hori zed to act for the owner. Consent is not effective if:

(A) induced by deception, as defined by Section 31.01, or induced
by coercion;



(B) given by a person the actor knows is not legally authorized to
act for the owner;

(C given by a person who by reason of youth, nental disease or
defect, or intoxication is known by the actor to be unable to
make reasonabl e property dispositions;

(D) given solely to detect the conm ssion of an offense; or

(E) used for a purpose other than that for which the consent was
gi ven.

(13) "Electric utility" has the neani ng assi gned by Subsection (c),
Section 3, Public Uility Regulatory Act (Article 1446c, Vernon's
Texas Civil Statutes).

(14) "Harnt includes partial or total alteration, damage, or erasure
of stored data, interruption of conputer services, introduction of
a conputer virus, or any other |oss, disadvantage, or injury that
m ght reasonably be suffered as a result of the actor's conduct.
(15) "Owner" neans a person who:

(A) has title to the property, possession of the property, whether
| awful or not, or a greater right to possession of the

property than the actor;

(B) has the right to restrict access to the property; or

(C is the licensee of data or conputer software.

(16) "Property" neans:

(A) tangi ble or intangible personal property including a conputer,
conputer system conputer network, conputer software, or data;

or

(B) the use of a conputer, conputer system conputer network,

conputer software, or data.

33.02. Breach of Conputer Security



(a) A person commts an offense if the person know ngly accesses a
conputer, conputer network, or conmputer system w thout the
effective consent of the owner.

(b) A person conmmts an offense if the person intentionally or
know ngly gives a password, identifying code, personal

i dentification nunber, debit card nunber, bank account nunber, or
ot her confidential information about a conputer security systemto
anot her person without the effective consent of the person

enpl oyi ng the conputer security systemto restrict access to a
conput er, conputer network, conputer system or data.

(c) An offense under this section is a Cass A m sdeneanor unless the
actor's intent is to obtain a benefit or defraud or harm anot her,
in which event the offense is:

(1) a state jail felony if the value of the benefit or the anobunt
of the loss or harmis | ess than $20,000; or

(2) a felony of the third degree if the value of the benefit or
t he amobunt of the loss or harmis $20,000 or nore.

(d) A person who is subject to prosecution under this section and any
ot her section of this code may be prosecuted under either or both
secti ons.

33. 03. Def enses

It is an affirmative defense to prosecution under Section 33.02 that
the actor was an officer, enployee, or agent of a conmunications
comon carrier or electric utility and commtted the proscribed act or
acts in the course of enploynent while engaged in an activity that is
a necessary incident to the rendition of service or to the protection
of the rights or property of the comrunications comon carrier or
electric utility.

33.04. Assistance by Attorney Ceneral
The attorney general, if requested to do so by a prosecuting attorney,

may assi st the prosecuting attorney in the investigation or
prosecution of an offense under this chapter or of any other offense



i nvol ving the use of a conputer.
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Mike Godwin's Anti-Censorship Speech at CMU

(Republ i shed by perm ssion. This speech is copyright 1994 by M ke Godw n.)

My nane is Mke Godwin, and |'"'ma lawer with the Electronic Frontier
Foundation. My organi zation, EFF, stands for the proposition that freedom
of speech nust be protected, not only in the traditional nedia of speech,
print, and broadcasting, but also in the vital new nedi um of conputer
conmmuni cat i ons.

W are not here nerely because we are angry, but al so because we are
grieving over the imm nent death of academ c freedomat CMJ. This fight is
not over yet--they still want to review the alt.sex newsgroups and kil

t he ones they find nost enbarrassing.

You see, this new nediumis ultimately going to becone the nost inportant
medium for citizens of the United States, and of the world. It is a nedium
far different fromthe tel ephone, which is only a one-to-one nedi um
ill-suited for reaching | arge nunbers of people. It is a nediumfar
different fromthe newspaper or TV station, which are one-to- many nedi a,
ill-suited for feedback fromthe audi ence. For the first tine in history,
we have a many-to-nmany nedium in which you don't have to be rich to have
access, and in which you don't have to win the approval of an editor or
publ i sher to speak your m nd. Usenet and the Internet, as part of this new
medi um hold the prom se of guaranteeing, for the first time in history,
that the First Arendnent's protection of freedom of the press neans as
much to each individual as it does to Tine Warner, or to Gannett, or to

t he New York Ti nes.

O course, the Suprene Court has long held that, at |least in theory,
freedom of the press applies as much to "the |onely panphleteer" as it
does to the editors of a major urban daily newspaper. But the Net puts
this theory into practice. And it is because the Net holds the prom se of
bei ng the nost denocratizing conmmuni cations nediumin the history of the
pl anet that it is vital that we prevent the fearful and the ignorant from
attenpting to control your access to it.

That's precisely what is happening here at Carnegie-Mllon. There is a
strong sense here that, nerely because you are students, and because sone
of you are mnors, CMJ nust protect you fromyourselves. They clai mthat
if they don't cut off all access to these newsgroups, for everyone on
canpus, they'll not only risk perverting you by exposing you to sexually
oriented materials, but they'll also be legally liable.



Their clains are wong. First of all, it's not true that the *only* way to
prevent mnors from having access to this material is to deny *everyone*
access to it. It is clear to ne that the adm nistrators haven't expl ored
any alternatives other than the npbst expensive and i nfeasible.

Secondly, there is little if any risk of legal liability for the
University for carrying these newsgroups, since Usenet is so large that no
one can be presuned to have know edge of all the content of Net traffic,
and w t hout proof of that know edge, says the Suprene Court, there can be
no liability. And no university anywhere in the country has ever, at any
time, been held liable to any degree for carrying the alt.sex newsgroups.

Third, the risk that the 17-year-olds who enter this University as
freshmen are unfamliar with the materials that are carried in these
newsgroups i s exceedingly |low Renenber, we're tal ki ng about hi gh-school
graduates here! | submt that if any entering freshnen haven't encountered
material that deals with human sexuality before now, CMJ has an
affirmative duty to expose themto it.

Sonme nenbers of the University staff have been reluctant to hear these
argunents. \When | spoke yesterday with attorney Jackie Kastel nik of the
University's legal office, she asked ne how | got interested in this case.
| told her that | had been contacted by several concerned CMJ students. At
that point she told nme that she was not interested in debating ne or being
i nformed about the | egal issues involved.

But she did say this nuch to me: "So what if the risk is low W don't
want to be a test case!™ To which ny response is this: CMJ, your |awers
have forgotten the neaning of the Constitution they have sworn to uphol d.

I ndeed, it's ironic that an institution that focuses so nuch on nenory- - of
our sciences, our know edge, our traditions, our values--has displayed so
much forgetful ness about the neaning of a University, and has been so

i nconsi stent in deciding what they want you to renmenber. Renenber, before
you expressed your concerns, they were ready to kill any newsgroup that
dealt with sexual material.

They wanted you to renenber the neani ng of the Periodic Table, but they
wanted you to forget that the chem stry between | overs is one of the nost
beauti ful things we know.

They wanted you to renenber the Fundanmental Theorem of Cal cul us, but they
hoped you forget that the fundanental fact of human sexual ity shapes our
entire existence.



They wanted you to renenber safety in the |ab, but they wanted you to
forget alt.sex.safe.

They wanted you to renenber the poetry of Dante and Shakespeare and
Shel | ey, but they wanted you to forget that human sexuality, which often
i nspired these poets, is equally the inspiration of those who wite
stories and poens for rec.arts.erotica.

It's very clear that this university is all-too- willing to seek a
relationship with the Departnent of Defense, but all-too-unwilling to

def end your online discussion of sexual relationships. This is ironic,
since this university is ostensibly training you to function as adults in
this society, yet it has insisted on treating you |ike children.

|"ve tal ked about what CMJ wants you to forget--now let's tal k about what
t hey have forgotten.

They' ve forgotten that the Constitution presunptively protects speech and
expressi on about sexual matters, even when that speech and expression may
be of f ensi ve.

They' ve forgotten that the Constitution does not allow governnments to ban
sexual expression for adults nerely because there is sone risk that
children may see it.

They' ve forgotten that, when it cones to the Bill of R ghts, what you
don't use, you lose. The First Amendnent is a terrible thing to waste.

As we can see fromyesterday's election results, we're living in a
conservative era. But the issue at stake here is not one that should

di vide liberals and conservatives, who have al ways shared a belief in the
i nportance of individual liberty. In particular, conservatives should
insist that CMJ not alter its principles in the face of pressure from what
may well be a paternalistic governnent.

But of course it's worth renenbering that there has been no such pressure
yet. The University has been m sleading you as to the risks of carrying
this material. And it may be misleading you as to its notives. | strongly
suspect that the real reason the Admnistration tried to yank these
newsgroups is that it is enbarrassed by them | spoke with a nenber of the
Adm ni stration this norning, and he told ne that the University doesn't
want to have to defend carrying sexually explicit materials--it's ironic
that such a highly educated group is afraid that it won't find the words
necessary to defend di scourse about a central aspect of the hunman



condi ti on.

I f they lack courage, it's up to you to supply it. Tell the CWJ

Adm ni stration that you canme here with the expectation that CMJ would |ive
up to the highest principles of academ c freedom Tell themthat you
expect themto fight as strongly for your freedom of speech and freedom of
inquiry as the adm ni strations of Harvard or M T woul d.

As Arsenio says, "lIt's tinme." Time to rem nd CMJ about the neani ng of
freedom And tinme to tell themonce and for all: "No nore censorship!"

| urge you not to accept it when the authorities tell you that CMJ, as a
private institution, is not bound by the First Amendnent, and therefore

can do anything it likes. This is, of course, quite true, but the issue

has never been what CMJ is permtted to do--instead, it's been what CVMJ

*shoul d* do if they are to sustain a conmtnent to academ c freedom

This norning | spoke with a nmenber of the Adm nistration who told ne at

| east twice during our talk that he is a teacher and adm rer of Janes
Joyce's ULYSSES--al so one of ny very favorite books--so he understands the
i ssues rai sed one soneone tries to ban works based on their purported
obscenity. When | heard this fromhim | felt sad-- how could he possibly
have m ssed the | essons we learned in this society when books I|ike
ULYSSES, TROPI C OF CANCER, and LOLITA were litigated in the courts?

It's very easy, | think, to proclaimthat you understand the issue of
obscenity because you're willing to defend a book that was vindicated half
a century ago.

What he doesn't seemto realize is that *this* fight--the one about online
freedom of speech--is the one that matters now.
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